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Abstract

The development of physical security is essential for safety-conscious authorities and public administrations
in Finland, which have a statutory obligation to use the government security network (TUVE Act). The obli-
gation to operate in such a network imposes more stringent requirements on the organisation's physical
security. Various security frameworks, such as ISO 27001 and Katakri 2020, can be used to harden physical
security. Katakri's security requirements can be used to audit and develop an organisation's security. The
aim is to protect confidential information held by public authorities.

The purpose of this research was to develop an Excel-based tool for Helsinki City Rescue Services to deploy
and manage security areas according to the Katakri 2020 requirements. Katakri 2020 recommends a risk-
based approach to assessing safety requirements, so risk management processes were included in the tool.
The research questions were what kind of risk assessment and management process would be suitable with
the tool, how would the continuous improvement process work, and would the tool be suitable for other
organisations that need to consider physical security.

The tool's physical security requirements, risk management, and continuous improvement processes were
gathered through a literature review of known security frameworks such as 1ISO27001 and NIST, and other
sources like governmental reports, scientific articles and journals. The first version of the tool was tested
and evaluated by experienced security experts working in the governmental and public sector, and peer
interviews were conducted with them.

Based on the interviews' results, the tool's risk assessment and management processes were found to be
good as it was considered simple yet comprehensive. Risk assessment that is too complex is usually not car-
ried out. It was also suggested that qualitative risk assessment is sufficient for risk assessment and that the
risk assessment scale should be kept simple. Continuous improvement process was considered essential
and overall, such a tool was seen as useful.
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Tiivistelma

Fyysisen turvallisuuden kehittdminen on olennaista turvallisuustietoisille viranomaisille ja julkishallinnolle,
joilla on lakisaateinen kadyttovelvoite turvallisuusverkosta (Laki julkisen hallinnon turvallisuusverkkotoimin-
nasta). Velvollisuus toimia tallaisessa verkossa asettaa organisaation fyysiselle turvallisuudelle tiukempia
vaatimuksia. Fyysisen turvallisuuden koventamiseen voidaan kayttaa erilaisia tietoturvakehyksia, kuten 1SO
27001 ja Katakri 2020. Katakrin tietoturvavaatimuksia voidaan kdyttaa organisaation tietoturvan auditoin-
tiin seka kehittdmiseen, ja tavoitteena on suojata viranomaisten hallussa olevaa salassa pidettavaa tietoa.

Taman tutkimuksen tarkoituksena oli kehittaa Excel-pohjainen tydkalu Helsingin kaupungin pelastuslaitok-
selle Katakri 2020 -vaatimusten mukaisten turvallisuusalueiden kayttéonottoon ja hallintaan. Katakri 2020
suosittelee riskiperusteista ldhestymistapaa turvallisuusvaatimusten arviointiin, joten tyékaluun sisallytet-
tiin riskienhallintaprosessit. Tutkimuskysymykset olivat, millainen riskienarviointi ja riskienhallinta toimisi
tyokalun kanssa, miten jatkuvan parantamisen prosessi toimisi ja soveltuisiko tyokalu my6s muille organi-
saatioille, joille fyysinen turvallisuus on tarkeaa.

Tyokalun fyysisen turvallisuuden vaatimukset, riskinhallinta ja jatkuvan parantamisen prosessit koottiin kir-
jallisuuskatsauksen avulla tunnetuista turvallisuuden viitekehyksistd, kuten 1SO27001 ja NIST seka muista
Iahteista kuten valtion julkaisut, tieteelliset artikkelit ja lehdet. Tyokalun ensimmaista versiota testattiin ja
arvioitiin kokeneilla turvallisuusasiantuntijoilla, jotka tydskentelevat valtionhallinnossa ja julkisella sekto-
rilla, ja heidan kanssaan tehtiin vertaishaastatteluja.

Haastattelujen perusteella tyokalun riskienarviointi ja riskienhallinta prosessit todettiin hyvaksi, koska niita
pidettiin yksinkertaisena, mutta kattavana. Liilan monimutkaista riskinarviointia ei yleensa tehda. Lisdksi
esille tuotiin, etta laadullinen riskienarviointi on riittava ja etta riskinarviointiasteikko olisi pidettava yksin-
kertaisena. Jatkuvaa parantamisen prosessia pidettiin olennaisen tarkean3, ja kokonaisuutena téallaista tyo-
kalua pidettiin hyodyllisena.

Avainsanat
Turvallisuusalueet, Fyysinen turvallisuus, Katakri 2020, Riskienhallinta, Pelastustoimi
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1 Introduction

The Helsinki City Rescue Service is undergoing a transitional phase as it moves towards implement-
ing the government security network (TUVE). The objective is to improve the security and reliabil-
ity of the ICT services and foster and ensure cooperation with other national public authorities al-
ready using security networks. Using security networks (TUVE) in rescue services is mandatory per

the Law on public administration security network operations (Finlex, 2015).

Using of government security network will add more physical and technical security requirements
for the organisation. Helsinki City Rescue Services is currently utilising the Helsinki City administra-
tive network. Thus, physical security requirements have been different from those of government

security network, albeit physical security is essential for the organisation even now (Finlex, 2015).

The Ministry of Finance regulates and governs Valtori, which provides security network services
for public authorities in Finland. The government security network is subject to strict security re-
qguirements and administrative specifications set forth by the service provider and the Ministry of
Finance. These administrative requirements are specified in the Law on public administration se-

curity network operations (Finlex, 2015).

Due to the regulations and hardened security requirements for implementing and using the gov-
ernment security network in Helsinki City rescue services, the organisation will need a new way of
planning and implementing the security areas and continuous processes to manage risks and nec-

essary security controls.

As a result, the organisation requires a comprehensive tool that can facilitate the planning, man-
agement, and control of security vulnerabilities in the security areas. This thesis aims to identify
practical methodologies and processes for creating such a tool, which can, in addition, be utilised
by other public authorities in Finland. Developing this tool for Helsinki City rescue services will en-
able the efficient deployment of the government security network (TUVE) at locations and sites

and maintain Katakri's recommended physical security requirements.



1.1 Case Organisation

Helsinki City Rescue Services is responsible for providing essential public safety services, such as
emergency and rescue services, risk management, and civil defence in everyday and emergency
situations across the Helsinki Metropolitan Area. The rescue services operation is to arrange these
services by legal obligation, and the organisation is under the national direction of the Ministry of
the Interior Department for Rescue Services. The administration is under the Social Services,
Health Care, and Rescue Services Division and that belongs to the Helsinki City organisation, as

shown in Figure 1 (Helsinki City Rescue Services, 2024).

There are 12 rescue stations located in and around Helsinki. The largest one is situated in Kallio
and is referred to as the central rescue station. Additionally, there are four sea stations that house
rescue service ships for conducting sea rescue operations and dealing with oil spills (Helsinki City

Rescue Services, 2022a).

The organisation's mission is to improve Helsinki City's safety by decreasing accidents. The mis-
sion's base foundation is the assessment of accident risks, which aims to lessen the impact of acci-
dents. Based on the mission, the organisation's vision is to create the world's safest city (Helsinki

City Rescue Services, 2022b).

At the Helsinki City Rescue Services, a good team spirit is considered an essential value that forms
the foundation of all operative levels. This invaluable value enables employees to tackle everyday
problems together. Other important values are the authenticity of the organisation, equality, and

relevance of the work (Helsinki City Rescue Services, 2022b).
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Figure 1 Organisation 2024 (Organisation Chart, 2024).

1.2 Objectives and Research Method

The primary objective is to conduct research and develop an Excel-based tool for the organisation
that will aid in the planning, definition, and management phases of administrative and security ar-
eas within the organisation based on Katakri 2020 requirements. It is worth noting that the tool
will not cover technically secured areas. The tool's framework is based on the Law on public ad-
ministration security network operations, Katakri's physical security requirements (NSA, 2020), sci-
entific research articles, information, and physical security-related literature, and the ISO/IEC

27000 standard family (ISO/IEC 27000, 2022).

The secondary objective is to produce documentation for the case organisation on defined admin-
istrative and secured areas, outlining the risks involved and the physical security measures that
should be implemented to mitigate them. These documents are classified and are not included in
the appendices. Those documents can be shared with other rescue services, Helsinki City Health

and Social Services, or Finland’s public authorities when necessary.



The first version of the developed tool will have practical value for Helsinki City Rescue Services,
and other rescue services can in addition use it. The tool's idea is to implement way to manage se-
curity areas more robust way, and all the related information can be found in the documentation
created with the tool. It should in addition be helpful for other rescue services that are implement-
ing and managing security areas and are requiring insights into what kind of security risks are re-
lated to the security areas and how to manage them with defence in depth methods and imple-

mented physical security mechanisms.

The research questions are:

- What is a suitable risk assessment and management method, and how should it be implemented in
the tool?

- How should a continuous management process be implemented within the tool?

- Is such a cross-functional tool, including risk management activities, useful for organisations that
needs to consider physical security requirements and risks?

1.2.1 Chosen Research Method

The research method for this research and development project is based on qualitative research
methods, including collecting theory from scientific articles, standards, and other related litera-

ture, and conducting interviews with experts in the field expertise.

The qualitative research method is employed when researching a phenomenon that cannot be ex-
plained with only data. This method is employed when trying to determine understandings for re-
search questions such as "What does it mean?" and answering that needs theory background and
a questionnaire related to the research questions. Qualitative research tries to determine answers
to questions using words and phrases and not with numbers using statistical methods (Kananen,

2017).

The qualitative research method offers a new way to understand the phenomenon being studied.
The focus is on research processes, which are hard to research using the quantitative research
method because of their complexity. Collecting theory and analysing the results is solely based on
the researcher. The researcher is interested in the processes and meanings of texts and photos

(Kananen, 2017).



All the research questions focus on determining practical processes for the tool, how to imple-
ment them, and how they work with the tool. For that reason, a qualitative research method was
chosen for this thesis because the research questions can be answered with a qualitative research
method by gathering theories from security frameworks and relevant scientific articles and con-

ducting interviews to measure the effectiveness of the implemented tool.

1.2.2 Related Research Projects

Throughout the literature review, it was determined that some research projects have similarities
to this research. However, those theses focus was on improving general information security for
rescue services, such as in information security practices for rescue departments (Kaipainen,
2015), which was developing ways to improve and maintain an organisation's information security.
It is based on the older version of the Katakri and information classification. Another research was
developing access control for the Lansi-Uusimaa Rescue Department (Harju, 2020) or security au-
dit and development for the volunteer fire departments (Pukki, 2022). These were developing
companies' information security or had some relations to Katakri and how to implement it for the
companies' security. However, they were not developing a tool to deploy and manage secured ar-

eas' risks.

The related research project that most resembled this research was Minna Syri's development of a
tool for improving an organisation's premises security (Syri, 2016). The focus of that research was
to improve the case organisation's security by implementing a model for premises security,

which is based on an older version of Katakri’s physical security requirements. That tool is based
on the older Katakri’s version and does not include management of the risks and responsibilities of

the area and the continuous management process.

1.2.3 Utility and Delimitation of This Research and Development Project

In contrast to prior research regarding similar topics, this thesis will research and implement a
safety area management tool that has risk management processes implemented into it. By utilis-
ing the tool, the organisation can effectively deploy security areas by implementing assessment

and management of the risks and continual improvement on the same tool, so all the needed in-



formation can be determined in one place, and management of those will be more straightfor-
ward. The practical application of this research will benefit the case organisation and other rescue

services.

The research and development of the tool are based on the Katakri’s (NSA, 2020) physical security
requirements and 1SO27000 standard family series (ISO/IEC 27000, 2022) physical security controls
and processes. The focus is on the physical security section of Katakri 2020, but it will include
some parts of the security management requirements. However, it's worth noting that the tool
does not offer technical security control solutions or deployment and management of Kata-

kri's technically secured areas.

The tool will have a qualitative risk assessment method with a risk register and risk management
processes implemented into it, and those processes are based on the Katakri 2020 and 1SO27000
standard family series. The tool will utilise the Katakri 2020 defence in depth analytical approach
to the risk assessment of the security areas. It will be a multi-purpose tool, and the safety area
owner will use it to manage the security area with a continual management process. The tool is
only meant to deploy and manage administrative and secured areas and is not meant to be em-
ployed to manage the physical security of the facility's outer perimeter or technically secured ar-

€as.

The finished tool will not be a new software; it is built with Microsoft Excel. It is only meant to im-
prove the organisation's maturity level in managing security areas. Auditing should be done using

the official Katakri 2020 auditing tool (NSA, 2020).

1.3 Framework of the Thesis

The thesis is structured into various sections, as shown in Figure 1. The initial segment is the intro-
duction, serving as an overview of the thesis and fundamental details about the Helsinki City Res-
cue Services organisation, the thesis objective, related main questions, and the chosen research

method.
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The second segment contains the thesis's background theory. The theory was gathered from vari-
ous databases and websites using several specific keywords. The sources were evaluated using the
PRISMA Systematic Review, and non-relevant sources were excluded. Sources were managed us-

ing a Microsoft Excel sheet and the open-source reference management tool Zotero, as shown in

Figure 2.
& Thesis references - Zotero - O *
File Edit View Tools Help
s @~ @~ A Wby &~ | X ~ All Fields & Tags D@
~ [ My Library Title Creator Publisher Publication -
B Thesis sources [im| Experiences From Development of Security Audit Criteria Eronen and Ke... European Conference o... ~
My Publications Information Security Risk Assessment for the Malaysian Ae...  Alwi and Ariffin IEEE
7 Duplicate ltems The Design of Information Security Risk Management: A C...  Anang et al. IEEE
Unfiled ltems Implementing an effective qualitative risk analysis Beinschrath IEEE
3 Trash Information Security Risk Management Grishaeva and... IEEE ‘
Enhance Enterprise Security through Implementing ISO/IE..  Guo et al. IEEE 4
Qualitative Versus Quantitative Methods in Safety Risk Man... Hewitt and Ph... IEEE
Designing Information Security Risk Management on Bali ... Kusprasapta a... IEEE
ICT Risk Management Methodelogy Proposal for Governm...  Patifio et al. IEEE g
Information Security Risk Management Analysis Using 150 ... Putra et al. IEEE 4
No tags to display Security Risk Management in complex organization Sedinic and P... IEEE
Information Security Management based on Risk Assessm...  Zhang and He IEEE
[t Utilization of the Finnish Mational Security Auditing Criteri...  Rajamaki International Journal of...
i 1SO/IEC 27000 family. Information security management 150/IEC 27000 150/IEC 27000
[a=l Protecting wour data anainst nhusical threats ASSA ARIOV -/

Figure 2 Open-source reference management tool Zotero.

The sources were identified via 8 databases and 33 websites, and the total number of identified
relevant sources was 162. Relevant sources were pre-identified with specific keywords and the
most frequent keywords employed for the databases and websites searches were information se-
curity, risk assessment, risk management, security management, PDCA, and Katakri. Non-relevant
sources were already excluded during the pre-identification, so they were not part of the system-

atic review process.

The relevant sources were approved to be employed in the thesis by reviewing their abstracts and
their relevance to the research questions, and the total number of approved sources was 114 and
the number of excluded sources was 48. Based on the relevant sources’ discussions and conclu-

sions reviews, the number of chosen sources from the approved to be retrieved for the thesis was

50, as shown in Figure 3.
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Identification of sources via databases and websites

Relevant sources identified from:
databases {n = &) and websites (n=33)

Relevant sources found
[n= 162)
A 4 A J
Approved sources for the thesis Excluded sources
(n=114) [(n=48)

Sources retrieved for the thesis
{n=50)

Figure 3 PRISMA Flow Diagram.

The third and fourth segments are about the tool's implementation based on the gathered back-
ground theory as well anonymous peer interviews with security experts to evaluate its usability.
Peer interviews were conducted October 2024 after finishing the first version of the tool. The tar-
get group of the interviews were specialists working in security and auditing field who had exten-
sive experience in the related field. The final segment contains conclusions from the results of the
peer interviews to address the research questions and discussions the potentials for further re-

search, ethical values and how to get access for the tool.



Framework of the thesis

Introduction

Case Organization:
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Services

Objectives and research method

Theory background

2

Risk assessment and Continual management
management process process (PDCA)
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Implementation of the
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Discussion

Figure 4 Framework picture of the thesis.

2 Theory Knowledge for Developing the Tool

2.1 Katakri 2020

Katakri 2020 is a security auditing tool maintained by the National Security Authority of Finland
and is employed by authorities. It has been part of the national security program since 2009 and
was initially developed under the supervision of the Ministry of Defence. However, the responsi-
bility for maintaining it was transferred to the NSA. The tool's latest version is the 2020 version
and is designed to assist organisations in developing their security measures to protect classified
information, and it includes three sections: security management, physical security, and infor-

mation security (NSA, 2020; Cyberwatch Finland, 2021).

12
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The Katakri 2020 has three sections: security management, physical security, and information se-
curity. These sections include minimum and recommended requirements for those three sections
mentioned above. Security management has requirements for organisations on how to manage
security and classified information and how to govern personnel security. The physical security
section describes minimum requirements for the physical environment and how to protect the pe-
rimeter with different security mechanisms and standards. The information security section has

requirements for the IT environment (NSA, 2020, p. 5; Cyberwatch Finland, 2021).

Katakri 2020 now includes an appendix for NATO's classification for security classification. National
Security Authority approved the appendix as part of the Katakri 2020 on 4.4.2023. The appendix
supports how to handle and store NATQO’s classified information. The NATO Office of Security has
evaluated Katakri 2020 as a valuable tool for implementing and assessing security controls. Finland

became a full member of NATO on the 4th of April 2023 (Finnish Government, 2023; NSA, 2023).

2.1.1 Security Areas

There are three levels of different security areas: administrative, secured, and technically secured.
Finnish national legislation doesn’t clarify technically secured areas, but it is included in Council of
EU regulation. Administrative areas refer to normal office workspaces such as office rooms and
meetings rooms, while secured areas are that where classified information is handled and stored.
Technically secured areas are the highest security areas where internationally classified infor-
mation is stored and handled. The zoning of security areas is based on the national decree of secu-

rity classification of documents in the state administration. (Finlex, 2019; NSA, 2020, p. 22).

Prior to being approved for the chosen level, security areas must meet minimum security require-
ments. The implementation of physical security mechanisms and controls is based on the defence
in depth method. This means that security should be evaluated through a risk assessment process
as shown in Figure 5, and necessary security mechanisms and controls are based on the identified
risks. Organisations should identify critical information and supportive business items and assets

that require protection and choose appropriate layers of protection accordingly. The effectiveness
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of the selected security mechanisms and controls should be evaluated through continuous man-

agement. (NSA, 2020; Grishaeva & Borzov, 2021).

Risk Selection of Implementation
Goal for
assessment physical security of minimum e
fer physical Is the evaluation measures requirements for . . phy ¥y
ity - done on an g (defence-in-depth) S8 security area o e - B
Bacur " acceptable?
measures appropriate (F-o1)
level? (F-03, F-o4) (F-05 - F-07)

(F-02)

Figure 5 Evaluation process for physical security measures (NSA, 2020, p. 23).

2.1.2 Physical Security

The purpose of physical security is to establish security measures and controls that prevent unau-
thorized access to classified information, theft or destruction of assets, and unauthorized entry
into secured areas (ISO/IEC 27002, 2022; NSA 2020). One of the significant security controls is the
implementation of national security clearances and clear access roles. Only personnel with as-
signed access roles and a national security clearance are allowed to enter secured areas, and the
clearance level must match the sensitivity of the classified information they handle. In Finland, se-
curity clearance has three levels: concise, standard, and comprehensive (NSA, 2020, pp. 17-18;

Finnish Security and Intelligence, 2024).

Required security mechanisms and devices are chosen with defence in depth method based on the
risk assessment mentioned in Section 2.1.1. It is recommended that security mechanisms and de-
vices be based on European standards and that they fulfil those requirements. Recommend stand-
ards for security mechanisms and devices are listed in Figure 6. Choosing the correct standard is
additionally based on defence in depth method, so implementing them should be done most se-
curely so that external users cannot access them. Security mechanisms include access control,
camera surveillance, security staff, intrusion detection systems, physical controls such as security
doors, area illumination, security staff, and security controls, including defined responsibilities and

procedures (NSA, 2020, pp. 27-28).
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F-03 - SELECTION OF PHYSICAL SECURITY MEASURES (DEFENCE-IN-DEPTH
Security equipment and systems Reference standard Classes on Standard

Safes SFS-EN 11431 -V
Element vaults SFS-EM 11439 =Xl
Paper shredders DIN 32757 (old) DIN1-DIN&
DIN 66399 (new) P1-P7
Locks and their assembly parts SFS 7020 (+5F5 5970) 1-4
Electronic access control systems SFS-EM 60839-n-1, SFS-EN 6083g-n12  1-4
CCcTv SFS-EN 62676 -
Walls, doors, floor and ceiling structures SFS-EM 1627 RC1 - RCE
Windows (security glass) SFS-EN 356 PaA - PsAand P6B -
FEB
Intrusion detection systems SFS-EN 50131 1-4
Alarm relaying in intrusion detection systems S5FS-EN 5013641 DP1 DP4 and 5Ps SP6&
Alarm centres of the Security Company SFS-EN 50518 -

Figure 6 Reference standards for security mechanisms and devices (NSA, 2020, p. 28).

2.2 Usability of Katakri and 1SO27000 Standard Series for Organisations

Cross-case analysis (Rajamaki, 2015) discovered that documentation of security policies is helpful
for companies, and they should define aspects such as long-term and short-term aims for security
controls, indicators for those, and responsibilities and roles for security-related matters. More
prominent organisations such as public administration or governmental organisations usually have
personnel dedicated to security-related matters. Thus, they frequently direct those areas. Hence,
those organisations have their documentation for security policies, but smaller organisations may
be missing clear goals of security policies, or they are missing altogether (Rajamaki, 2015; Eronen

& Kelo, 2020).

Katakri helps develop and audit security in an organisation because its security criteria and stand-
ards can be employed with different kinds of organisations, especially public administration, or
governmental organisations. However, it does have its drawbacks, as those requirements and
standards are not suitable for all organisations. Some requirements and standards allow interpre-

tation instead of straightforward classification (Rajamaki, 2015; Eronen & Kelo, 2020).

Organisations have started using the ISO 27000 standard series to improve information security
controls and assess and manage security risks. The standards are recognized by information secu-
rity experts, and organisations can obtain information security certificates to prove their capabili-

ties in information security. ISO 27002 has a comprehensive list of security controls, and ISO 27005
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has risk assessment and management models for organisations. There are additionally other risk
assessment methods with frameworks such as NIST 800-31, OCTAVE, or COBIT (Guo et al., 2022;
Putra et al., 2020).

There are many ways to handle the security requirements and standards. Some organisations may
want to minimise all the risks, and some try to determine an acceptable balance for the risks. Hav-
ing several standards for a security criterion may create challenges. There are typically different
views on how things should be protected, so it is recommended that security criteria have a clear
use case, making the management process more accessible for users. The criterion may become

useless when covering broader use cases (Eronen & Kelo, 2020).

2.3 Defining Security Areas

Defining security areas is crucial as it’s a method to know what kind of classified information can
be handled and stored in the defined security area or is there critical network devices, critical serv-
ers, other critical technical infrastructure, or other important assets. With the definition of the
area the necessary security requirements, controls and standards can be chosen based on the

evaluated risks (ISO/IEC 27002, 2022, Chapter 7. Physical controls; NSA, 2020, pp. 29-30).

One method to choose the security level of the area is according on what kind of handled and
stored classified information is in the area, as shown in Figure 8 (Finnish) and Figure 9 (English).
The English version of Katakri 2020 had errors on classification level descriptions that needed to
be corrected on the time of writing this thesis, so the Finnish Figure 8 is employed as a cross-refer-
ence for the English Figure 9. National classified information should be principally stored and han-
dled only in security areas. However, in some cases, classified information can be handled in public
places, such as during remote work, which is considered out of the security areas (Finlex, 2019;

NSA, 2020, pp. 29-30).

The second method evaluates the value of the organisation’s most important assets and also areas
that contains vital information or business-critical infrastructure which could damage or interfere

with the organisation’s operating environments in case that there are incidents. Security areas and
their perimeters should be defined according to these requirements, and owner and role responsi-

bilities for the secure area must be defined according to the requirements. ISO 27000 standard
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series framework can be employed with this method (ISO/IEC 27002, 2022, Chapter 7. Physical
controls; Ross et al., 2020; ISO/IEC 22301, 2019).

Security areas must have clearly defined boundaries and be documented. It is recommended that
they have floor plans with defined boundaries, as shown in Figure 7. The example shows how the
organisation could document floor plans of the security areas. A variety of colours can be em-

ployed to separate area boundaries (Valtiovarainministerio, 2013, p. 19-22).

— —
PUBLIC
\ Public area. Reception /
I and customer meetings.

ADMINISTRATIVE \

Administrative area.
Office and meeting

I rooms. I

L~

SECURED AREA
Secured area. Office rooms, meeting, server or \
other technical rooms.

Figure 7 An example of the security areas floor plans (Valtiovarainministerio, 2013, p. 20).
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Figure 8 National security classification levels in Finnish (NSA,2020. p.
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Figure 9 National security classification levels in English (NSA, 2020, p. 30).
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2.4 Minium Physical Security Requirements of Administrative Areas

Administrative areas are regular office rooms, workspaces, or meeting rooms. The area must have
a documented and defined boundary, and independent access is only provided to authorized per-
sonnel. Prior the area can be approved; it must be filled with the minimum required security
mechanisms and controls. A risk assessment must be done for the area and plans for responsibili-
ties and management for the risks must be made to accept residual risks (NSA, 2020, p. 33; NSA,
2020, pp. 25-27).

National classified information TL IV can be stored and handled in administrative areas, and it is
recommended that the information is stored in office furniture, which can be locked. It is possible
to store TL Il information in an administrative area when the information is stored in hardened
computers, which fills the requirements for storing TL lll information, and these requirements can
be found in Katakri 2020 I-section. However, the area must be protected with a burglar alarm sys-
tem as explained under the heading of administrative area minimum requirements for security
mechanism and controls, No. 5 security control. Computers must be additionally kept in a locked

office furniture (NSA, 2020, p. 33; NSA, 2020, pp. 29-32; NSA, 2020, pp. 40-41).

Administrative area minimum requirements for security mechanisms and controls

No. Security control / mechanisms Brief description
Area must have documented and defined

boundary. There are no requirements for
structures or structural integrity (NSA, 2020,
1| Boundaries of the area and structures p. 33).

The boundaries of the area must be documented and defined. Area structures should be rein-
forced with necessary security mechanisms and recommended reference standards, as shown in
Figure 6, provided that classified information is stored in the area and the probability of burglary
exists. The area should have no open holes, all the walls and floor structures should be one solid
structure, and the doors of the boundary must all the time be locked. If possible, emergency exits
should not go through the area (ISO/IEC 27002, 2022, Chapter 7. Physical controls; NSA, 2020, p.
33).
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No. Security control / mechanisms Brief description

Only approved personnel may have independ-

ent access to area. Access rights and key man-

agement must have defined policies and roles
2 | Access management of the area (NSA, 2020, pp. 34-35).

Personnel must have organisation's approved security clearance to work independently in the area
and wear visible identification card or equivalent. Access to the area can be security controlled
mechanically or electrically, and access rights and keys management must have a named responsi-
bility person. Access rights and keys must be documented, and management of the keys and rights
must have a continual process, which includes updating, removing, and adding access rights and
keys. All the access rights events must be logged. Backup keys for the area must be stored safely,
such as in access-controlled key cabinets or similar solutions. (ISO/IEC 27002, 2022, Chapter 7.
Physical controls; NSA, 2020p, pp. 34-35).

No. Security control / mechanisms Brief description
Visitors must always be accompanied by a
Visitors and third-party suppliers' manage- |host, who must have permission to work inde-
3| ment pendently in the area (NSA, 2020, p. 36).

Visitors must be identified by a visitor ID or equivalent and escorted within the administrative area
by a host with independent access. Third-party maintenance and cleaners should only have access
to necessary areas. Third-party supplier’ personnel access rights can only be approved by the ar-
ea's owner and access management responsibility person (ISO/IEC 27002, 2022, Chapter 7. Physi-
cal controls; NSA, 2020, p. 36).

Visitors must wear provided visitor identification by the organisation, and the details of the visit
purpose must be logged, including the dates and times of check-in and check-out. Organisation
personnel must have introductions on how to control visitors and their visits. Host must ensure
that visitors cannot see, read, or hear the classified information (ISO/IEC 27002, 2022, Chapter 7.

Physical controls; NSA, 2020, p. 36).
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No. Security control / mechanisms Brief description

Soundproofing of the area must be good
enough to be prevent classified information
conversations for falling in wrong hands. Risk-
based approach is recommended (NSA, 2020,
4 | Soundproofing of the area p. 37).

Office rooms must have security measures for classified information conversations, so sound-
proofing must be considered based on risk assessment in the room where those kinds of discus-
sions are held. Risk assessment can be done by listening outside the room to determine how the
conversations can be heard outside the area. At a minimum, the doors and windows must be
closed when that kind of discussion happens in the area (ISO/IEC 27002, 2022, Chapter 7. Physical
controls; NSA, 2020, p. 37).

Personnel participating in the discussion of classified information must be informed about what
kind of classified information will be discussed and what the security level of information is. Need-
to-know must be considered, and the personnel must have the necessary security clearance for
participating in the discussions (ISO/IEC 27002, 2022, Chapter 7. Physical controls; NSA, 2020, p.
37).

No. Security control / mechanisms Brief description

There are no requirements for administrative
areas. IDS can be considered with risk-based
5| Intrusion detection system approach (NSA, 2020, p. 38).

Burglar alarms can be installed on doors and windows in areas where classified information is
stored, and the risk of burglary is assessed to be high. The recommendation is to install a burglar
alarm when no one works 24 hours in the area, and classified information is stored there. It is in
addition recommended that the burglar alarm systems are by European standards, as shown in
Figure 6, and they must be tested occasionally and be fail-safe so they will work during blackout.
Various burglar alarms exist, such as contact-based, motion sensors, and sound sensors. The cor-
rect system can be chosen with risk-based approach (ISO/IEC 27002, 2022, Chapter 7. Physical
controls; NSA, 2020, p. 38).
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No. Security control / mechanisms Brief description

Illicit observation with intent or by mistake
must be prevented with necessary security
6 | lllicit observation controls (NSA, 2020, p. 39).

Controls to reduce the risk of illicit observation include installing privacy screens in the area, or by
using blinds or curtains for windows, or using security films on computer monitors. Classified infor-
mation must be removed from whiteboards and other presentation devices when no longer

needed. (ISO/IEC 27002, 2022, Chapter 7. Physical controls; NSA, 2020, p. 39).

'No. Security control / mechanisms Brief description
Camera surveillance must be utilised to moni-
tor perimeter of the facility (ISO/IEC 27002,
2022, Chapter 7. Physical controls; Ross et al.,
7 | Camera surveillance 2020, p. 32; NSA, 2020, p. 27).

The perimeter of the facility and access ways to the facility must be monitored with camera sur-
veillance to protect the organisation's property and assets. Cameras should be deployed based on
the risk assessment. Security personnel can utilise a live feed to monitor the area. Camera surveil-
lance should meet European standards, as shown in Figure 6 (ISO/IEC 27002, 2022, Chapter 7.
Physical controls; Ross et al., 2020, p. 32; NSA, 2020, p. 27).

Camera surveillance should be planned and deployed as stated in the K-method of Finance Fin-
land’s guidance (Finance Finland, 2017). Requirements for the minimum time to keep the camera
surveillance recordings should be planned with risk assessment, but the recommended minimum

time to keep recordings should be at least one month (NSA, 2020, p. 45; Finance Finland, 2017).

No. Security control / mechanisms Brief description
National classified information TL IV can be

stored in administrative area. All information
must be stored in appropriate office furniture
8| Storing and handling information (NSA, 2020, pp. 40-41).
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Administrative area must have an appropriate lockable office furniture to store national classified
information (TL IV). Devices containing classified information (TL IV) must be also stored in suitable
office furniture. Organisation can consider storing devices containing classified information (TL Ill)
in administrative area, however then the area must implement intrusion detection system or have
the area staffed all the time, as mentioned in administrative area security control number 5 (NSA,

2020, pp. 40-41).

Only personnel authorised to handle classified information stored in the area should have keys or
access codes to office furniture where classified information is stored. Access codes and privileges
should be changed whenever there is a change of personnel or there has been maintenance on

the locks or there is suspect that the information has been compromised (NSA, 2020, pp. 40-41).

2.5 Minium Physical Security Requirements of Secured Areas

Secured areas are office rooms, meetings rooms and server rooms or other technical rooms, which
are protected with better security controls than administrative area to allow handling and storing
higher level national classified information in the area. Area must have documented and defined
boundary and independent access is only provided to authorized personnel. Minimum required
security mechanism and controls must be filled before the area can be approved. Risk assessment
must be done for the area and plan responsibilities and management for the risks, so that the re-

sidual risks can be accepted (NSA, 2020, p. 42; NSA, 2020, pp. 25-27).

National classified information TL IV — Il can be handled and stored in the secured area based on
risk assessment and chosen security mechanisms. TL lll information must be stored in lockable
storage solutions, which are evaluated to be sufficient for storing them. TL lll computers must be
stored in lockable storage solutions in the area. If there is no suitable storage solution then the
area walls, floors and ceilings must fill the requirements for the TL lll by European standards, as

shown in Figure 3 (NSA, 2020, p. 42; NSA, 2020, pp. 29-32; NSA, 2020, pp. 54-55).
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Secured area minimum requirements for security mechanisms and controls

'No. Security control / mechanisms Brief description
Area must have defined boundaries. Walls,
ceilings, floors, windows, and doors must be
reinforced if there is no sufficient lockable

1| Boundaries of area and structures storage solution (NSA, 2020, pp. 42-43).

The boundaries of the area must be documented and defined. Secured areas should be planned
and deployed so that random personnel don’t gain access to them. The area structure must be re-
inforced to fulfil the SFS-EN-1627 class RC3 standard requirements and necessary security mecha-
nisms if there is no sufficient lockable storage solution. The area must have a burglar alarm system
if the area is not staffed 24/7 or there are no regular inspections after working hours. (ISO/IEC

27002, 2022, Chapter 7. Physical controls; NSA, 2020, pp. 42-43).

Personnel working in the secure area must know the boundaries of the secured area, the security
measures when working in the area and working in the area must be on a need-to-know basis. The
area should have no open holes, all the walls and floor structures should be one solid structure,
and the doors of the boundaries must all the time be locked. There should be no easily breakable
spots in the area. Emergency exits cannot go through this area, but if there is need for a manda-
tory exception, the emergency exit must have a burglar alarm installed. A secured area cannot be
accepted in case that an emergency exit goes through it and there is no sufficient lockable storage
solution for the classified information in the area (ISO/IEC 27002, 2022, Chapter 7. Physical con-
trols; NSA, 2020, pp. 42-43).

No. Security control / mechanisms Brief description

Access to the area must be controlled with in-
out controls or personally identifying person-

nel (ISO/IEC 27002, 2022, Chapter 7. Physical

controls; NSA, 2020, pp. 44-47).

Only approved personnel may have independ-
ent access to area. Access rights and key man-
agement must have defined policies and roles
2 | Access management of the area (NSA, 2020, pp. 44-47).
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Access control can be implemented electrically or personally identifying personnel methods. Elec-
trical access control should implement European standards, as shown in Figure 6. It is recom-
mended to use two-way access control for in-out security control. Passageways to the secured
area or technical rooms should have cameras to improve in-out security. Approved personnel
must have organisation’s approved security clearance to work independently in the area and they
must wear visible identification. The secured area must have a responsible person who must have
a security clearance, and that person can grant independent access rights to the area (ISO/IEC

27002, 2022, Chapter 7. Physical controls; NSA, 2020, pp. 44-47).

Access rights and key management must have management processes and documentation, and
access rights to the area must follow a need-to-know basis. Granting access rights should be based
principle of least privilege when defining access to the secured area. Access management must
have a continual process so that access rights must be regularly checked at least every six months.
Backup keys to the secured area must be kept inside access-controlled locked key storage or simi-
lar solution (ISO/IEC 27002, 2022, Chapter 7. Physical controls; Ross et al., 2020, p. 12; NSA, 2020,
pp. 44-47).

No. Security control / mechanisms Brief description

Visitors must be all the time escorted by a
Visitors and third-party suppliers' manage- | host, who is approved by organisation to work
3 | ment independently in the area (NSA, 2020, p. 48).

Visitors must be identified by a visitor identification or equivalent and escorted by a host who has
independent access to the secure area. All visits or maintenance works must be logged. Visitors
must have special permission to access the area, and their reliability must be verified, or a confi-
dentiality agreement must be made with them when visiting a secured area where classified infor-

mation is handled and stored (ISO/IEC 27002, 2022, Chapter 7. Physical controls; NSA, 2020, p. 48).

The 3rd party suppliers and maintenance personnel must be monitored under the surveillance of
person with independent access to the area. Visitors must all the time be under monitoring and be
supervised. In exceptional cases, visitors whom the responsible person approves in the area can be

cleared to be unescorted visitors. It should be done according to the access control management.
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Cleaning and maintenance work is prohibited when handling classified information in secured ar-

eas. (ISO/IEC 27002, 2022, Chapter 7. Physical controls; NSA, 2020, p. 48).

No. Security control / mechanisms Brief description

All secured areas must have security guidance
documentation on how to store and handle
4 | Security guidance documentation classified information (NSA, 2020, p. 49).

Secured areas must have security guidance documentation on how to handle and store classified
information and visitor and access management controls. Documentation should in addition in-

clude what security controls and mechanisms should be employed in the area (NSA, 2020, p. 49).

No. Security control / mechanisms Brief description

Soundproofing of the area must prevent clas-
sified information conversations for falling in
5 | Soundproofing of area wrong hands (NSA, 2020, p. 50).

Secured areas must have soundproofing in case that classified information is discussed in the area,
and there is a risk that the information can be heard outside the secured area. Personnel must en-
sure that windows and doors are closed when discussing classified information. The secured area
has the same security requirements as the administrative area, so those security requirements
and mechanisms and their standards should be filled in the secured area based on the risk assess-

ment. (ISO/IEC 27002, 2022, Chapter 7. Physical controls; NSA, 2020, p. 50).

No. Security control / mechanisms Description

Secured area which is not 24/7 staffed must

be inspected on regular basis after working

hours or the area must have burglar alarm
6 | Intrusion detection system system (NSA, 2020, p. 51).
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Secured area doors and windows should have a burglary alarm system installed when the area is
not staffed 24/7 or regular inspections after work cannot be conducted. The burglary alarm sys-
tem must meet European standards, as shown in Figure 6. The alarm can be equipped with con-
tact sensors, motion sensors, or sound sensors. This should be done with a risk assessment consid-
ering the secured area structures and the probability of burglary in the secured area, but at least
it’s important to have a burglary alarm system on the first-floor windows and doors (ISO/IEC

27002, 2022; NSA, 2020, pp. 51-52).

The organisation should administer the burglary alarm system, but it can be outsourced with risk
assessment. The alarm can in addition be transferred to the security company, but the transfer
should be monitored and duplicated. Inspection of the secured area outside working hours can be
outsourced to a third-party security company, but the security company's staff must be educated

on how to operate in the secured area (NSA, 2020, pp. 51-52).

No. Security control / mechanisms Description

Illicit observation with intent or by mistake
must be prevented with necessary controls.
7 | lllicit observation (NSA, 2020, p. 53).

The secured area has the same controls as the administrative areas, and illicit observation of the
classified information must be prevented with the necessary controls listed in the minimum re-
quirements for administrative section 2.3 (ISO/IEC 27002, 2022, Chapter 7. Physical controls; NSA,
2020, p. 53).

No. Security control / mechanisms Description

Camera surveillance should be employed in
the passageways to the secured or inside the
secured area (ISO/IEC 27002, 2022, Chapter 7.
Physical controls; Ross et al., 2020, p. 32; NSA,
8| Camera surveillance 2020, p. 27).
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The perimeter of the secured areas should be monitored with camera surveillance. Camera sur-
veillance must be employed in the passageways to the secured or inside the secured area to moni-
tor and manage security incidents of the area and increase security methods to have increased
controls with in-out access. Security personnel can use live feed to monitor the area. Camera sur-
veillance should meet European standards, as shown in Figure 6, and should be planned and de-
ployed using the K-method as stated in Finance Finland's guidance (ISO/IEC 27002, 2022, Chapter
7. Physical controls; Ross et al., 2020, p. 32; NSA, 2020, p. 27; Finance Finland, 2017).

No. Security control / mechanisms Brief description

Nationally classified information TLIV and TLIII
can be stored in this area based on a risk as-
sessment, considering that the area has a suit-
9 | Storing and handling information able storage solution (NSA, 2020, pp. 54-55).

Nationally classified information TLIV and TLIII can be stored in this area based on a risk assess-
ment, considering that the area has a suitable storage solution. In case that the storage solution is
inadequate, it must be ensured that the structures in the area have the required level of safety

(NSA, 2020, pp. 54-55).

Only personnel authorised to handle classified information stored in the area should have keys or
access codes to office furniture where classified information is stored. Access codes and privileges
should be changed whenever there is a change of personnel or there has been maintenance on

the locks or there is suspect that the information has been compromised (NSA, 2020, pp. 54-55).

No. Security control / mechanisms Brief description

All electrical equipment must be inspected be-
fore handling TLII classified information in the
secured area. Electrical equipment may be left
outside the security area within the proper
storage solution if it cannot be reliably in-

10 | Handling TLIl information in the area spected. (NSA, 2020, p. 53).
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Temporary handling of TLII classified information in a secure area is possible, but all electrical
equipment must be checked in case that there is a high risk of handling the classified information.
Whenever inspecting the electrical devices reliably is not possible, the devices can be stored out-

side the security area inside a proper storage solution (NSA, 2020, p. 53).

2.6 Risk Assessment Process

The purpose of the risk assessment is to understand what kind of threats may affect organisation’s
assets and information and on how to evaluate and manage them. Organisation must recognise
the important assets and information and evaluate their value or business criticality. There are
various methods to do risk assessment, and two of the most central are qualitative and quantita-
tive methods. Quantitative methods need more expertise and database of inputs from longer pe-
riod as told in 1ISO 27005 standard (ISO/IEC 27005) and research conducted by Beinschréth (Bein-
schréth, 2022). Quantitative method for risk analysis is found quite frequently expensive and it’s
frequently conducted by large consulting firms, who has data for that kind of assessment (Bein-
schréth, 2022; ISO/IEC 27005, 2022, Annex A. Examples of techniques in support of the risk assess-

ment process).

Qualitative method for risk assessment can be done easily by the organisation itself and it doesn’t
need many resources or time invest from the organisation, but it doesn’t all the time give exact
results and occasionally they have been discovered unusable by IT security experts. Qualitative
method has its limitations when it comes to risk assessment, but it can in addition provide quick
overview of the risks affecting the organisation’s assets without the need of collecting extensive
data and process them, which can be a lengthy process and need more resources and time invest-
ment. Carefully planning qualitative risk assessment with real effort and teamwork, documenta-
tion, and determining specific threats affecting organisation will reduce the risk of having an unus-

able risk assessment with qualitative method (Hewitt & Pham, 2018; Beinschroth, 2022).

Organisations should have risk management process or framework and with that the organisation
should have risk registers which contains information about risks, which can affect the organisa-
tion’s assets or information. Risk management process can be based on ISO 27005 risk manage-
ment process and most common tools to handle risks are using risk register. Risk registers should

include risk identification, probability and likelihood of the risk, risk level, impact of the risk on the
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asset, recommended risk treatment or controls to reduce the level of the risk and the owner of
the risk, as well responsible person for accepting the residue risk. Example of the risk register is
shown in Figure 10 and descriptions explained in Figure 11. The risk register must have a continu-
ous management, which must be checked for minimum at least half a year, so that residual risks

are assessed with the risk owner (Sedini¢ & Perusi¢, 2015; Zhang & He, 2021).

o | Priority

Rizk Description ‘

Risk Current Ass
Category Exposura

Linmlihood
fating

Figure 10 Example of risk register (Quinn et al., 2023, p. 26).

Register Element

Description

1D (Risk Identifier)

A sequential numenc identifier for referming to a risk in the nsk register.

Priority

A relative indicator of the criticality of the risk expressed in ordinal value (e.g., 1. 2, 3)
or in reference to a given scale (e.g., high, moderate, low).

Risk Description

A brief explanation of the risk scenario (potentially) impacting the organization and
enterprise. Risk descriptions are often written in a cause-and-effect format, such as “if X
occurs, then Y happens.”

Risk Category

An organizing construct that enables multiple risk register entries to be consolidated.
Consistent risk categorization is helpful for comparing risk registers during the risk
aggregation step of ERM.

Current Assessment —
Likelihood

An estimation of the probability that this scenario will occur before any risk response.
On the first iteration of the risk cycle, this may also be considered the initial assessment.

Current Assessment —
Impact

Analysis of the potential benefits or consequences that might result from this scenario if
no additional response is provided. On the first iteration of the nisk cycle, this may also
be considered the initial assessment.

Current Assessment —
Exposure Rating

A calculation of the probability of risk exposure based on the likelihood estimate and the
determined benefits or consequences of the risk. Throughout this report, the combination
of impact and likelihood is referred to as exposure. Other common frameworks use
different terms for this combination, such as level of risk (e.g., 1SO 31000). On the first
iteration of the nisk cycle, this may also be considered the initial assessment.

Risk Response Type

The risk response (sometimes referred to as the risk freatment) for handling the identified
risk.

Risk Response Cost

The estimated cost of applying the nisk response.

Risk Response A brief description of the risk response. For example, “Implement software management

Description application XYZ to ensure that software platforms and applications are inventoried,” or
“Develop and implement a process to ensure the timely receipt of threat intelligence
from [name of specific information sharing forums and sources].”

Risk Owner The designated party responsible and accountable for ensuring that the risk is maintained
in accordance with enterprise requirements. The nisk owner may work with a designated
risk manager who 1s responsible for managing and monitoring the selected risk response.

Status A field for tracking the current condition of the risk and any next activities.

Figure 11 Desription for the fields on the risk register example (Quinn et al., 2023. pp. 26-27).
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At least key threats must be identified for the organisations’ critical assets or information. Data for

the threats should be collected from the organisation’s PESTLE analysis, a variety of threat data-

bases, or threat reports, in example ASSA ABLOY’s report on protecting your data against physical

threats (ASSA ABLQOY, 2024). Threats can be accidental, deliberate, or environmental. Based on the

survey conducted by Finnish Digital and Population Data Services Agency’s on autumn 2021 (DVV,

2021), one of the highest risk claims was seen as deliberate cyber security attacks on the public

authorities’ services as show in Figure 12. (DVV, 2021; Zhang & He, 2021).

Risk claim
number

2

3

25

13

35

23
24
31

29

_ m e

Deliberate and serious security attacks on public authorities and services.
Critical physical infrastructure and cyber networks are subject to serious misuse, hacking,
sabotage or security attacks.

Failure to manage the complexity of the IT department's cross-industry processes, ICT suppliers,
subcontractors and production environments, resulting in disruption and service outages.

The security of information assets i5-5ignificantly compromised, mainly due to urgency and lack
of resources.

The excessi ,» lack of timeliness, inaccuracy, rapidity of change or other characteristics of the
quality of the regulations, rules and guidance impose disproportionate obligations.

The risks of cloud services are not sufficiently understood, resulting in a lack of clarity on how to
manage them - either through contracts or other means - and a lack of situational awareness.

Not enough financial resources have been allocated to digital security.
Not enough digital security expertise is available.

After a disruption, data cannot be made available again, meaning that data, intellectual
property rights or software are lost.

Digital security is not understood, valued or taken into account in operational planning.

Figure 12 Top 10 risk claims, all responds (DVV, 2021).
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The identified risks affecting vulnerabilities must be evaluated in the risk register, what is the level

of the likelihood and impact of the risk. In qualitative risk assessment the risk criteria levels can be

described with words and numeral ratings, and they can have colour descriptions. In example like-

lihood and impact (consequence) of the risk will have a described levels with words as shown in

Figure 13. Levels in the qualitive risk assessment should be described as efficient as possible, so

they will be uniform and everyone doing the risk assessment will understand the levels. In qualita-

tive risk assessment method, the risk likelihood and impact levels can be based on the organisa-

tion’s own needs. (ISO/IEC 27005, 2022; Patifio et al., 2018).
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] . Consequence
Likelihood
Catastrophic Critical Serious Significant Minor

Almost certain Very high Very high High High Medium
Very likely Very high High High Medinum Low
Likely High High Medium Low Low
Rather unlikely Medium Medium Low Low Very low
Unlikely Low Low Low Very low Very low

Figure 13 Qualititative risk matrix levels described (ISO/IEC 27005, 2022, p. 113).

Organisation should describe risk criterion levels of the impact and likelihood of the risk, which can
be employed on the risk register. Risk likelihood and impact levels can be based on the infor-
mation confidentiality, integrity and operational availability of the information or the asset, or the
value of the asset and on the related threats to the assets. (Kusprasapta & Putra, 2021; Alwi & Ar-
iffin, 2018).

The risk impact criterion level should describe what kind level of damage the risk would have on
the information or to the asset. Likelihood criterion level should describe how frequently the risk
can happen. Risk likelihood and impact criterion level descriptions can described as shown in
ISO27005 risk management examples Figures 14 and 15. Risk level should be graded and described
based on the likelihood and impact level of the risk and based as shown in risk matrix example Fig-

ure 13. (Kusprasapta & Putra, 2021).

Identified and graded risks must have a risk treatment method, and based on that the organisation
can choose proper security controls to mitigate the risk level or describe on how to maintain it and
accept the risk level. Maintaining or changing controls to the risk is part of the risk management
process. Organisation should have risk acceptance criterion for the risks, and it should describe
when the risk is acceptable or not. The risk acceptance criterion level can be related to the organi-
sation’s goals or policies. In example very high and high risks must all the time be mitigated, me-
dium risks can be mitigated, and low and very low risks can be accepted. Risk should have an
owner who accepts the risk level or the chosen mitigations for the risk. (Anang et al., 2021;

Kusprasapta & Putra, 2021).
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Consequences Description

Sector or regulatory consequences beyond the organization
Substantially impacted sector ecosystem(s), with consequences that can be long lasting.

5 - Catastrophic And/or: difficulty for the State, and even an incapacity, to ensure a regulatory function or one
of its missions of vital importance.

And for: critical consequences on the safety of persons and property (health crisis, major
environmental pollution, destruction of essential infrastructures, etc.).

Disastrous consequences for the organization

Incapacity for the organization to ensure all or a portion of its activity, with possible serious
4 - Critical consequences on the safety of persons and property. The organization will most likely not
overcome the situation (its survival is threatened), the activity sectors or state sectorsin
which it operates will likely be affected slightly, without any long-lasting consequences.

Substantial consequences for the organization

3 _ Serious High degradation in the performance of the activity, with possible significant consequences on
the safety of persons and property. The organization will overcome the situation with serious
difficulties (operation in a highly degraded mode), without any sector or state impact.

Significant but limited consequences for the organization

2 - Significant Degradation in the performance of the activity with no consequences on the safety of
persons and property. The organization will overcome the situation despite a few difficulties
(operation in degraded mode).

Negligible consequences for the organization

1 - Minor No consequences on operations or the performance of the activity or on the safety of persons
and property. The organization will overcome the situation without too much difficulty
(margins will be consumed).

Figure 14 Example of describing impact levels (ISO/IEC 27005, 2022, p. 111).

Likelihood Description

The risk source will most certainly reach its objective by using one of the considered
5 - Almost certain methods of attack.

The likelihood of the risk scenario is very high.

The risk source will probably reach its objective by using one of the considered methods
4 - Very likely of attack.
The likelihood of the risk scenario is high.

The risk source is able to reach its objective by using one of the considered methods of
3 - Likely attack.
The likelihood of the risk scenario is significant.

The risk source has relatively little chance of reaching its objective by using one of the
2 - Rather unlikely considered methods of attack.

The likelihood of the risk scenario is low.

The risk source has very little chance of reaching its objective by using one of the
1 - Unlikely considered methods of attack.

The likelihood of the risk scenario is very low.

"o

Verbal labels such as “low”, “medium” and “high” can be attached to the rankings when using either
approach to likelihood assessment. These can be useful when discussing levels of likelihood with interested
parties who are not risk specialists. However, they are subjective and therefore unavoidably ambiguous.
Consequently, they should not be used as primary descriptors when performing or reporting assessments.

Figure 15 Example of describing likelihood levels (ISO/IEC 27005, 2022, p. 112).

2.7 Risk Management Process

One of the risk management principles is to understand the risk, apply mitigations to reduce it,
and understand the risk tolerance in the organisation. Another essential risk management princi-

ple is to govern ownership of the risks. Risk management processes frequently use the Plan-Do-
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Check-Act cycle, such as Deming’s cycle, which can be used as a systematic process for continual
improvement. The purpose of risk assessment and management is not all the time to achieve an
operative environment with zero risks, but to bring those risks to the level of the organisation’s

risk acceptance. (Savolainen, 2023; Tsochev & Stankov, 2020)

Those risks are called residual risks, and the organisation needs to have methods to control those
risks with proper security policies and measures. Residual risks affecting the assets which are not
in level of the organisations’ risk acceptance, should be included in the organisation’s business
continuity plan and in example a business impact analysis should be conducted. Continuity is vital
for all organisations, and thus, with a proper risk management, the organisation can create a safer

operative environment. (Savolainen, 2023; Tsochev & Stankov, 2020; Al-Essa & Al-Sharidah, 2018)

Organisations encounter new and complex security issues, which are frequently met with a proper
risk management. Organisations should have a process to measure information security controls
and have a continual improvement process. Integrating risk management processes for the organi-
sation’s security practices is not typically straightforward. Risk management should typically have
enough information to form correct decisions, so having a framework to manage risks and using
threat databases and reports to assess the risks is essential. Another challenge the risk manage-
ment will face is that not all users have the proper knowledge to understand the threats affecting
the organisation. Therefore, an organisation’s risk management should be based on a specific
framework and have enough information about the threats. (Boodai et al., 2022; Tsochev &

Stankov, 2020; Sun et al., 2020).

2.8 Continual Improvement Process

The ISO 27001 and ISO 27005 standards offer a risk management process for organisations to use.
One method for continual improvement in risk management is to use the PDCA (Plan-Do-Check-
Act) four-step cycle, which is based on Deming’s cycle, as mentioned prior. The PDCA cycle is fre-
guently employed to improve processes with a continual approach, and it can be employed with
almost any management or operative process. Edward Deming popularized the PDCA cycle in the
1950s. With the PDCA cycle, the organisation can ask itself is the process working, or does it need

adjustment in the next cycle, and how to improve it, or if it should be replanned entirely. PDCA
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creates a continual improvement cycle, which goes around and around, and the purpose is to im-
prove the process with each cycle. (Stefanova-Stoyanova & Danov, 2022; Pietrzak & Paliszkiewicz,

2015)

The Plan-Do-Check-Act cycle can be implemented using the ISO 27001 standard, which requires
continual improvement of information management systems, including risk management and as-
sessment. It includes planning, operation, performance evaluation, and improvement phases, and
those can be linked to the PDCA cycle, as shown in Figure 16 (ISO/IEC 27001, 2022, Chapter 10. Im-

provement; Velasco et al., 2018)

Plan

e Planning

Act Do

e Continuous e Operations
Improvement

Check

e Performance

evaluation

Figure 16 PDCA cycle ISO 27001:2013 (Velasco et al., 2018).

Throughout the planning phase (plan cycle), the organisation can plan and define the administra-
tive area or secured area boundaries, specify what level of national classified information is han-
dled and stored in the area, who is the owner of the area and select specific physical security con-
trols based on the framework employed. (NSA, 2020, pp. 24-32; Carvalho & Marques, 2019;
Velasco et al., 2018)



36

The planning phase in addition defines the risk assessment approach and what kind of risks affect
the assets, processes, and information the organisation has evaluated as significant. Organisations
can determine the risk level with likelihood and impact, as mentioned in the risk assessment sec-

tion. The operation phase (do cycle) is to define the risk management, risk treatment plan and im-
plement necessary controls and procedures to mitigate the risks. (Carvalho & Marques, 2019; Ve-

lasco et al., 2018)

The performance evaluation phase (Check cycle) evaluates and monitors the security controls and
procedures employed to mitigate risks and monitor errors and security incidents. The evaluation
phase should in addition include a review of the risks based on the changes in the threats, the or-
ganisation’s goals, and processes. The improvement phase (Act cycle) is to implement new secu-
rity controls and procedures to mitigate the risk according to the evaluation results, or deploy
business continual plan with business impact analysis, where performance evaluation did not give
acceptable results. (ISO/IEC 27005, 2022, Chapter 10.8. Continual improvement; Carvalho &
Marques, 2019; Velasco et al., 2018)

The PDCA cycles are part of the continual improvement process, and the organisation should have
a plan on how frequently the continual improvement process is conducted and what are the crite-
rion to start the cycle. The key criteria are materialisation of the risks and regulations or assets’
values are differentiating, in addition operative environment can change on how and where to
store and handle national classified information, so these factors are a beneficial reason for the
organisation to have a continual improvement with the PDCA cycle (ISO/IEC 27005, 2022, Chapter
10.8. Continual improvement; NSA, 2020, p. 11).

3 Implementation of the Tool

The first version of the deployment and management tool for security areas is built using Excel
2021, considering that users in the organisation can modify the tool's functions, security measure
requirements, risk rating levels, risk criterion and PDCA cycle tasks as needed. An organisation can
have own risk criterion and security requirements for defining security zones, so the tool was im-
plemented with this in mind so that it could be modified for the organisation needs. An example of

a tool use case is shown in Appendix 1.
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3.1 Katakri 2020 Physical Requirements and Risk Management Processes

This tool version includes the brief Katakri 2020 physical security requirements for administrative
and secured areas. Risk assessment and management processes are based on scientific articles
and the ISO 270001 standard, which were retrieved for the theory background. Risk likelihood and
impact levels are based on the ISO 27005 standard, and by default, there are three levels of risk
rating scale: low, moderate, and high. The risk rating scale can be changed according to the organi-

sation's needs.

Helsinki City uses the Finnish version of Office; therefore, the Excel formulas used in these Excel
sheets are made with the Finnish version of Excel 2021. To get the Excel functions to work
properly, the users must change the Excel interface language to Finnish or use an Excel functions

translator. The Excel formulas used in the tool need Excel 2021 or a newer version.

3.2 Functions of the Tool

The default functions of the tool are separated into different numbered Excel worksheet tabs. The
tool consists of seven function worksheets and one data worksheet, as shown in Figure 17, where
most editable values are located, excluding the risk criterion descriptions placed on the risk crite-
rion worksheet tab. Users can add functions to the tool according to organisation's needs, for ex-
ample, a business impact analysis function for risks that could not be mitigated to the risk ac-
cepted level. By default, the data worksheet tab is hidden, in case that the organisation does not

want that the end users alter the security measure requirements, list choices or risk rating levels.

The default worksheets are following:

- Data_Sheet

- Introduction

- Background

- Security measures

- Risk assessment

- Risk criterion

- Risk Management

- Continual improvement.
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_Data_Sheet 1. Introduction 2. Background 3. Security measures 4. Risk assessment 5. Risk criterion 6. Risk management 7. Continual i ...

Figure 17 Worksheet tabs.

As the tool is implemented in Excel, some functions require users to perform manual actions, such
as managing and mitigating new risks. The versioning of the security areas can be managed with
different copies of Excel spreadsheets. It is advisable to create a new version of the Excel spread-
sheet when the security measures in the area change, either being fulfilled with risk mitigation or
new demands arise for the requirements. Because of this, the risks must be reassessed again. The

automatic functions only work up to a certain point when filling out the risk assessment table.

3.2.1 Datatab

The data tab contains essentially all the editable data used in the tool's functions. Users in the or-
ganisation can edit the data as required; however, to keep the tool's usability consistent within the
organisation, only named users should make changes to the values. The editable information in-
cludes the following items: security level, security measure selection, security policy requirements,

risk impact, and probability levels, and several list options.

Default security measure values use Katakri 2020’s physical security requirements and 1SO 27002
security requirements, as shown in Figure 18. The requirements are described at the general level,
so users should have a general knowledge of the Katakri’s physical security requirements and
ISO27002 standard when using the default requirements. However, the description of the security
requirements also includes references to more specific requirements. The Helsinki City rescue ser-

vices have their requirements for security measures, which will be used with the tool.
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SECURITY MEASURE REQUIREMENTS

AREA NO. SECURITY MEASURE DESCRIPTION
Area must have documented and defined boundary
and responsible person.There are no requirements for
structures or structural integrity.

- Area should have no open holes, all walls and
structures should be one solid structure.

- Doors of the area must all the time be locked.

- If possible, emergency exits should not go throught
the area.

ADMINISTRATIVE AREA (TL IV) 1 Boundary of the area and structures {More informamation: Katakri F-05.1 / 15027002
Only approved personnel may have independent
access to area. Access can be controlled mechanically
or electrically. Access rights and key management
must have defined policies and roles.

- Responsible person must be defined for maganing
the access rights and keys.

- Access rights and keys must have documenation.

- Management of the keys and access rights must have
a continual process.

- All access rights events must be logged.

- Backup keys must be stored safely, such as in access-
controlled key cabinets.

ADMINISTRATIVE AREA (TL IV) 2 Access management of the area (More information: Katakri F-05.2 / 15027002)

Figure 18 Modifiable security measure requirements in the data sheet tab.

3.2.2 Introduction tab

The introductory tab includes the version, introductions, and process diagrams on using the tool,
which explains the tool's purpose and functionalities, as shown in Figure 19. Guidelines may be

adapted as necessary to meet the organisation's needs.

The user should start from the background information tab and continue to fill in the tool proce-
durally as shown in the tool’s flowchart, as shown in Figure 19. Deployment and management of
the security areas should always be conducted by filling out and reviewing the worksheet tabs in a

specific order, as explained in the introduction worksheet tab.
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PROCESS DIAGRAMS FOR THE TOOL
SECURITY AREAS DEPLOYMENT AND MANAGEMENT TOOL
Version 1.00/10-01-2024 FLOWCHART FOR USING THETOOL AND OF THE SECURITY D RISK CRITERION
Author: Tomi Makkenen (tomi. makkenen@hel fi}

PURPOSE OF THETOOL

The purpose of this tool isto deploy and manage the security areas of organisations in accordance with the physical security requirements of Katakri 2020 and IS0 27002
stzncard. First version of the tool was developed 25 = part of the Jamk Univarsity of Applied Sciences thesis. To use the toc, Excel 2021 or newer s required in crder for
31l Excel farmulas to work correctly

not included in this tool. This tool is not

n only be used to deploy 2nd manag: hnically s
ur, iting toal

201218 en pdf/705d2beE Ef1b 800d 52e1.1ei37d5e06237t=1625140100978
ke tali=21 I

Deployment and managemant of tha security area should be slways conducted by filling and reviewing thess 5 steps in order:

1 2 =3 a 5. Continual

Hote: i i detailed i . The

DESCRIPTION AND FUNCTIONS OF THE TABS

BACKGROUND TAB

3, ares boundsrias, the owner of the ares, snd the per.
Id always be reflected inthe change histary and also i

SECURITY MEASURES TAB

Required physical security measures to the security area accarding tothe level of the area (administrative or secured area]. Default physical security requirements are
based on Katakri 2020 and IS0 27002 standard. Grganisation can change these requi their needs. Risk-based multilayered protection should

RISK ASSESSMENT TAB

Th i hould designate a personforr and risk ownership. For example, the risk approver could be the safety manager or other
decision maker, and therisk owner could be the area owner/responsible person or security expert.

The toal has = three-lavel for risks thres mitigate, risk accapt, or parform BIA. The organisation can madify nd add
RISK CRITERION TAB
Levels ofq freria r ility). The ion levels are based on 130 27005

An orzanisation can implement its own risk criteria and modify the default values. It should also conduct a threat analysis to assessthe likelihood of the risk at the most
practical leval.

Figure 19 Introduction to the tool and flowchart to guide user.

3.2.3 Background tab

The background tab contains the administrative details of the security area, defining the bounda-
ries of the security area and the owner of the area and selecting corresponding level of the secu-
rity area. Other important information includes the persons or groups of persons who have access
to the security perimeter and the history of changes to the perimeter. In principle, the site owner
is responsible for the planning, management and continuous improvement of the security area,

but should also be jointly managed on operational level.

Security area can be defined with this tool per floor of the building, per room or per individual
room. It is up to the organisation to decide at which level it wants to describe the security areas
with this tool. In principle, the tool works best when describing individual spaces or rooms bound-

aries, as shown in the Figure 20.
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Figure 20 An example of floor plans which is defined as an administrative area.
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When planning and deploying a security area, consideration should be given to the level of na-

tional classified information that will be handled and stored there, and whether the area has an

important assets like server or active network devices for the organisation. In the example, organi-

sation decides that the area is an administrative area, so the level of security area is selected as an

administrative area, as shown in the Figure 21.

LEVEL OF THE SECURITY AREA

ADMINISTRATIVE AREA (TL IV)

NAME OF THE AREA

MEETING ROOM (TL IV)

BRIEF DESCRIPTION OF THE AREA

Meeting room 1

AREA OWNER / RESPONSIBLE PERSON

Teppo Testaaja

ACCESS RIGHTS TO THE AREA(PERSONNEL GROUPS)

EMPLOYEES

CLEANERS

UTILITY AND MAINTENANCE

r  ome

1 mao
LT "
l,x—lv

—~bl

Figure 21 An example of the background information of the area.
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3.2.4 Security Measures tab

Based on the selection of the level of area the security measure requirements are fetch to this tab
from the data sheet. The user selects at each security measure requirements whether the safety
requirement is okay or not okay. In this version, all requirements are mandatory, so any insuffi-

cient safety requirements are taken to the risk assessment tab.

NUMBER | SECURITY MEASURE ! MECHANISM DESCRIPTION OF THE SECURITY MEASURE REQUIREMENTS SELECTION [Dkay or Not g RISK ASSESSMENT | CLARIFICATION { JUSTIFICATION
1 Boundary of the sres and stuctures Frea must have documented and defined boundary and responsible person, There are
no requirements for structures or structural integrity,

- Area should have no apen holes. allwalls and stiuatures should be one solid struature. T3 ) T
- Doors of the area must sl the time be lacked.
~IF possible, emergency exits should not go throught the area.

(Mere infrrmamation: Katalri F-08 1SOE P00

H ‘Access management of the area Only approved persannel may have independent aceess 1o ara. Asoess oan be
controlled mecharically or slectically. Aocess rights and key management must have
defined pelicies and ioles,

- Responsible person must be defined for maganing the access rights and keys.
- Access rights and keys must have documenation, oK NO NEED
- Management of the keys and acoess ights must have a continual process.

- All access rights events must be logged.

- Backup keys must be stored safely, such as in access-controlled key cabinets.

[Mare infarmation: Katskri F-05 2 {1S027002)
3 Yisitors and suppliers’ management Wisitors must be alw ays accompanied by the host who are approved by the organization Mo decumentation on how to handle
o work independently inthe area, wisitors and 3rd party supplisrs

= Visitors must be identified by holding visitor I0 and escaorted in the admistrative area by af
hnst.whu has lm:!aparvdsrvl access rights to the area. NOK OBLIGATORY
- Third-pany maintance 25 well cleaners, should only have sccess to necessary areas.

- Supplier access rights can only be approved by the area’s owner and acoess
management repsonsibility person,

[More inform ation: Kataki F-05.3{1S027002]
4 Soundproohing of the ares Sound proofing of the srea must be good snough to be prevent classified information
cerwersations for falling in wrong hands. Fisk based spprosch is recommended.

- Basic risk assessment can be done by listening outside the room ta determine how the
corwersations can be heard outside the area.
= Atminium doors and window s must closed when discussions are being held.

0K NO NEED

[More information: Kataki F-05.4115027002)

Figure 22 Filling out security measure requirements for the administrative area.

Specific Excel-formula is in place to retrieve the security measure requirements from the data
sheet. The formula is using IF, CHOOSECOLS and FILTER functions, however in this version the

functions are in Finnish, as show in Figure 23.

=J05('2. Background'!Bo="NOT SELECTED","",VALITSESARAKKEET(SUODATA(SM_Data;5SM_Filter="2. Background'!B3);2;3:4))

Figure 23 Excel-formula to fetch security measure requirements based on the selection.

3.2.5 Risk Assessment tab

Risk assessment vulnerabilities columns are filled automatically when the security measure re-
guirements are not sufficient. The Excel-formula used to fetch the insufficient security measure

requirements is using FILTER-function, as shown in Figure 24.



43

=SUCDATA('3. Security measures'!C6:C148" is not sufficient or defined.","3. Security measures'|F&:F14="0BLIGATORY";"")

Figure 24 Excel-formula to fetch unsufficient security measures.

Based on the theory background, the organisation must evaluate risks which may affect the vul-
nerability. Organisation should identify key risks affecting the vulnerabilities from their own threat
analysis or by using different threat databases or reports. Vulnerabilities may have several risks, so
the user must manually copy & paste a new row. Ther risk assessment table is based on this the-

sis’s theory background and the columns are following, as shown in the Figure 25.

- ID (ID of the risk)

- Vulnerability (Security measure which is insufficient or not okay)

- Risk impact (Description of the possible consequences)

- Previous risk level (Risk level whether assessed previously)

- Impact level (Impact level of the risk)

- Likelihood level (Likelihood level of the risk)

- Risk level (Risk level is impact times likelihood)

- Current mitigation measures (Current mitigation measures in place to justify risk level or need for
mitigation)

- Risk treatment (Accept, mitigate or conduct a business impact analysis)

- Justification (Justification for the risk level)

- Risk owner (Risk owner is the person who takes ownership of the risk and continues with mitiga-
tion).

- Approver (Approver is the person who approves the risk)

RISK OWNER
1o# |VULNERABILITY RISKIMPACT PREVIOUS RISKLEVEL |, o s qisk Lever | CURRENT MITIGATION MEASURES RISK TREATMENT |JUSTIFICATION |responsinteor e | "PPROVER (approver for the
(of the security area) (description of possible consequences) (if assessed previously) (already in place) (choose action) (for the risk level) risk) risk}

|SECURITY MANAGER ERKKI
MAKINEN

2- Moderate 2- Passible ) MITIGATE MATTI MEIKALAINEN

Suppliers may steal
isnot |organisation assets,

ty measures is
determined to be at satisfying .
NS | e wenicnen | SECURTTY MANAGER ERKKI

RISKACCEPTED. |-, ity level for this riskc MAKINEN

2- Moderate 1- Unlikely 2

Figure 25 Example risks for the vulnerabilities.

Risk assessment tab also provides further guidance to users. There are no automation features for
adding new risks affecting vulnerabilities, therefore user must copy & paste selected vulnerabili-
ties as a new row under the already defined rows. By default, the risk treatment selection offers
three actions for the risks which are acceptance of the risk, mitigation or conducting a business im-

pact analysis for risks which cannot be mitigated to accepted level.
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The tab also contains a risk acceptance level definition for organisations, as show in Figure 26. A
figure can be placed to indicate when a risk requires separate action, such as a business impact
analysis. Risk acceptance level definition has no functions, but it's meant to be used an indication

when to act on risks with planned actions.

ORGAMISATION LOWEST RISK ACCEPTANCE LEVEL:
(for information - for measures to be taken)

Figure 26 Example of organisation risk acceptance level.

3.2.6 Risk Criteron tab

The tool has a separate risk criteria tab where users can describe the impact and likelihood of a
risk and the risk level scale. The tool includes a simplified three-level evaluation for risks using a
risk criterion based on the 1SO27001 standard. The qualitative values are explained with qualita-
tive numbers and text, as shown in Figure 27. The organisation can change the descriptions of the
risk criteria to meet their needs. The changes should also be reflected in the data sheet tab. Thus,

the values are available for risk assessment.

RISK IMPACT VALUES (BASED ON 15027005 EXAMPLE)

Risk value Impact Description of the consequence

Sectoral or legislative impacts that also affect outside the
organisation

Significant impacts on the ecosystem of the sector, which may

o Significant have co_nse_quences in terms of Iong—las‘l_:ing_. Arjd,-_’or: potentiall\ﬁ
even crippling effects on the state, making it difficult to regulation

or one of its vital functions. And/or: critical consequences for the

security of persons and property (health crisis, significant

environmental pollution, damage to essential infrastructure,

etc.)destruction of essential infrastructure, etc.).

There are moderate consequences for the organisation.

A moderate deterioration in the performance of the function,

2 Moderate which may have moderate consequences the safety of persons and
property. The organisation will survive the situation, even though
it challenging (operating in a moderately degraded state), butits
business areas or the states of operation will not be affected.

Minor consequences for the organisation.

1 Minor Mo consequences for the operation or performance of activities or
for people and property the safety of property and assets. The
organisation can cope with the situation without difficulty.

Figure 27 Risk impact values.
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3.2.7 Risk Management tab

The risk management tab handles all risks that need mitigation, as selected in the risk assessment
tab. Risks are automatically retrieved for the mitigation table from the risk assessment with the
Excel formula, which has the following columns: ID, vulnerability, risk impact, risk level, and risk
owner, as shown in Figure 28. The Excel formula uses a combination of CHOOSECOLS and FILTER

functions.

=VALITSESARAKKEET(SUODATA('4. Risk assessment'|B9:L16;'4. Risk assessment'!]9:J16="MITIGATE";"");1;2:3;7:11)

Figure 28 Excel-formula to fetch risks which need mitigation.

Mitigation table for risks includes automatically fetched values as stated above, but the rest of the

columns must be filled manually which includes following:

- chosen risk management measures (mitigation plans)

- need of additional resources (yes or no)

- target Schedule (date)

- status on implementation (selection: not yet started, in-progress, completed)
- progress report

- responsible person (by default responsible person is the area owner)

- comments.

The risk owner with the responsible person should describe in as much detail as possible the feasi-
ble risk management methods that will be used to mitigate the risk. The owner should also decide
whether additional resources are needed for the measures and write a note in the comments. A
target timetable for the implementation of the risk management measures must be defined and
the progress must be monitored and reported. An example of filled mitigation table is shown in

Figure 29.

Monitoring and reporting of the implementation of the risk management measures is explained in
more details in the section “3.2.8 Continual improvement worksheet tab” as it is part of the con-

tinual improvement cycle.
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NEED OF
CHOSEN RISK MANAGEMENT MEASURES ADOMIONAL | TARGET SCHEDULE
(mitigation plan) RESOURCES.  date
(Yes / No)

PROGRESS REPORT
copy mitigated risks 1 the risk assessment for | RESPONSIBLE PERSON comMENTS

s (vuERABLITY RisK IMPACT RIS LEVEL FISK OWHER
reassessment)

isitoes and suppfiers' management Is |VIitors or SUPRIIers may gain access (see
1 hear) to the o

ot suffcient or efined. assified information 4| meiaNeN

no 5112202 IPROGRESS Pianning of the documenstions has started Teppo Testasjs

Figure 29 An example of the mitigation table.

Mitigated risks must be manually copied to the risk assessment tab as a new row below the as-
sessed risks. The owner must assess the risk again, including the previous risk level in the row, as
shown in Figure 30. In this use case, the same ID is used for the mitigated risk as for the original ID
of the vulnerability, with an added (M) behind the ID to clarify the management of the risks. It is
up to the organisation to decide on the labelling policy and how to identify mitigated risks that are

consistent with the original risk.

Guidance for visitors and suppliers
h

iave been established

eter
1 1- Minor 1- Unlikely 1 RISK ACCEPTED I

MAKINEN

|Visitors and suppliers’ management is not
sufficient or defined.

ing
1) ® | MaTT MENKALAINEN

Figure 30 An example of mitigated risk brought to risk assessment tab.

The risk owner and owner of the area should create a new version of the Excel spreadsheet when-
ever the risk management measures meet the security measures requirements for the security
area and reassess the security measures again within the new version of the spreadsheet. From a
version control point of view, this procedure is the best option for this Excel tool so that automatic
functions do not break. In practice, this means that the user copies all the background information
of the security area to the new empty version of the tool and reassesses the security requirements

for the security area.

3.2.8 Continual Improvement tab

The process of continual improvement of the security area requires the most work from the area's

owner. The continual improvement tab includes a simplified PDCA cycle to manage this process.
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The tool provides a default list of tasks for the owner to go through the PDCA cycle, and with these

tasks, the user can plan, do, check, and act on the changes.

By default, the parameters of the PDCA cycle are that the area owner is responsible for conducting
the PDCA cycle of the security area, as shown in Figure 31. Six months (180 days) is the default
span for carrying out the cycle, and the owner must increase the cycle number when the cycle is
done. Organisations should decide their own cycle of checks for carrying out the PDCA cycle ac-

cording to their demands.

CYCLE OF CHECK {IM DAYS) 180
MEXT CHECK DATE 13.4.2025
CYCLE NUMBER 1
LAST CHECK DOME (DATE) 15.10.2024
RESPOMSIBLE PERSON Teppo Testaaja

Figure 31 An example of PDCA cycle parameters

The PDCA task list, by default, contains simplified tasks for the area owner to go through. The first
time a security zone is planned and deployed, there will be more to complete in the task list be-
cause all the tasks must be updated. The task is described at the header level, and for each task,
the status is selected from the list menu, the date is updated, and any necessary change com-

ments are added to the task. The list menu of the status includes choices which are:

- Completed

- Completed — Changes
- Requires action

- Monitored

- Incompleted.

The principle behind the status is to inform in case there have been any changes or problems fill-
ing the task, and it can be commented on, as shown in Figure 32. In the example figure, the plan-
ning, do, check, and act has been done in one run. The change date must always be updated to the

tasks when the area owner is going through the tasks.
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TASK bl STATUS hal STATUS UPDATED [l COMMENTS -
The requirements for organisational security measures are approved and in place COMPLETED 15.10.2024 No changes in requirements

‘Organisational risk criteria are accepted and in place COMPLETED 15.10.2024 No changes in risk criteria

The security area designed and implemented COMPLETED 15.10.2024 Security area designed and implemented

DO - REVIEWING CHANGES IN THE AREA AND CARRYING OUT RISK ASSESSMENT AND MANAGEMENT
TASK il STATUS

il STATUS UPDATED il COMMENTS -

Review of the area boundaries COMPLETED 15.10.2024 Boundaries of the area described

Checking the owner of the area COMPLETED 15.10.2024 Responsible persene reviewed

Checking access rights. COMPLETED 15.10.2024 Access rights reviewed

Updating the change history of background data COMPLETED 15.10.2024 Change history checked and updated

Checking security measures 15.10.2024 Shortcomings in security measures.

Carrying out or updating & risk assessment 15.10.2024 Risks identified

Carrying out or updating a risk management 15.10.2024 Risk (ID 1) mitigation underway

Treatment of residual risks (unaccepted - carried out by BIA) COMPLETED 15.10.2024 There are no unacceptable residual risks currently

CHECK - MONITORING OF MITIGATION MEASURES

- - - -
Monitoring and reporting progress on risk mitigation MONITORED 15.10.2024 Mitigation started

Monitoring and reporting on progress in implementing risk management measures MONITORED 15.10.2024 Progress on risk management reported on the risk management tab.
ACT - IMPLEMENTATION AND EVALUATION OF MEASURES

- - - -
Taking measures to improve safety MONITORED 15.10.2024 Risk (ID 1) mitigation initiated

Assessing and improving risk management measures INCOMPLETED 15.10.2024 Reassess the risk once it has been mitigated

Figure 32 An example of completed PDCA task list for new security area

The correct order to go through the PDCA tasks is to start from the planning phase and finish on

the act phase, as shown in Figure 33. Planning tasks are always completed the first time when

planning and deploying the security area and going through all the steps in the tool. For example,

next time, there should be only changes to them when there is a significant change to the security

area, or there are changes or new requirements for the security requirements, or the organisation

changes the risk criterion. Also, it should be considered that new risks must be assessed and have

a mitigation plan as appropriate.
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Figure 33 PDCA cycle
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Do, Check, and Act tasks should be executed regularly before the deadline to ensure that changes
to the security area are frequently reviewed and that the implementation of the mitigation for the
risks is monitored and reported. Implemented mitigation measures should be evaluated, and ac-

tion taken whenever they are not sufficient for the risk.

The PDCA cycle should not only be carried out before reaching the deadline. The continual im-
provement tab provides examples of when to start the PDCA cycle. For example, in realisation of
the risk, the area owner should conduct the PDCA cycle and go through the task list. This is part of
the act phase of the PDCA cycle.

4 Peer Interviews and Review of the Tool

Peer interviews were conducted with public and government security managers and security ex-
perts. Five interviews were conducted, and the interviews lasted an average of 45 minutes. The
thesis researcher provided the interviewees with the latest version of the tool for testing and eval-
uation before the interviews. The interview included 15 questions on risk assessment, risk man-
agement, and continuous improvement, and the questions can be found in Appendix 1. The re-
searcher recorded all interviews anonymously and analysed the responses afterward, resulting in a

summary of the research questions, conclusions and ideas for further development.

5 Conclusions

Based on this research and development, a tool was developed to deploy and manage security ar-
eas according to the Katakri 2020 and ISO 27002 physical security requirements. The starting point
has been to implement such a tool for Helsinki City rescue services, but also for national rescue
services. The tool allows the owner of the area or security expert of the organisation to assess how
safety requirements are being met. It also includes risk management and continuous improvement
processes based on the collected theory background, to help maintain and improve the security of
the area. The processes of the tool have been evaluated through peer interviews, which have al-

lowed the tool's functionality to be assessed and research questions to be answered.
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5.1 First Research Question

The first research question, "What is a suitable risk assessment and management method, and
how should it be implemented in the tool?" was to find out what kind of risk assessment and risk
management would work for the tool. Experts believe the tool's qualitative risk analysis is a good
starting point for risk assessment, although it is always subjective. This means that the risk may
not be assessed very accurately by just one expert or safety manager, but multiple perspectives
are required when assessing risk qualitatively. The three-level rating scale used in the tool was
considered sufficient for assessing physical security risks. Of course, there is always room for de-
bate about the added value of a broader rating scale, but it depends mainly on what is being as-
sessed. For example, in the case of information security risks, a five-level rating scale may be bet-
ter in case the risk needs to be assessed at a more detailed level. The risk rating scale and risk
criteria must, of course, be consistent with the organisation's needs, and organisations can cus-

tomise these in the tool, which was found to be a good thing.

The experts felt that risk assessment should be as simple as possible, as it has often been found
that a risk assessment that is too complex is not carried out. The risk assessment of the tool has
taken into account all relevant information for the assessment and was seen as good and simple
but still sufficiently comprehensive. The risk assessment needs to identify the risk, describe the
consequences, and assess the impact and likelihood. It was also seen as a good thing that the tool
automatically brings vulnerabilities in requirements to a risk assessment when a security require-

ment is not met.

The risk management measures were considered adequate and can be changed to the needs of
the organisation. Highlighting BIA in the tool is a good thing for risks that are unacceptable to the
organisation. ISO27001 and the NIS2 Directive require such measures from the organisations con-
cerned. BIA is a useful tool in case risk cannot be sufficiently eliminated or mitigated. However,
since risks are assessed subjectively, in some cases, BIA may be a too heavy measure for simple

risks, and the organisation may have other methods for them.

The tool's risk management was seen to be sufficient, and there was good continuity with the risk
assessment, as risks requiring action are automatically brought to the risk management. However,

the experts made suggestions for improvement, and a response person for risk management
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measures should be indicated in the risk management tab. In the tool, this is by default the owner
of the area, but the risk management table could have a separate field for this so that another re-
sponsible person could also be appointed. The suggestions for improvement have been taken into

account in the latest version of the tool.

5.2 Second Research Question

In peer interviews with experts, continuous improvement and the PDCA cycle generated the most
discussion. The second research question, “How should a continuous management process be im-
plemented within the tool?” was to find out what kind of continuous improvement process would
be good enough to be used with the tool. Experts found that the annual PDCA cycle is important
for continuous improvement and well-suited for experts. It is an ISO27001 standard measure for
continuous improvement. However, organisations may have their own methods for continuous

improvement, so the use of the PDCA cycle in the tool may be less appropriate.

The experts saw the tool’s continual improvement tasks as a good checklist for the owner of the
area to check if there have been changes in the area or how risk management measures are pro-
gressing. The tasks are sensibly broken down; for example, the person in charge of the area or ac-
cess rights may have changed, and the problem is only in one of them so that the change can be
highlighted there. Initially, the PDCA cycle contained more tasks, but based on peer interviews, the
tasks have been simplified and only leave the most essential tasks to go through. Colour coding

was also added to the tasks’ status selection to reflect better if a task triggers action.

5.3 Third Research Question

The third research question asked how useful this tool could be, “Is such a cross-functional tool,
including risk management activities, useful for organisations that needs to consider physical se-
curity requirements and risks?”. Based on the interviews, the researcher found that such a cross-
functional tool is certainly helpful for organisations, as it is good to have a single tool to classify the
security areas and assess security requirements and associated vulnerabilities. However, it should
be noted that some organisations already have their own processes and tools for assessing and
managing risks; in this case, the tool may not be suitable for such use. Such a tool will be handy for

organisations that do not yet have procedures in place or wish to improve them. For a security-



52

conscious organisation, a tool implemented with such precision is good and useful. The tool was
found to be technical and may require training, as some manual operations require the user to
have Excel skills. This, of course, depends on how well the user knows how to use Excel. Interview-
ees also raised the point that risk assessment tools are often expensive and not as comprehensive

as this tool, so such a tool developed by the organisation itself is also useful in this respect.

6 Discussions

6.1 Possibilities for Further Research and Development

In terms of further research and development, it would certainly be useful to examine how NATO
will affect the physical security of public authorities in the future, and it would also be useful to
consider what aspects of the physical security of premises should be taken into account in emer-
gency conditions. These aspects could be incorporated into this tool through further development,
and the tool could also be used to include other areas that are not administrative or secured ar-
eas. The public administration evaluation criteria Julkri (Valtiovarainministerid, 2023) can be used

to introduce such other areas.

As for the tool's functionality, a dashboard view could be developed, where area owners can see
how risk management measures are progressing. This would be beneficial when there are more
risks, and the dashboard view would show the risks at a glance. In the future, the tool could also
be integrated with other tools in the organisation if they exist for risk management. In addition, if

the organisation had risk criteria in a central database, the tool could retrieve them from there.

6.2 Ethical Values and Reliability

The researcher followed JAMK's ethical values and principles (JAMK University of Applied Sciences,
2024). The fundamental ethical principles of the research are accountability, integrity, honesty,
and respect. The researcher gathered all the information for the theory background from known
databases or governmental and public administration publications. An artificial intelligence tool
was used as an assistive tool in creating the example floor plans for the populated example of the

tool.
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The academic articles and publications used in the thesis are based on known knowledge of risk
assessment and risk management based on ISO 27001 and NIST standards. The default values and
processes used in the tool are based on academic publications and the physical security require-

ments of Katakri 2020, 1ISO 27001/27002, and NIST.

The researcher tested the usability of the tool with default values by deploying and managing a
fictitious security area, which is also used as a populated example of the tool, as shown in Appen-
dix 1. The usability of the tool was also reviewed with security experts, and views on the tool's
functionality were collected through peer interviews. The tool was also presented to the TUVE
project group of the Helsinki City rescue services and used to define the security areas of the or-

ganisation.

6.3 Researcher’s Reflections on the Thesis

The theoretical background is based on well-known safety frameworks and related scientific arti-
cles, so it was relatively straightforward to start establishing risk management functions in the tool
using the background material collected from them. During the literature review, the most valua-
ble insight was a better understanding of the significant differences between qualitative and quan-
titative risk assessment. It was also discovered that multiple experts should evaluate qualitative

risk assessment because it is subjective.

As for the research methods, the peer interviews worked well and gave the researcher valuable
feedback on the tool and answers to the research questions. In hindsight, the researcher could
have interviewed the non-specialists and gained different insights on risk management. Such feed-
back can also be valuable as it can provide new insights. The researcher only received feedback
from safety experts, whose responses were relatively consistent with the theoretical data col-
lected. Nevertheless, the researcher was satisfied with the interview results and the target group
selected. The results of the interviews provided good answers to the research questions and also

suggestions for improvements to the tool itself.
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The most important goal of this research and development was to develop a tool for the employer
to manage security areas, which succeeded well. The structure of the thesis was intended to be
coherent, beginning with an introduction of the employer, the research, and its problems, fol-
lowed by a collection of theoretical background material for the tool and a description of the tool's
functionalities. Finally, conclusions are presented, and opportunities for further research are high-

lighted.

In the researcher’s view, the thesis was successful. The most challenging part was writing the the-
sis in English, and sometimes, it wasn’t easy to find time to write because of life. In addition, im-
plementing the tool in Excel created limitations for risk management functions. Not everything can
be automated without using VBA, so the tool requires the user to have Excel skills. All in all, it can
be said that writing the thesis was an educational journey and deepened the researcher’s

knowledge of risk management.

6.4 How to Get Access to the Tool

The thesis researcher can be contacted directly by email tomi.makkonen@hel.fi in case that you

have any questions about the tool or how to get access to it. For rescue services or other national
authorities using the government security network, more specific physical security requirements

than the default requirements can be provided with the tool.
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Appendices

Appendix 1. Interview Questions

10.

11.

12.
13.

14.
15.

Is a qualitative risk assessment an adequate method for this tool, which is intended to be used by
the area owner and security experts?

Is the default three-level rating scale appropriate for the risk assessment used in the tool or can it
be implemented in another way?

Are the current fields in the risk assessment table sufficient or should more be added?

Are the current risk management measures sufficient in risk assessment or should there be more
options?

Would the default set of risk criteria that comes with the tool be sufficient to get your organisation
started with risk assessment?

The tool includes field for the level of risk acceptance by the organisation and calls for a separate
BIA process in case that the risk is not acceptable after mitigation. Is this useful to bring up in the
tool?

How could the tool's risk assessment process be further developed as a whole?

Has the risk management tab brought up all the necessary fields required for risk management?
Do you have any ideas for further development of the risk management in the tool?

Do you have any ideas on how to improve the versioning of the documents produced by the tool?
Now users must manually create a new Excel-sheet of the tool if the security measures for a site
need to be reassessed.

For continuous improvement, the tool has default tasks that should always be performed according
to the PDCA cycle. Do you think the PDCA cycle works in this kind of tool?

What is clear and what is unclear about the tasks?

As an example, the tool provides four action points where continuous improvement should be trig-
gered. What other action points could be added, for example for organisations?

How could the tool's continuous improvement be further developed?

Do you find this cross-functional tool useful for the management and deployment of security ar-

eas?
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Appendix 2. A Populated Example of the Tool
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Risk assessment tab
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Risk criterion tab
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Risk management tab
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Continual improvement tab
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