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1  Introduction 

In the digital world, cybersecurity stands for technological integrity and resilience in operations. 

While cyber-attacks getting more advanced, the digital world needs to be protected in a highly 

secure manner. This thesis focuses on how Wazuh, an open-source tool, can protect on-premises 

environments from digital attacks. 

This thesis is intended for the academic community, cybersecurity experts, and enterprises looking 

to improve the security infrastructure. The thesis goes into the operational mechanics of Wazuh, 

focusing on vulnerability detection and mitigation capabilities. The research purposely excludes 

comparisons with other cybersecurity solutions to maintain focus on features of Wazuh.  

The practical portion of this thesis will include the configuration and integration of Wazuh with 

VirusTotal and the File Integrity Monitoring (FIM) techniques. The goal is to create a fortified 

security architecture that is consistent with the CIS Benchmark for an ideal security posture. The 

end-user's need for a real-time, automated threat detection and response system will be 

addressed, thereby ensuring that the proposed solution is both robust and meets all the relevant 

industry demands. In the practical implementation section, there would be configuration and 

installation of the Wazuh-agents for monitoring and controlling on-premises infrastructure. Besides 

this, the integration of additional tools and strict inspection of the existing security standards will be 

examined to upgrade Wazuh’s effectiveness in mitigating the identified threats. 

The fundamental aim of the practical section is to create and personalize a proper security solution 

designed to match the typical needs and problems of on-premises lab environment. In fact, 

focusing on rectifying the challenges clearly points to the ways of reinforcing the cyber defence 

system and ensuring security of valuable assets from new threats. 

The research questions to drive the thesis are as follows: 

- What is the role of Wazuh in identifying and mitigating vulnerabilities in the machine?  

- What role do XDR and SIEM play in automating threat detection and response workflows 

orchestrated by Wazuh in on-premises environments? 

On this research, these questions provide a base of the theory, which facilitate a study of an 

efficacy of this product and ability to embed in the flow of other frameworks to increase the level of 

security of the on-premises lab environments. 
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2 Security Threats and Solutions for on-Premises Labs 

This chapter explores the basic frameworks and theoretical foundations required to understand the 

deployment and success of Wazuh, an open-source cybersecurity tool. The section delves into 

cybersecurity principles, architecture of Wazuh and features. The ideas and models presented 

here not only contextualize Wazuh's function in the cybersecurity ecosystem, but also express how 

theoretical structures influence the practical applications covered in following chapters. The 

chapter aims to execute the exploration to provide a general framework for the cybersecurity 

professional to comprehend the challenges and techniques in preventing the modern information 

systems. 

2.1 Cybersecurity Principles and Challenges 

According to the Jason (2014), Information security is defined as the process of safeguarding 

information from interference, tampering, theft and destruction by unauthorized individuals and 

agents. Physical and logical security are included in protecting structural as well as the 

infrastructural property and people, computer equipment, software, information, and individuals 

respectively. Information security is focused on the protection of data and information ownership 

and preventing loss in potential threats or breaches in relation to information assurance to counter 

different types of attacks. Appropriate measures of information security that are put in place and 

effectively managed help organizations to protect the information that should not be exposed to the 

public. 

The CIA triad, as described by Mpekoa, is the core component in the information security 

architecture, focusing on fundamental role in achieving security. To create a comprehensive 

cybersecurity framework that meets different security needs across various domains, this 

architecture and NIST framework are essential, as shown in the Figure 1. 

 

Confidentiality: This guarantees that data and information systems are only accessed by 

authorized users. Breach results in illegal disclosure of sensitive data (CIS, n.d.). Confidentiality in 

information security affords data protection to a degree wherein only authorized data viewers can 

access it. This aspect is important in ensuring that personal information and other secure items are 

not compromised. There is a general view of how it is possible to have the aspect of confidentiality 

harmed: either through hacking, leakage or by accident. There are many solutions that can be 

implemented to ensure business information confidentiality which are data encryption, data access 

controls and limitation of data distribution to specific personnel with the proper authorization only. 

For example, during the process of withdrawing money from a particular ATM, the system only 
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allows to the account details and making transactions of the user after entering the right PIN code 

(Jason, 2014, p.6). 

 

Integrity: Ensures that data is complete and has not been altered without authorization. The 

destruction of data involves unlawful alterations that transform the data's meaning (CIS, n.d.). 

Integrity means that data cannot be modified by unauthorized persons or by systems that are not 

specifically designed to do so. This means ensuring that no unauthorized person, device, or 

program can write, modify, or delete the data contained in a system. To reduce risks of data 

corruption, mechanisms such as checksums, hash functions and strict access controls are utilized. 

As an example, integrity is observed through privileges that don’t allow unauthorized individuals to 

modify information in a database. Data integrity is very crucial in making decisions or take some 

actions because corrupted data might lead to wrong activities (Jason, 2014, p.6). 

 

Availability: This maintains that information systems are available for usage as necessary. DDoS 

attacks frequently cause the network disruptions (CIS, n.d.). This refers to data and systems 

availability at the right time without easily preventable delays or disruptions. This aspect is very 

important in ensuring that organization runs efficiently because loss of data could have severe 

consequences. A sample of the availability threats include hardware and software failures, cyber 

threats such as denial of service (DoS) attacks, and even disasters. Availability can be achieved 

through dual processors, backup copy creation, and disaster contingency planning. Important 

services should be highly available so that users can gain access to relevant resources at any 

given time (Jason, 2014, p.7). 

 

The CIA triad, as described by Jason (2014, p.7) is one of the most basic concepts and models 

that are used to address security concerns. This work establishes that each component in the triad 

has specialized responsibilities in the general security of information systems. Confidentiality 

protection involved the restricted release of information or data to a certain people, while integrity 

means that the details or data received are accurate. Availability refers to the situation when 

systems, materials, and information are available when needed. By combining them, one gets a 

complete framework of information security where different aspects are considered to meet certain 

organization’s needs in countering risks. 

 

In the Figure 1, CIA triad and the foundational principles are explained. The triad is the central 

elements of the various areas such as storage security, Information Security, Network security and 

mobile security etc. Moreover, the triad outlines the important steps to manage the cyber security 

like identity, protect, detect, respond, and recover. Overall, this diagram depicts the visual synopsis 

of the cybersecurity principles and connects the nature of security. 
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Figure 1 CIA triad (Mpekoa, n.d.)

 

2.2 Overview of CVE 

Common Vulnerabilities and Exposures (CVE) is a massive database of shared security issues 

with software and hardware. Each listed problem is assigned a unique number to understand for 

everyone from developers of high technologies to academics and security specialists to discuss 

these problems and search for solutions. These CVE numbers and the severity level associated 

with them help businesses determine which issues should be prioritized (Balbix, n.d.). 

CVE was established in 1999 and is maintained with current information from the MITRE 

Corporation. CISA funding comes from the US government, namely the Department of Homeland 

security and the Cybersecurity & Infrastructure Security Agency. A significant advantage of the 

CVE list is that this is open to the public and completely free of charge (CVE, n.d.). 

Each issue on the CVE list is assigned an ID number by one of about 100 authorized 

organizations. There are even companies working in the technology industry, academic 

institutions, cybersecurity firms, and, of course, MITRE. The numbers follow a format: CVE 
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designation is based on the format CVE-[Year]-[Number], where the year shows when the problem 

was brought to attention, and the number is provided as a serial by the governing body. For 

example, CVE-2019-0708 is a threat to Microsoft with the name originating from a flaw in the 

scripting engine for the Remote Desktop Protocol (RDP). This issue is one of the most significant 

ones that users face, known as BlueKeep (Balbix, n.d.). 

CVE allows organizations to create a benchmark that will aid in determining the roles of the 

security tools needed by an organization and capabilities in protecting the organization. When a 

specific vulnerability has a CVE ID, organizations can aggregate a lot of information from different 

sources to prioritize the action plan. Security advisories can use CVE details to define risk patterns 

and identify specific hacks. For open-source projects, CVEs offer advantages by helping in sharing 

information, encouraging interaction and fostering trust amongst security communities. This 

practice closely follows current secure coding standards, improves vendor communication, utilizes 

current security tools, and increases the security of software (Tetrate, n.d.). 

2.3 Features and Capabilities of Wazuh 

Wazuh is an open-source security monitoring tool that detects threats, ensures compliance, and 

responds to incidents. Wazuh provides robust solutions in security and monitoring using the 

capabilities such as Security Information and Event Management and Extended Detection and 

Response (Wazuh, n.d). 

 

There are security flaws, known as vulnerabilities, that exist in computer systems. These flaws can 

be exploited by attackers to gain unauthorized access. Once exploited, attackers can install 

malware, steal data, or execute harmful actions. To prevent this, businesses need security 

measures that quickly identify vulnerabilities before attackers can use them. Detecting and 

addressing vulnerabilities promptly strengthens a network's overall security (Wazuh, n.d). 

The architecture of Wazuh includes several key components. The details of the core components 

are as follows: Wazuh can parse, analyse, and correlate log data to discover potential security 

events. This is called log analysis. Secondly, there is monitoring and reporting of changes to 

fundamental system and application files as a means of detecting potential security incidents. The 

process is called File Integrity Monitoring (FIM). Wazuh examines systems' exposure to known 

vulnerabilities in the vulnerability detection component. Wazuh agents are the machines either in 

cloud or on-premises that are monitored. Agents send all the data in the form of events to the 

Wazuh manager (Thakkar, 2023). 

 

Figure 2 shows that Wazuh is a fully featured security solution consisting of core components such 

as Wazuh Server, Wazuh dashboard, Wazuh Indexer, and Wazuh agents. Wazuh indexer is a 
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scalable engine which is capable of indexing and storing logs and alerts generated by the Wazuh 

server thanks to advanced SIEM capabilities. Wazuh server is responsible for managing agents to 

configure and manage agents remotely, analysing data gathered from agents, as well as utilizing 

threat intelligence to detect possible compromises. Wazuh dashboard provides for data mining, 

analysing, exploring, and managing Wazuh configuration while monitoring the status. In addition, 

the Wazuh agent, a multi-platform component that is represented in the form of an application 

installed on desktop systems, offers prevention, detection, and response capacities as shown in 

the Figure 2. 

 

Figure 2 Architecture of Wazuh (Wazuh, n.d.)
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3 Role of FIM in Security 

This chapter discusses the analysis of File Integrity Monitoring in the sphere of cybersecurity. The 

discussion begins with elaborating that FIM is used to discover security threats, to address 

regulations and to secure IT systems. The benefits of using real-time and customized monitoring 

are explained. Furthermore, FIM is discussed within the context of incident response as well as 

compliance regimes, which illustrates how FIM supports the protection of digital assets. 

3.1 Importance of FIM in Security 

File Integrity Monitoring (FIM) is an integral part of the cybersecurity measures. FIM is responsible 

for monitoring, event logging, and identifying the modifications to allocated files and directories in 

the systems. This ability is essential to detect the potential security breaches, ensuring regulatory 

compliance, and to protect the general reliability of the IT environment (Fazzino, n.d.). 

 

According to Fazzino, FIM is a critical security process that identify the changes in the files. FIM 

works by comparing current files to a known trusted version and identifying events that could 

indicate a security threat or a violation of rules. Figure 3 shows the clear representation the 

process of File Integrity Monitoring. In the process of File Integrity Monitoring, the logs are being 

received in the server stack when changes monitors in the FIM management server. After the 

analysis, the notifications may send to the relevant person via email in a real-time. 

 

Figure 3 FIM in Security (Fazzino, n.d.)

 

3.2 Real-time and Custom Monitoring  

Real-time monitoring is a technique that determines the current state of queues and channels 

within the queue manager which provides an accurate information in real time (IBM MQ 9.2, 2024). 

Wazuh employs real-time monitoring for File Integrity Monitoring. This means that FIM can detect 

changes, deletions, or other modifications to files immediately. This immediate detection is 
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significant as this allows the early detection of security issues and reducing the risk of damage. 

FIM feature is useful for monitoring important directories and track changes instantly. Wazuh has 

capabilities to get notified immediately in the dashboard in real time whenever file in the specific 

directory changes (Wazuh, n.d.). 

 

Wazuh enables the users to adapt the tracking by allowing to choose which files to monitor. With 

this functionality, users get the chance to focus on the most critical files while looking through the 

others, resulting the more effective monitoring in the system. Every detected change is logged, 

along with all the details such as date, time, and even the responsible. This data is crucial for the 

future investigations into security events (Biri, 2024). 

3.3 Compliance and Integration with Incident Response Systems 

Incident response involves the set of actions taken by the organizations to respond to the detected 

threats within infrastructure of organizations. These steps taken by the organizations help to 

analyse the impact of the cyber-attacks in the digital assets and the business operations. Security 

team takes leverages from the Wazuh capabilities of incident response to analyse, detect, and 

respond effectively to the security incidents (Wazuh, n.d.). 

Wazuh's FIM can assist with compliance as required by regulations like the PCI DSS and HIPAA, 

maintaining precise logs of file changes. These logs indicate that the users are keeping the 

timeliness and uniqueness of records as expected. Wazuh offers an actionable FIM that is 

combined with alerting and response capability. If the change poses a great threat, the system will 

immediately send the notification to the emergency department. Thus, the system can trigger either 

direct actions to resolve the issue or send message to the team to take a suitable action (Baykara, 

2020).  

  



9 

4 Application of Cybersecurity principles 

The cybersecurity principles in on-premises environments are being implemented using the SIEM 

solution and XDR technology. The review of these technologies using the existing knowledge are 

being analysed in this chapter.  

4.1 Security Threats and Challenges in On-Premises Labs 

Statistics from the reputable cybersecurity companies often mention the vulnerabilities in software 

that do not updates or use outdated operating systems. These flaws generally allow hackers to 

take over laboratory systems and obtain unauthorized access to private data (NIST, 2013). 

 

A NIST review found that problems with deployments, configurations, network devices, servers, 

and lab instruments might lead to security problems and breaches. If the machines are not 

configured properly, the attackers possibly get into restricted data (NIST, 2020). 

 

An eminent cyber threat is the insider threat, the case where authorized personnel or employees of 

a company or organization commit a malicious activity. The stealing of sensitive data or 

disturbance in operation could happen as a result. Hence, the dispatch of countermeasures and 

early intrusion should be the main interest (NIST, 2016). 

 

The investigation of cybersecurity crimes repeatedly involves social engineering attacks as 

propagated through phishing emails, fake phone calls, and social media manipulation in the 

researchers. One of the core tasks is to prepare awareness of security (Holt et al., n.d.). 

 

Since the integrations of third-party keys and software in the laboratories have increased, that are 

vulnerable to the attacks of supply chain. Such activities can induce unintended code within these 

components which opens lab systems to malicious agents. (Cichonski et al., 2012). 

4.2 CIS Benchmarks 

CIS Benchmarks are guidelines for configuration of systems securely. The Center for Internet 

Security (CIS) is an entity committed to security of private and governmental organizations from 

cyber risks. This organization builds code of information security best practices (CIS) benchmarks 

for protecting IT systems and data against cyber-attacks. Through CIS-CAT scan systems are 

identified and a report is produced that compares the system parameters with the CIS benchmarks 

(Casares, 2019). 
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Creating CIS benchmarks is a two-stage process. Initially, professionals meet to create 

benchmarks and discuss the different versions from different experts. Subsequently, feedback from 

the global internet community is gathered and compiled to make necessary changes to make sure 

the benchmarking is efficient. CIS benchmarks provide the two levels for security settings. The first 

level of recommendations includes configurations that are relatively simple to perform and do not 

significantly impose on the operating system. Level 2 settings are for more secure conditions that 

may slightly decrease the usability of possible features caused by tightening of conditions 

(Briasmitatms, 2024). 

4.3 SIEM and XDR for Security in Lab Environment 

Two important technologies are Security Information and Event Management (SIEM) and 

Extended Detection and Response (XDR). By combining, analysing, and responding to data from 

many sources, SIEM systems offer a complete picture of an organization's security. This platform 

provides better visibility, finds threats automatically, and coordinates responses across all IT levels 

(2022 Gartner® Critical Capabilities for Security Information and Event Management, n.d.). 

In the Figure 4, Wazuh offers flexibility with a wide range of tools like SIEM and XDR. This tool is 

designed to offer the security analysis with versatile features related to detect, prevent, and 

respond to threats as required. 

 

Figure 4 Wazuh as SIEM and XDR solution (BleepingComputer, n.d.) 
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Unified XDR and SIEM protection across several platforms are provided by Wazuh, a free and 

open-source security solution. Across virtualized, on-premises, cloud-based, and containerized 

systems, Wazuh safeguards workloads to give businesses a reliable cybersecurity solution 

(BleepingComputer, n.d.). 

4.3.1 SIEM Technologies 

SIEM has evolved from simple systems for log attendance to comprehensive security management 

solutions. The SIEM solution gathers and transforms data from numerous sources to allow for 

unified security monitoring in real-time. The core functions include collecting data from various 

sources, then connecting and correlating the related events, providing alerts for security concerns, 

and later, the submission of reports for compliance purposes (Brandao & Nunes, 2021). 

Typical SIEM systems have evolved and powerful features but often face challenges to withstand 

the volumes of data flow in today’s IT settings. The systems often have trouble integrating various 

data sources, processing data in real time efficiently, and filtering out false alerts. Moreover, SIEMs 

depend heavily on predetermined rules to identify the threats, making them vulnerable against 

advanced potentially new types of attacks (Brandao & Nunes, 2021). 

The SIEM security system in Wazuh is a very powerful solution to control and make the 

infrastructure more secure. This combines features such as logging security events and analysing 

those logs to identify threats or detect the suspicious incidents. This solution scans the entire 

system to identify known vulnerabilities and conducts risk triage and prioritizes fixing those 

vulnerabilities. For the security configuration assessment, Wazuh checks systems against industry 

standards (such as CIS) to ensure that those could meet regulatory compliance and minimize the 

system vulnerability. The tool like Wazuh supports data collection, storage, and analysis of security 

needs (Wazuh, n.d.). 

In the future, SIEM systems will increase the level of artificial intelligence (AI) and machine learning 

(ML) integration to fortify the platform. This will improve the ability to identify emerging threats and 

respond to incidents accordingly. These advancements will overcome the existing shortcomings by 

combining events more effectively and minimizing the need for human involvement in detecting 

and responding to threats (Brandao & Nunes, 2021). 

4.3.2 XDR Technologies 

XDR (Extended Detection and Response) is an advanced solution providing full protection for IT 

infrastructure. This technology covers networks, clouds, applications, and now even the endpoints. 
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XDR allows the combination of several tools into one system and thus reduces the workforce 

needed to manage the various security systems. This increases the visibility and analysis 

capabilities, and improve the response rates, resulting in comprehensive protection and faster 

incident threat handling (George et al., 2023). 

XDR systems enable the automated association of collected data across all security layers, leading 

to a unified view of threats. This is the core reason for better knowledge in finding and countering 

the threat by the incorporation of the latest technology such as machine learning and analysis 

involving complex and scattered data sets. Finally, XDR performs marvellously as the XDR 

combines alerts into one display and shows truly smart intelligence that cuts down on complexity 

and brings up efficiency (George et al., 2023). 

XDR provides improved monitoring comparatively to SIEM (Security Information and Event 

Management) solutions. Though SIEM only focuses on data collection and event correlation, XDR 

provides the capacity for proactive threat detection and response, such as automatic response and 

native support for cloud and hybrid environments. This complete approach empowers XDR to spot 

threats sooner and respond more efficiently, resulting in minimizing the impact of threats (George 

et al., 2023). 

4.4 Leveraging Wazuh in Lab Settings 

The open-source platform of Wazuh that covers both SIEM and XDR components is the security 

product that will increase the security of digital assets. Wazuh in research settings, which focus on 

both data privacy and security, stands as a major player in ensuring cybersecurity protection. Due 

to the extensive multi-layered approach, which makes the Wazuh very effective in detecting any 

security threat in laboratory environments (Wazuh, n.d.). 

One of the crucial capabilities provided by Wazuh is the powerful log management system. Wazuh 

collects, monitors, and keeps logs from several spots in the dashboard. This feature is critical, 

experts can use tool for surveillance and comprehending the lab's information technology 

operations. This is very effective in instant analysis and historical data study. According to logs that 

come from various devices including scientific instruments plugged into laboratory network, there 

might be a deviation from existing rules and guidelines or the appearance of specific problems that 

can be traced in such sources (Arora, 2021). 

Wazuh enhances the lab security by real-time detecting threats. Rules must be defined to analyse 

events and identify known threats. Wazuh also uses complex algorithms to spot strange things that 

might be new threats based on how things usually are. This is especially helpful in labs because 



13 

new cyber threats can pop up quickly due to the valuable data and ideas contain in these 

environments (Wazuh, n.d.). 

Wazuh ensures that security teams respond quickly once a threat identified. The tool can 

automatically take certain actions such as common threats, isolating the affected systems or 

blocking harmful IP addresses. Wazuh provides an active response feature also lets teams create 

custom response plans that suit the lab policies and procedures as well. Wazuh minimizes system 

downtime and reduces the impact of security breaches by tailoring responses. Laboratories can 

improve security by using Wazuh. This tool detects and stop threats in real-time and Wazuh also 

works well with other systems in the lab (Arora,2021). 

4.5 Assessing the suitability of Wazuh in Cybersecurity 

Wazuh's File Integrity Monitoring (FIM) module is an affordable and effective tool tracking and 

discovering unauthorized edits of files, folders, and Windows' registry. FIM is a real-time module 

and the other features of Wazuh join to protect systems and help to meet PCI DSS GDPR and 

NIST 800-53 performing the detailed logs and reports (Sadiq, 2024). 

Maltiverse is a great tool that collects and examines in-depth information on known malicious 

entities such as domains, IP addresses and various digital artifacts. These data could be used to 

identify the vulnerabilities of a company and determine which threats are more crucial to tackle. 

Maltiverse enhances detection capabilities, providing security teams with a more comprehensive 

view of threats and allowing them to respond more effectively with the combination of Wazuh 

platform. This cooperation ensures that the companies prepared to defend them against cyber-

attacks and to prevent data and systems’ corruption or misuse (Noman, 2023). 

Wazuh monitors the status of infections with VirusTotal, which is a platform that integrates the 

VirusTotal, an anti-virus engine with online scanners' information in one place. This integration 

gives Wazuh the access to VirusTotal's immense database of files and ensures that files could be 

automatically scanned. This is performed through the combination of FIM that verifies the integrity 

of files and reduces the probability of malicious activity detection, which is a major factor in making 

the system more efficient (Wazuh, n.d). 

Anomaly detection is the process of identifying patterns in a system which categorically differ from 

the expected behaviour. The platform applies a vast-spectrum approach to surveillance abnormal 

patterns that suggest potential intruders (Casares, 2019). 
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Data of the operating system and application logs are collected, so secured transport of integrated 

information is ensured to a central manager for rule-based analysis and storage. Wazuh rules 

reporting includes applications or system problems, the misconfiguration of systems, cybersecurity 

attacks, security policy violations, and a lot of other operational and security related issues that 

occur (Casares, 2019). 

4.6 Integration and Customization 

Wazuh uses Maltiverse's threat intelligence to enhance its threat detection capabilities. This 

combination adds alerts with more detailed facts on malicious domains and IP addresses, 

providing deeper context for security decisions (Wazuh, n.d). 

Wazuh integrates with VirusTotal to analyse files and hashes, thus enhancing its threat detection 

along with the advanced scanning engine of VirusTotal. Such integration improves the Wazuh's 

File Integrity Monitoring with detailed malware insight (Nanty,2023).  

Code Snippet 1 shows a piece of XML configuration code for interacting with VirusTotal. The name 

of the integration is "VirusTotal", supplies a placeholder for the API key, assigns the group 

"syscheck", and specifies that alerts will be in JSON format. To activate the integration, replace 

with the personal "API_KEY". An API key is a set of alphanumeric string that is used to 

communicate and exchange data between two software modules (AWS, n.d.). This is possible to 

integrate the different services in the Wazuh to get the real-time event in the dashboard. The 

configurations and customizations are different with each service, but the idea is same.  

Code Snippet 1 Integration of VirusTotal (Nanty, 2023)

<integration> 

  <name>virustotal</name> 

  <api_key>API_KEY</api_key>  

  <group>syscheck</group> 

  <alert_format>json</alert_format> 

</integration> 

 
 

Slack is connected to Wazuh which makes this easy to communicate. The solely purpose of this 

combination is sending immediate alerts and security reports to certain Slack channels, helping 

security helps get quick responses. This integration allows synchronizing activities and making 

decisions as well as real-time tracking of monitoring dashboards through security issue events 

without monitoring all the time. Wazuh combines with Shuffled for the automated and incident 
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response. Automated responses triggered by Wazuh alerts improve the operational nature by 

lowering the need for manual action and usual security choices (Wazuh, n.d.). 
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5 Research Methodology 

This chapter describes the research methodology used in this thesis to serve an assessment of 

cybersecurity practices in an on-premises lab environment. Using various tools such as Wazuh, 

FIM, VirusTotal, Nmap, hydra, and the Atomic Red Team, the study bridges the gap between 

theoretical cyber security concepts and practical implementations The research methodology 

consists of literature review and the methodology for applying the cybersecurity tools in a simulated 

environment to test the effectiveness and performance. 

5.1 Research Techniques and Approach 

The thesis combined practical and research techniques to assess cybersecurity measures in on-

premises lab environments. Wazuh employed other technologies like File Integrity Monitoring (FIM) 

and VirusTotal during this thesis study. This approach linked theoretical cybersecurity concepts to 

real-world applications. This approach not only evaluated the performance of the integrated 

technologies but also examined the theoretical basis, strengthening the understanding of modern 

cybersecurity solutions. 

During the literature review section of the thesis, resources such as Google Scholar, HAMK Finna, 

and Wazuh Official documentation were used for the accomplishment. Major keywords during the 

search were open-source XDR and SIEM tools and technologies, Vulnerabilities detector, CVE, 

File Integrity Monitoring and VirusTotal. Latest journal articles were reviewed to complete the 

literature review from the above-mentioned platforms. 

The thesis is functional because this study directly used cybersecurity tools like Wazuh, SIEM, and 

XDR. In a lab that mimics real-world settings, these tools were carefully planned, put into action, 

and tested. The practical side is shown by putting these techniques into place and connecting 

them, which shows how the tools can be used to improve security and deal with incidents. 

5.2 Tools and Technologies Used 

Wazuh is the core tool being used in this research and there were several other tools such as 

PowerShell on windows agent, Linux Terminal on ubuntu agents, and Nmap rand hydra on Kali 

Linux. Pwsh in the ubuntu was also used to simulate the attacks through Atomic Red Team, with 

VirusTotal and File Integrity Monitoring (FIM) in the Wazuh dashboard. VirusTotal is the tool 

integrated to strengthen threat detection in real-time. It provided the extra layer of security that 

empowered the findings from Wazuh. Virtual machines were being used to simulate a realistic 
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network environment, enabling controlled testing environments. These VMs host different 

operating systems with customized configurations. 

 

Four Wazuh agents were deployed in the dashboard whose operating systems were Ubuntu 18.04 

LTS, Ubuntu 22.04 LTS, Kali Linux Kali 2023.4, and Windows 11 Education Edition, to examine 

and simulate real security threats. The Ubuntu and Kali machines were in Virtual Box, while the 

Windows 11 machines was the base operating system. There were additional tools to perform SSH 

logins, port scanning, and brute force attack tasks. These tasks were executed on Kali Linux to 

attack other agents and analyse the response of Wazuh. Nmap and hydra were used to perform 

port scanning of target machines and unauthorized access to other Ubuntu machines, respectively.  

 

Each agent sends data about File Integrity Monitoring, suspicious file downloads, port scanning, 

SSH logins, and simulated attack in a controlled environment using MITRE ATTA&CK framework 

technique. The ID of the MITRE ATT&CK technique used is T1003.008. This ID represents the 

path of credentials of the user in the Linux machines. In this study, Atomic red Team was used to 

perform the attacking tests on the Wazuh agents, and real-time responses and events sent to the 

Wazuh Manager (Server). 
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6 Practical Implementation and Evaluation of Cybersecurity Measures 

This chapter investigates vulnerability scan, setting up the File Integrity Monitoring (FIM), 

integration of VirusTotal database, and simulating attacks in a lab environment using Atomic Red 

Team.  

6.1 Lab Environment for Wazuh Deployment and Testing 

The thesis focused on producing a simulated virtual environment that covers all the necessary 

components needed to replicate real-world cases, with which the capabilities of Wazuh as SIEM 

and XDR solutions could be evaluated. The setup consisted of four machines that replicated the 

real-world scenarios and allowed for a fully managed and controlled environment to analyse 

comprehensive security. 

Figure 5 shows the virtual environment for the Wazuh deployment and testing. In the environment, 

there were three Ubuntu machines, and one Kali Linux machine used. One of them served as the 

Wazuh server (22.04 LTS) while the other three machines played the role of Wazuh agents as 

shown in Figure 5. These machines ran on Ubuntu 18.04 LTS, Ubuntu 22.04 LTS, and Kali Linux 

2023.4 while the fourth agent was the base operating system (Windows 11 Education Edition). 

Various tests were performed with the deployed agents such as Vulnerability scans, brute force 

attack, FIM and VirusTotal. 

Figure 5 Virtual Environment of Ubuntu machines.
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6.2 Installation of Wazuh  

There are three components involved in the installation of Wazuh, as shown in Figure 2. These 

components are Wazuh indexer, Wazuh server / manager, and Wazuh dashboard. There are two 

ways to install Wazuh in the Linux machine mentioned in the official documentation of Wazuh. First 

approach involves installing each component and subsequent dependencies by using the 

assistant. Second approach is straightforward which was used to install Wazuh in Ubuntu 22.04 

LTS. In this method, one command handled the installation and configuration of the indexer, 

server, and dashboard.  

Code Snippet 2 shows the command to install Wazuh and the required dependencies. The -o flag 

was used at the end of the command to overwrite the previous installation of Wazuh; however, this 

flag is not needed for a fresh installation. The process started with the execution of command to 

install Wazuh 4.7.4. There previously installed Wazuh and the relevant dependencies were 

removed to make the environment clean. After cleaning the environment, the installation of Wazuh 

components commenced. The components installed were Wazuh indexer, Wazuh Server, and the 

Wazuh dashboard. 

Code Snippet 2 Installation of Wazuh

curl -sO https://packages.wazuh.com/4.7/wazuh-install.sh && sudo bash 

./wazuh-install.sh -a -o 

 

On successful completion of installation, an output shows that the login credentials to access 

Wazuh dashboard. The dashboard can be accessed by typing https:// <Wazuh Manager Ip> in the 

browser to see the interface. The Ip address can be found out by typing the following command in 

the ubuntu terminal. 

To find the IP address of the Linux machine, a simple command needs to be typed as shown in the 

Code Snippet 3. Since the Wazuh has been installed in Ubuntu machine, therefore, the IP address 

of the machine would be the IP of the Wazuh manager. If the machine is other than Linux 

operating system, then the command may vary.  

Code Snippet 3  Finding the IP address.

ip a 

 

Figure 6 shows the completion of the installation of Wazuh on Ubuntu 22.08 LTS. The command 

mentioned in the Code Snippet 2 tiggered the cleaning of the environment, the addition of the 

Wazuh repository, and the installation of required packages. The scripts started to install the three 
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components one by one and displayed the relevant logs in the terminal. Upon completion of this 

process, there were credentials generated that must be saved for use to access the web interface 

of Wazuh. At this stage, the web interface of the Wazuh showed the zero agents in the dashboard. 

Agents need to be deployed to start analyzing the results and events shown in the dashboard from 

the Wazuh agents. 

Figure 6 Completion of Wazuh installation.

 

6.3 Deploying Wazuh agents 

After the installations of the Wazuh Server, no agents were displayed on the dashboard as no 

agent had been deployed yet, as shown in the Figure 7. This showed that the successful 

installation of Wazuh components. The next step was to start deploying new agents to start 

monitoring the security events on the Wazuh dashboard. 

Figure 7 shows the fresh dashboard of Wazuh with no agents deployed. This interface was shown 

after the successful login with the provided credentials at the end of the process, as shown in the 

Figure 6. All the shown services were active by default in various sections of the dashboard such 

as SIEM, XDR, Regulatory Compliance, and Auditing and Policy monitoring. This interface was 
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shown after the successful login with the provided credentials at the end of the process as shown 

in the Figure 7 

Figure 7 Wazuh dashboard with no agents.

 

Two methods are employed to deploy agents to the Wazuh dashboard. One method is through the 

web interface on the dashboard and the other is through CLI on the server terminal, as shown in 

the Figure 8. 

Figure 8 To deploy Wazuh agent through CLI. 

 

To start with the deploying agent to demonstrate the method from the web interface on the Wazuh 

dashboard. There is the tab “Deploy new agent” on the dashboard as shown in the Figure 9. 
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Figure 9 shows the interface of Wazuh agents from Wazuh dashboard. In this figure, there are 

three deployed agents in which two of them are Ubuntu machines and one of them is Windows 11. 

The figure shows the status of all the agents, indicating whether active or disconnected, along with 

other details such as IDs, names, IP addresses, and the operating systems.  

Figure 9 Interface of Wazuh agents.

 

There are required details that need to be filled out to complete the deployment process, as shown 

in Figure 10. In this figure, there are three options available in terms of operating systems. In this 

demonstration, Linux was selected as the Kali Linux machine was intended to be deployed on the 

Wazuh dashboard. All the required details were filled out such as the selection of operating 

system, the IP of the Wazuh manager, and the selection of existing groups. In this example, the 

default group selected. The command to download and install the Wazuh agent was ready to be 

executed in the terminal of Kali machine. To apply changes in the Wazuh agent, the enabling and 

starting the Wazuh agents is required by the following commands mentioned in Figure 10. 
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Figure 10 Details of newly deployed agents.

 

After executing the command mentioned in Figure 10 to download and install the Wazuh agent on 

the Kali machine, the status shows “active (running)” in the terminal, as shown in Figure 11. Once 

the status of the agent is running, there is need to examine the configuration file of the Wazuh 

agent. The path of the configuration file is “/var/ossec/etc/ossec.conf”. In the configuration file, the 

IP of the Wazuh manager must be the correct. If there is any variance in the IP, that must be the 

corrected to ensure the alerts and events are send to the Wazuh dashboard. Root privileges are 

required to run all the commands to install Wazuh and Wazuh agents. 
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Figure 11 Status of the Wazuh agent.

 

There should be a new agent that appears in the dashboards after creating the new agent and 

pushing to the Wazuh dashboard, as shown in Figure 9. The fourth agent identified as ‘kali’ with 

other attributes including IP addresses, cluster, status, operating system, as depicted in Figure 12. 

This is a positive sign that the agent is deployed, and the security events are being sent to the 

Wazuh dashboard. 

Figure 12 Fourth deployed agent. 

 



25 

To restart Wazuh on the web interface, this is required to run the following commands on the 

terminal of the Wazuh Server, as described in the Code Snippet 4. These commands ensure that 

Wazuh indexer and the Wazuh manager started properly. The commands are given in Code 

Snippet 4. 

 

Code Snippet 4 Restarting the Wazuh Indexer and Manager

systemctl daemon-reload 

systemctl enable wazuh-indexer 

systemctl start wazuh-indexer 

sytemctl restart Wazuh-manager 

 

As seen in Code Snippet 4, the manager configurations are reloaded and maintained up to date. 

The other commands launch the Wazuh indexer and restart the Wazuh manager instantly. 

6.4 Vulnerability detection and Mitigation with Wazuh 

Robust cybersecurity requires the ability to identify and fix vulnerabilities in machines. This section 

intends to examine Wazuh's vulnerability detection feature. The first part explains enabling the 

vulnerability detection in the configuration file of Wazuh server. The second part demonstrates the 

testing phase to ensure the effectiveness of these configurations and the security of the system. A 

comprehensive approach secures the environment against the major threats. 

6.4.1 Vulnerability Detection Configuration 

Enabling the Vulnerability Detector module and configuring the scan are necessary before 

conducting vulnerability scans in Wazuh. After the installation of Wazuh agent, Syscollector is 

activated by default, whereas the Vulnerability Detector module remains disabled on the Wazuh 

server.  

The following block of settings was added in each of agents’ configuration file. The path of the 

configuration file is /var/ossec/etc/ossec.conf. Code Snippet 5 shows the snippet of XML 

configuration that was added in the ossec.conf file under the syscollector module. The 

configuration shows that data collection takes place every hour and the operating system’s 

information is set to gather and applied hotfixes and the module is currently enabled. 
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Code Snippet 5 Vulnerability detector block of Settings. 

<wodle name="syscollector"> 

   <disabled>no</disabled> 

   <interval>1h</interval> 

   <os>yes</os> 

   <packages>yes</packages> 

   <hotfixes>yes</hotfixes> 

</wodle> 

 

Secondly, there is another vulnerability detection configuration block that needs to be configured in 

the Wazuh Server. The configuration block contains the information of every possible operating 

system available like Ubuntu, Debian, RedHat, Amazon Linux, and Windows.  

Code Snippet 6 is an XML block of code to set up vulnerability detection system which checks the 

vulnerabilities in various operating systems regularly. The general settings trigger the detector to 

start a scan with the interval of 5 minutes and the full scan of the machines take place in every 6 

hours. This scan initiates the process when the system starts. The repeated scans help in 

identifying and mitigating the security issues. 

In the XML block of code, there is the configuration of each operating system such as Canonical 

for Ubuntu, Debian, RedHat, Amazon Linux, and Windows. In every 1 hour, system checks for new 

vulnerabilities and this system supports every provider of operating system. Code Snippet 6 shows 

Ubuntu, Debian, and RedHat but in the actual snippet, it shows the NVD provider to obtain 

comprehensive vulnerability data. This setup maintains the high level of security across various 

operating systems. 

After successful completion of configuration in both Wazuh Server and Wazuh agent, Server must 

be restarted to apply the changes by the following command in the Wazuh-server terminal as 

shown in Code Snippet 4. 



27 

Code Snippet 6 Configuration of Vulnerability detector for Wazuh Server

<vulnerability-detector> 

   <enabled>yes</enabled> 

   <interval>5m</interval> 

   <min_full_scan_interval>6h</min_full_scan_interval> 

   <run_on_start>yes</run_on_start> 

 

   <!-- Ubuntu OS vulnerabilities --> 

   <provider name="canonical"> 

      <enabled>yes</enabled> 

      <os>trusty</os> 

      <os>xenial</os> 

      <os>bionic</os> 

      <os>focal</os> 

      <os>jammy</os> 

      <update_interval>1h</update_interval> 

   </provider> 

 

   <!-- Debian OS vulnerabilities --> 

   <provider name="debian"> 

      <enabled>yes</enabled> 

      <os>buster</os> 

      <os>bullseye</os> 

      <os>bookworm</os> 

      <update_interval>1h</update_interval> 

   </provider> 

 

   <!-- RedHat OS vulnerabilities --> 

   <provider name="redhat"> 

      <enabled>yes</enabled> 

      <os>5</os> 

      <os>6</os> 

      <os>7</os> 

      <os>8</os> 

      <os>9</os> 

      <update_interval>1h</update_interval> 
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6.4.2 Testing Vulnerability Detection and Mitigation 

The configured Wazuh manager conducted a thorough scan of the Windows agents within the 

network. Full and partial scans were the two types of scans used. The full scan is a comprehensive 

analysis that is set to run on a regular interval of every 6 hours and verifies that all system 

configurations and applications are free of known vulnerabilities. To maintain an up-to-date view of 

the system's security posture, the partial scan acts as a frequent check and focuses on programs 

or configurations changed since the last full scan. 

The full scan was carried out as shown in Figure 13, on April 20, 2024, at 19:34:36, searching the 

Windows agents for known vulnerabilities. Several vulnerabilities were found thanks to full 

scanning process, and the vulnerabilities were categorized into critical, high, medium, and low 

categories based on severity. Particularly, a critical flaw in VLC Media Player was found, indicating 

a serious security threat that needed to be fixed.  

Figure 13 Vulnerability scan of Wazuh agent.

 

The vulnerabilities found in VLC media player and Python were classified as critical and high 

respectively. Typically, critical vulnerabilities system suggest that system can compromise with 

minimal human intervention. In Figure 13, detected vulnerabilities were addressed into different 

categories. The details were mentioned in the CVE (Common Vulnerabilities and Exposures), 

providing access to thorough details, such as possible effects and corrective actions. 



29 

The primary takeaway from CVE-2023-47359 advisory is that two vulnerabilities in the VLC media 

player concerning the MMS over HTTP protocol have been addressed. These weaknesses include 

a heap buffer overflow issue (CVE-2023-47359) and an integer underflow issue (CVE-2023-

47360). The users are encouraged to update the VLC software to the recent version which is 

version 3.0.20 to address these risks. The updated version of the VLC player is shown in Figure 

14. 

This vulnerability has been given the identifier CVE-2023-24329 and is related to the urllib module. 

This is because the parse component of Python versions prior to 3.11.4 permits attackers to evade 

blocklisted URLs by employing those that start with a blank. Upgrading to Python 3.11.4 or later 

versions resolves this problem. Therefore, the version of Python was updated to 3.12.3 to mitigate 

the issue in terms of vulnerability, as shown in Figure 15. 

Figure 14 shows the updated version of VLC media player from 3.0.18 to 3.0.20 that addressed in 

the description of CVE-2023-47359. This helped mitigate the critical vulnerability in the Windows 

agent. 

Figure 14 VLC player version.

 

Figure 15 shows the latest version of Python, i.e. 3.12.3, that mitigated the vulnerability and 

showed the results in the Wazuh dashboard as shown in Figure 16 after the subsequent scan. This 

mitigation was addressed by CVE-2023-24329. 
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Figure 15 Python Environment Version

 

After an initial scan by Wazuh, a critical security flaw in VLC Media Player was found on the 

Windows machine agent. The vulnerability was critical that needed to be fixed right away. So, VLC 

Media Player was updated to the latest version according to instruction of CVE-2023-47359. 

Moreover, the Python Environment was updated to version 3.12.3 to address CVE-2023-24329. 

The next full scan took place by the tool on May 28, 2024, at 00:48:06 as shown in Figure 16 and 

that can be noted that the system showed zero vulnerability. When the vulnerable software was 

updated, the security of Windows machine improved after the second subsequent scan. Notably, 

the critical vulnerability with VLC Media Player and Python vulnerabilities were no longer listed as 

shown in Figure 16. 

Figure 16 Resolved Vulnerabilities from Wazuh agent.

 

The vulnerability scans showed that the current state of the system is more secure after updating 

the VLC Media Player and the Python environment. Features of Wazuh such as scanning and 

monitoring helped in identifying and mitigating the security vulnerabilities, thus enhancing the 

security of the deployed agents. 
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6.5 Evaluation of Wazuh’s SIEM and XDR Capabilities 

In today's ever-changing cybersecurity landscape, this is crucial to quickly identify, assess, and 

respond to security risks. This section delves into the capabilities of Wazuh as a Security 

Information and Event Management (SIEM) and Extended Detection and Response (XDR) 

solution, especially the File Integrity Monitoring (FIM) module and VirusTotal integration. The 

assessment considered how Wazuh uses these tools to enhance security in a lab environment, 

making sure that both known and new threats can be handled. The evaluation happened in two 

phases: Firstly, the focus was on FIM configurations and effectiveness to keep track of important 

system files in real time. Secondly, integration of VirusTotal database contributed to threat 

detection. 

6.5.1 File Integrity Monitoring 

Configuration of File Integrity Monitoring (FIM) is essential to improve the protection of sensitive 

directories in real-time. FIM was configured to monitor the allocated file and directories in the 

configuration file (ossec.conf) in the Wazuh agent. In this way, any changes in those files and 

directories were flagged and reported the events in the Wazuh dashboard in real-time. The FIM 

module continuously monitors the designated directory, ensuring integrity. 

There were certain tests conducted after the configurations in the Wazuh agent of FIM to check the 

reliability of the module. Few changes were made in the allocated directories to mimic the real 

changes and events about these changes were sent to the dashboard along with all the required 

details in the form of Json format. This can be seen in the events in Figure 17, showing what 

happened in real time and indicating possible action that need to take place. 

The screenshot in Figure 17 glimpses File Integrity Monitoring (FIM) in the Wazuh dashboard. A 

timeline of detected events was demonstrated. Each entry shows the details of specific information 

about the time, type, and affected file when a change was identified in the directory. This real-time 

logging improves security by enabling the immediate detection and response to possible threats. 
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Figure 17 File Integrity Monitoring

 

6.5.2 Integration of VirusTotal  

VirusTotal integrated with Wazuh to enhance security. The key for the VirusTotal API is used to 

connect the data hub of VirusTotal. Then a few corresponding steps such as updating the Wazuh 

server's configuration file (ossec.conf) and script were written to remove the threat in a separate 

file. The Wazuh utilizes VirusTotal massive database in the checking of files' reputations in this 

means. In this process, VirusTotal looks at the file history and domain reputation to establish 

credibility and integrity. 

Besides the API key, a script was written for the Wazuh agent to automate the threat detection 

process. The script removes the malware threat if detected. This prevents the spread and detects 

the suspicious file; therefore, immediate action is taken to remove the suspicious file. The script is 

significant for responding to external threats with instant action. Since this was integrated into 

Wazuh, local rules in the agent, were modified to notify the script automatically when such alerts 

were generated by VirusTotal. 

The file downloaded onto Ubuntu 18.04 LTS and Ubuntu 22.04 LTS machines (Wazuh agent) was 

marked as suspicious on VirusTotal. The tool quickly recognized the file as malicious and then 

made sure to remove from the machine. All this information was automatically documented, and, in 

the next step, the VirusTotal module in the Wazuh dashboard provided the details about the event. 

The events were generated in the VirusTotal events module as well as in the FIM module because 

a file was used in testing.  
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The file that was used for the testing of VirusTotal in the conducted study is from EICAR’s website, 

which is a reputed organization that provides test files for antivirus and other security software 

applications. The file can be downloaded using Code Snippet 7.  

In the current exercise, the file downloaded from the EICAR secured source was named 

“suspicious-file.exe” and uploaded to the Wazuh agent to mimic the behaviour of a threat that does 

not pose any threat to the machine. In the testing environment, one can validate the measures of 

security and the effectiveness of analysis for threats and risks. 

Code Snippet 7 Source of Suspicious file.

sudo curl -Lo /home/hafiz/Downloads/suspicious-file.exe 

https://secure.eicar.org/eicar.com 

 
 

The purpose of introducing this file to the lab environment is to assess the configuration of the 

Wazuh platform regarding these activities as well as how Wazuh handles these activities. The 

efficiency of the security system and the reaction time are evaluated using the file with the 

VirusTotal. This results from the selection of this file from EICAR, which makes the testing 

environment safe, hence, providing accurate outcomes without the interference of real malware. 

The screenshot in Figure 18 from the Wazuh dashboard demonstrated the VirusTotal connection. 

Filtered events were displayed from VirusTotal, disclosing which files were identified as potentially 

harmful. Additionally, the log confirmed that the file was handled. This shows the power of the 

integrated system to identify threats and respond automatically. 

Figure 18 VirusTotal Integration in Wazuh 
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6.6 Simulated Attack with Atomic Red Team 

Atomic Red Team is a PowerShell based tool used to execute elementary tests for security teams 

to analyze the network. These tests are small, have as little interdependence as possible and are 

organized in a structure that is well suited for use in test automation frameworks. The tool 

leverages the MITRE ATT&CK framework that categorizes different techniques. Atomic Red Team 

provides several tests known as “atomics”. These atomics are used to simulate the environment 

and evaluate the defense of the network. 

Atomic Red Team is a comprehensive platform that contains a huge list of attack types to model 

real-life cyber threats. One of the techniques used is Credential Dumping (T1003), which intends to 

mimic the actual extraction of password hashes from the system, while another, known as Phishing 

(T1566), intends to imitate the actual delivery of a payload through a URL in an email. Other 

available attacks include Win32/PowerShell command-line shell and scripting language 

(T1059.001), SSH Brute Force (T1110.001), an attempt to guess password strength, and Port 

Scanning (T1046), a search on the target host for open ports and services. Also, impersonation of 

injecting a malicious code into running process is also performed by Process Injection (T1055) 

technique, and Data Exfiltration (T1020) conducts a simulation of extracting data from a network. 

6.6.1 OS Credentials Dumping Atomics 

To test the reliability of cybersecurity protections, a virtual environment was created in the Ubuntu 

22.04 LTS. The framework of MITRE ATT&CK was mimicked by Atomic Red Team tool. The 

simulated attack was carried out to crack the credentials of the Linux user using the MITRE 

ATT&CK technique ID (T1003.008), focusing on sensitive authentication files (/etc/passwd and 

/etc/shadow). 

A simulation was conducted to try to retrieve and possibly steal data from system files that hold 

user login credentials in a Unix-based operating system. The script executed several commands to 

determine how well the system would respond when given unauthorized access to the target 

machine. The results showed that some commands were not permitted, which proved that the 

settings worked well as the contents of /etc/shadow (a file with encrypted user password 

information) were not able to access. This kind of simulation is highly effective for testing how well 

a system is protected from cyber threats.  

Figure 19 shows an attack using the Atomic Red Team framework with the MITRE ATT&CK ID 

T1003.008. A few attempts were made to access the /etc/passwd and /etc/shadow files in Unix to 

manage user accounts and authentication. However, the "Permission denied" messages show that 
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the simulation was not successful to access these files, proves that the security of the system 

effectively blocked the unauthorized access to the credentials. 

Figure 19 Simulated attack by Atomic Red Team with MITRE ATT&CK framework.

 

The fact that Wazuh security platform detected simulated attack patterns and has been the right 

tool for this activity is a sign of excellent performance. Suitable alerting related to these activities is 

very important. The gathered logs provided a detailed record of the incident, event analysis and 

fortifying the security measures against future attacks. 

Figure 20 shows the outputs on the dashboard of Wazuh regarding the security of Ubuntu 22.04 

LTS. The screenshot shows the various alerts that demonstrate the ability of Wazuh to detect and 

record various attack-related activities. These are categorized according to the MITRE ATT&CK 

framework. Some recorded events indicate the attempts to elevate privileges, execute commands, 

and start login sessions. Alerts like "Successful sudo to ROOT executed" and "Login session 

opened" are common signs of an attack, where attackers intend to gain access in the system. 

Figure 20 shows the events section of the Wazuh dashboard. Security alerts logged from an 

Ubuntu system during an Atomic Red Team attack simulation. The alerts include events related to 
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privilege escalation and evasion, such as "Successful sudo to ROOT executed" and "Login session 

opened." These logs help to see how the system's defenses performed against the mock attack, 

displaying the monitoring and alerting capabilities of Wazuh against simulated threats. 

Figure 20 Events from Wazuh dashboard for MITRE ATT&CK

 

Atomic Red Team was first used in practicing port scanning and SSH login brute force attacks but 

a shift to using Kali Linux to perform these attacks were preferred because of the availability of 

more extensive toolkits coupled with flexibility within a virtual operating environment. For instance, 

the Mitre ATT&CK technique T1003.008 was used successfully from this platform. Kali Linux used 

for performing port scanning and SSH login brute force attacks where the presence of open ports, 

services on those ports, and login credentials were identified using Nmap and Hydra, respectively. 

6.7 Port Scanning 

The port scan performed from Kali Linux machine with IP address 192.168.0.20 and the target 

machine was another Wazuh agent of Ubuntu 18.04 LTS with IP address 192.168.0.21. Before 

scanning the port, certain configurations in the Virtual Box needed to be made, such as setting the 

Network Adapter to Bridged, allowing the machines could have two ways communicate with each 

other. A ping check from Kali to Ubuntu was done before port scanning process. The scan showed 

that port 22/tcp is open, as shown in Figure 21. The results revealed that the MAC address and 

confirming that the operating system is Linux.  
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Figure 21 showed the result of port scanning of the Ubuntu machine performed form the Kali 

machine within the same network, but the adapter had to be Bridged to communicate with each 

other. 

Figure 21 Port Scanning using Nmap.

 

Figure 22 shows the Wazuh alert that the scan was detected from the Kali Linux (192.168.0.20) to 

the agent IP (192.168.0.21). This scan targeted the SSH service on Ubuntu 18, and the alert 

highlights that an attempt failed to provide the identification string. This scan follows the tactics and 

techniques of MITRE ATT&CK with an ID of T1021.004 and this ID is associated with SSH lateral 

movement. 

Figure 22 Wazuh response of Port Scan 
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6.8 SSH Login 

A brute force attack was performed from a Kali Linux machine (192.168.0.20) to an Ubuntu 18.04 

LTS machine (192.168.0.21) to test the active response of Wazuh. This attack targeted the SSH 

login of the Ubuntu machine. A popular tool, Hydra was used to perform the attack, as shown in 

Figure 23. 

In Figure 23, a popular tool, Hydra was used to attempt the unauthorized access to the target 

machine. During the execution of command mentioned in Figure 23, several password 

combinations were tested. Hydra was configured to perform four parallel tasks to maximize the 

SSH login attempts. 

Figure 23 SSH login attempt.

 

Figure 24 shows the blocking of Kali’s IP. While the attack was ongoing and the Kali Linux machine 

was generating the suspicious activity, Wazuh, set up with the active response rule, detected the 

attack. This provided an additional layer of security because the Wazuh server was programmed to 

block the Kali machine’s IP address as soon as the attack was detected. This action helped in 

stopping any further login attempts, mitigated the brute attack efficiently. 

Figure 24 IP blocked of Kali Linux

 

 

Figure 25 shows that Wazuh responded actively to block the IP using the firewall-drop active 

response, as described in the rule. This incident can be seen in the security events as well as in 

the MITRE ATT&CK module because the technique and tactics used for this attack are from 

MITRE ATT&CK framework with the ID T1110.  
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Figure 25 Wazuh response of brute force.

 

 

The Wazuh dashboard reported this active response event, indicating that the host IP address of 

the Kali Linux machine was blocked using firewall-drop active response rule. This log entry 

indicates that indeed there was a brute force attack on the target Ubuntu machine, which was 

neutralized by the system, thus improving the security protection. 
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7 Results and Analysis 

The current study focused on the information security appliance Wazuh, which combines SIEM 

and XDR capabilities within a controlled virtual on-premises lab environment. Wazuh demonstrated 

the abilities in identifying and mitigating the vulnerabilities in the system, track changes in real-time 

in the allocated directories and responding to threats during the practical implementations and 

testing. 

Wazuh proved the efficiency in identifying the system vulnerabilities when there were full and 

partial scans conducted in different agents. A critical vulnerability in VLC Media Player was 

detected in the Windows machine, while high vulnerabilities were discovered in the Python 

program. CVEs were described about the remedies both programs to upgrade the versions to 

eliminate the risks of vulnerabilities. Wazuh succeeded in eliminating the discovered critical 

vulnerability, which was confirmed by the fact that subsequent scans revealed the absence from 

the system. Thus, Wazuh proved effective in addressing the security risks. The File Integrity 

Monitoring (FIM) worked perfectly by displaying changes to the selected directory while ensuring 

that other actions were not affected. This provided immediate alerts and showcased the 

capabilities of Wazuh in this regard. 

The study also built a successful connection between Wazuh and VirusTotal by using a personal 

API, which further increased the detection and response capabilities against threats. The 

integration of VirusTotal and Wazuh successfully detected threats and neutralized risks after 

downloading the suspicious file. The practical experience with the MITRE ATT&CK framework and 

the Atomic Red team showed that Wazuh can efficiently observe and document such detailed 

threat patterns and effectively reflect the alerts on the Wazuh dashboard. Furthermore, port 

scanning and SSH brute force attacks were performed using Kali Linux. The results demonstrated 

that Wazuh can identify and mitigate threats instantly through active response configurations. 

The results showed that Wazuh, as a SIEM and XDR system, with each module not merely 

contributing but truly being an asset protection layer against the digital threats. Vulnerabilities were 

efficiently mitigated by Wazuh’s incident response during the testing stage, as displayed during the 

practical phase. The research highlighted the applicability of Wazuh across the different operating 

systems including Ubuntu, Kali Linux, and Windows, in the process of identifying both authorized 

changes and potential security breaches. 

Real-time evaluations highlighted the continuous threat mitigation of Wazuh because of VirusTotal 

integration that created a wider threat intelligence database. The simulated attack extensively 

illustrated active threat detection and provided tracing logs of attack by Wazuh. This in-depth 
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logging then provided an opportunity to investigate the weaknesses of the machines as well as to 

adapt the security measure based on attack patterns. 

The evaluation stated that Wazuh, as a SIEM and XDR solution, outperforms because of having 

real-time monitoring and speedy reaction to cyber threats. This feature makes the tool vital for 

modern security specialists who provide not only cloud, but also container security. Vulnerability 

scanner and the FIM had a great contribution to timely detected and response using Wazuh which 

effectively resolved identified vulnerabilities to enhance security of digital assets. 

The thesis proved that Wazuh is the right tool for large-scale organizations, but there are also 

areas of improvement. Regular modifying and improvements should be taken to remain informed 

of the dynamic cybersecurity environment. The information obtained from the study will provide 

background for more investigation into the inner workings of cybersecurity tools which are used to 

protect digital products in the organizations. 

In conclusion, Wazuh proved a highly suitable tool as a SIEM and XDR technologies in which each 

section played a vital role to secure the lab environment. Wazuh enabled the several areas for the 

researchers for improvement by providing actionable understandings into system’s vulnerabilities 

and response efficiency. The results emphasize the value of the discussed tool in detecting, 

alerting, and responding to threats, improving the cybersecurity strategy in an environment. 
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8 Summary 

This study evaluated Wazuh to investigate the necessary research questions in a virtualized on-

premises lab environment. The first question was about the possible roles that Wazuh could play in 

identifying and mitigating the vulnerabilities through a practical demonstration. The capabilities of 

Wazuh were tested by doing partial and complete vulnerability scans on the Wazuh agents, 

determining vulnerabilities categorized as critical, high, medium, and low. The competence of both 

File Integrity Monitoring (FIM) and Wazuh in detecting real-time changes in allocated directories, 

showed a very high effectiveness in the field of vulnerability management. 

For the second question on the role of XDR (Extended detection and response) to automate threat 

detection and response operating workflows and SIEM (Security information and event 

management), the research showed the ability of Wazuh to be integrated with the operating 

module. Wazuh proved that the perfect correlation of SIEM and XDR functionalities in detecting, 

recording, and responding to various intrusion patterns. Wazuh utilized the other external threat 

information services including VirusTotal and simulated the realistic attacks utilizing Atomic Red 

Team. In addition, the port scanning and SSH brute force attacks were performed using Kali Linux; 

the results showed that Wazuh can identify and mitigate threats through active response 

configurations The results, displayed on dashboard of Wazuh, enhanced the advanced 

functionality of threat response, clearly visualizing that Wazuh is the essential tool for automating 

and orchestrating security workflows in on-premises environments. 

Thanks to this study, a deep understanding of several fundamental issues of cybersecurity and 

functionality as a part of the Wazuh operational system was gained. While the requirement for 

continuous scanning as a part of vulnerability scanning and the immediate detection and 

addressing of risks through real-life action was proved by Wazuh. The accomplishment of FIM in 

Wazuh showed a firm way to track changes and preserve the integrity of files. This real time 

monitoring is highly important for detecting malicious alterations of data and maintaining the data 

integrity. Wazuh’s independent work with the other threat intelligence tools such as VirusTotal, 

helps maximize the threat detection and defense response. This versatility between security tools 

is prerequisite for any comprehensive defense approach. The Atomic Red Team utilized to 

simulate attacks provided useful information concerning the threat detection procedures of Wazuh 

and succeeded in revealing the capabilities of the tool to detect, analyze and respond to advanced 

threats. Ultimately, study results established Wazuh as an extremely secure tool for protecting 

cloud-based architecture and container environments. The characteristics include the ability to 

adapt to various environments and continuous improvement, make this tool even more secure in 

the future. 
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8.1 Future Opportunities 

Looking forward, the role of Wazuh in cybersecurity is set to grow tremendously in the light of the 

increasing complexity of the IT environments and advanced techniques used by cyber attackers. 

The migration to the cloud and containers as security model means new challenges and 

possibilities for Wazuh. The use of cloud services and container technologies become more 

established, the ability of Wazuh to adjust as well as the strong security features will be crucial in 

the protection of such infrastructures. Future research and development efforts should be aimed at 

improving Wazuh in these respects to ensure fully protected in any environment. This may involve 

increasing scalability, integrating with additional third-party applications, and boosting the 

intelligence response systems and mechanisms.  

Furthermore, the ever-changing threat environment requires that more regular updates and 

functionalities in Wazuh be introduced to the system to stay on top of possible new vulnerabilities. 

These findings especially highlight the necessity of versatile, open-source tools like Wazuh for 

cybersecurity positions in the future. In addition, Wazuh can keep up with the emerging security 

challenges and become a core element in securing digital assets in a rapidly connected world. 
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Appendix 1 

Appendix 1: Material management plan  

This thesis is based on practical and research-oriented techniques. In the thesis study, a 

diary is kept all the time in the local machine as well as OneDrive as a backed-up file. There 

has been regular back-up in the local machine to avoid any problem and used same file to 

write the whole thesis. As far as the technical information about the practical implementation 

concerns, there was not any company and third person involved to collect, analyse, or any 

survey results. Wazuh, an open-source tool was the core component during this study. In this 

analysis, all the testing and analysis results performed during this study are available in the 

Wazuh dashboard. In the dashboard, there were logs and events generated after the 

different tests performed. These logs and events data will be saved approximately one year 

after the certain tests performed. Hence, the results of these tests will be saved one year as 

the testing section was done in April 2024. 


