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The thesis topic is polyglots and their related cybersecurity risks. The goal is to 

explain what a polyglot file is, what can be done with it, and what common attacks 

hackers have made with it. This is a rarely discussed topic in IT security. The aim is 

to explain what kind of things polyglot files can be used for by hackers. Polyglot is a 

file that can be in multiple file formats at the same time. 

In the study, the author made polyglot files manually and by a tool used to make 

them. There is currently very little literature available on the topic, however, polyglot 

files security reports in the internet were researched. Polyglot files were tested on 

antivirus programs and end-users were questioned about their IT security and 

whether they can avoid risks with spyware or viruses. 
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Insinöörityöni aihe on hybriditiedostotyyppit ja niihin liittyvät tietoturvariskit. 

Tarkoitus on selittää mikä hybriditiedostotyyppi on, mitä sillä voi tehdä ja 

minkälaisia yleisiä hyökkäyksiä on sillä tehty. Tämä on tosi vähän puhuttu aihe 

ja haluisin ymmärtää, mitä asioita näillä voi tehdä. Kannattako avata 

tuntemattomalta ihmiseltä sähköpostin liitetiedostoja/linkkejä, Jos avaa 

tuntemattomalta tiedostoja/linkkejä, voi tulla tietokoneeseen viruksia tai antaa 

vahingossa jollekin salasanan. Hybriditiedosto on tiedosto, jossa on monta 

tiedostoa yhden tiedoston sisällä riippuen millä ohjelmalla avaa molemmat 

tiedostotyypit. 

 

Tässä insinöörityössä tutkin, miten hybriditiedostoja tehdään, mitkä ovat niiden 

tietoturvariskit ja miten voi suojata itseään hybriditiedostoilta. Teen näitä 

tiedostoja käsin ja valmiilla työkaluilla. Aineistoa tästä aiheesta ei löytynyt 

helposti mutta pikkuhiljaa löysin kaikki tarvittavat palapelin palat. Tutkin 

Internetistä hybriditiedostojen tietoturvaraportteja. Testaan hybriditiedostoja 

virustorjuntaohjelmalla. Kysyn loppukäyttäjiltä, mitkä ovat heidän 

tietoturvaosaamisensa ja osaavatko he välttää riskejä ja vaarasähköposteja. 
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1 Introduction 

The aim of this thesis is to provide a better understanding of file type security 

and polyglot files. [1] Polyglots are files that contain multiple file types in one 

file. The paper introduces the general knowledge about polyglot files from the 

end users’ perspective, as well as the security risk of polyglot files.  

 

As of now, polyglot files it is an underrepresented topic in IT security even for 

the most common types of files. Small bits of knowledge about this subject are 

dispersed around the internet, but there is no vital detailed information about 

this topic. Information about this topic is available for example as conference 

speeches [1,2], a Python program for forming polyglot files [3], and a Master’s 

thesis from the Norwegian University of Science and Technology [4]. 

 

An attack vector is a way for a hacker to get access to a network or device to 

exploit system vulnerabilities. The latest polyglot file attack vector was a 

Microsoft Office Remote Code Attack involving Windows 10, Windows 11, and 

Windows Server 2008-20H2 [5]. 

 

Related to the Microsoft Office Remote Code Attack Microsoft released a 

security fix that has lessened the impact. A DOCX file containing malicious 

HTML that loads a web page containing PowerShell code enables a hacker to 

execute code on the user’s machine [6]. 

2 Polyglot Files 

Every file has the program that you open it with. There are differences between 

programs depending on what device you open them with [7]. Computers can 

run the same file in Microsoft Word, Windows Mail, or Outlook Express with the 

same data, but the information can look different depending on the program that 

opens the file. It is easy for the hacker to trick you into opening the file with the 
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wrong program so that the data is reformatted to look like something else. This 

is known as a "Polyglot File". A Polyglot File looks like something it is not to the 

untrained eye, so you need a program that can properly identify what the real 

file is by reading it and then showing it to you. Antivirus software such as Norton 

Antivirus and McAfee Antivirus protects against this type of attack by using 

sandboxing technology which isolates the files so that they cannot harm your 

computer. It is a clever idea to keep all programs updated with the latest 

security patches to protect against this type of attack. 

 

For example, you open a PDF file on your phone. The pdf reader on your phone 

will read the JavaScript hidden in the pdf. The end user might not notice that 

this has happened. When the reader reads the JavaScript code it could install 

spyware or malware that could track your device’s information in the future [8].  

 

In adobe acrobat it used to execute automatically but nowadays the users gets 

a pop-up prompt asking for permission to run the script. 

This is possible because the JavaScript code may include erroneous and 

harmful material that can be used to get access to the device [7]. 

 

 

 

2.1 Example Polyglot (zip and pdf) 

Here is an example of a polyglot file that is both a zip and a pdf at the same 

time. According to the zip file standard, there are three records related to a 

basic zip file without any encryption. The first is a file record that contains 

information about the files in the zip. The second is a Zip Directory Entry 

containing the zip’s directory structure. Last is a Zip end locator which mostly 

has metadata [9]. 

 

Figure 1 shows the basic structure of a zip listed with their start and size of 

contents. 
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Figure 1. Three sections of a standard zip file 

Figure 2 is a file that contains 3 files: text file, a zip file, and a pdf file. In blue is 

the text file inside the zip file. in pink and yellow are the metadata for the zip file. 

In black is the pdf file. 

 

Figure 2. Zip File containing zip and pdf data 

Zip files use a lossless data compression algorithm, which means that the original 

files can be fully restored from the compressed ZIP file without any loss of data 

or quality. This is different from other types of compression, such as JPEG or 

MP3, which use lossy compression and may result in some data loss. 

Zip File records contain a signature, Version, Flags, COMP TYPE, File Time, 

File Date, CRC-32, compressed size, uncompressed size, filename length, 

extra field length, filename, and binary data of the file.  
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The zip signature is always 0x02014b50 and it contains the initials of the creator 

of PKZIP.  The Creator of PKZIP is Phil Katz. [11] Version is the zip standard 

needed to extract the file. The flag is a general binary bit purpose value. The 

compression method is a flag for if the file was compressed. 

The last mod file time and date contain when the file was modified last,  

CRC-32 is a checksum for the validation of the contents, Compressed size 

contains the compressed size of the file, Uncompressed size contains the 

uncompressed size of the file, File name length contains the length of the 

variable for the file name, Extra field length contains the length of the variable 

for the extra field, File name contains the name of the file, Extra field contains 

any extra values related to the file, Binary file data contains the compressed or 

uncompressed data of the file. 

 

ZIP Directory Entry contains a signature, Version, Flags, COMP TYPE, File 

Time, File Date, CRC-32, Compressed size, uncompressed size, filename 

length, extra field length, filename, and location of the file.  

 

The zip signature is always 0x08074b50, Version is the version the zip file was 

made, The flag is a general binary bit purpose value, The compression method 

is a flag for if the file was compressed, The last mod file time and date contain 

when the file was modified last, CRC-32 is a checksum for validation of the 

contents, Compressed size contains the compressed size of the file, 

Uncompressed size contains the uncompressed size of the file, File name 

length contains the length of the variable for the file name, Extra field length 

contains the length of the variable for the extra field, File comment length 

contains the length of the variable for the file comments, Which disk to extract 

the file to. Internal attributes of the file, External attributes of the file, Relative 

offset of the local header, the file name containing the name of the file, the extra 

field containing any extra values related to the file, and comments containing 

comments related to the file. 

 

The ZIP End locator simply denotes the end of the zip file [9].  
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Figure 3 shows an example of a ZIP FILE RECORD. 

 

 

Figure 3. Example Zip file details 

The PDF file contains six sections. PDFUnknown which contains the zip data, 

PDFHeader which tells the pdf program to start reading here, PDFComment 

contains Comments in the Pdf file, PDFObj contains the objects in the pdf file, 

PDFXref contains the list of external references like images, PDFTrailer 

contains Xref and other special objects [10]. 

Below (Figure 4) provides an example of the hybrid file opened as a pdf file. 

 

 

Figure 4. PDF file sections 

The output of zip/pdf file is provided in Appendix 1. 
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2.2 Malicious Attack Vectors 

File type combinations that can be used as an attack vector are listed below in 

Table 1: 

 

Table 1. attack vector list 

PDF/ZIP [7] 

ISO/PDF [1] 

HTML/JAVA/EXE/PDF [1] 

GIF/JS [11] 

PNG/JAR [12] 

JPG/JAR [12] 

 

The types of attack vectors are phishing emails, SQL injection, and zero-day 

exploits. Phishing emails are attacks that attempt to steal your money or to get 

confidential information like credit card numbers and passwords, using either 

fake websites or a keylogger installed on your computer [13]. SQL injection is a 

type of cyber-attack in which an attacker injects malicious code into a database 

through a web application. The attacker uses this technique to gain 

unauthorized access to the database, manipulate its data, or execute arbitrary 

commands on the underlying system [13]. A zero-day exploit is a software 

vulnerability that is unknown to the vendor or developer of the affected software. 

This means that the vendor or developer does not have a patch or fix available 

for the vulnerability and is unaware of its existence. Hackers use it to get access 

to operating systems, web browsers, or office applications. Software developers 

try to fix the vulnerability as soon as possible but end-users will install the 

update later and leave them vulnerable [14,15]. The first three on the above 
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table can pose a risk for the end-user in phishing emails. The last three pose 

risks for browser attacks or SQL injections. 

 

Desktop/Mobile Attack Vectors 

For Desktop/Mobile attacks Polyglot files overwrite the Desktop/Mobile 

applications files and achieve control over that specific app or install spyware 

that tracks you. They can be in multiple forms, for example, a zip containing a 

payload so it can overwrite the data of the application. To mitigate these risks, 

you should not open any unknown files that you receive in your email or private 

messages. Real-world examples of zip attacks are ZipSlip and ZipperDown 

both use path traversal attacks to overwrite files [16]. 

Zip Slip is a vulnerability in archive utilities including ZIP and TAR that allows an 

attacker to write files outside of the intended destination directory when 

extracting an archive. This can result in arbitrary file overwriting and allow an 

attacker to potentially execute malicious code on the affected system. When the 

archive utility fails to properly validate the file paths of the files being extracted, 

an attacker can create an archive with malicious file paths, causing the files to 

be extracted outside of the intended destination directory. This opens the door 

for an attacker to overwrite critical system files or install malware on the affected 

system. To protect against Zip Slip vulnerabilities, it is important to ensure that 

archive utilities are kept up to date with the latest security patches and to 

carefully validate the file paths of any archives being extracted. In addition, it is 

a good practice to extract archives in a controlled, isolated environment, rather 

than in a directory that is publicly accessible or that contains sensitive 

information. [16] 

Server/Browser Attack Vectors 
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Hackers use Polyglot files for Server and Browser exploitation by utilizing 

hidden source code inside the uploaded file sent to the server or uploaded on 

the browser. Server and Browser attack vectors are polyglot files that have 

hidden source code hidden inside the photo. Examples of use cases in these 

files that hackers exploit are remote code execution, SQL injection, cross-site 

request forgery, and cross-site scripting attacks. Cross-site scripting allows 

attacks to another site from another site by using a JavaScript payload. One 

example of A XSS attack was the self-retweeting tweet on TweetDeck. [17,18]  

Cross-site request forgery is a way to make fake requests without the user 

knowing. SQL Injection is an attack for hackers to gain access to the database. 

These files have JavaScript or PHP code hidden in a photo and uploaded to the 

server [19]. Hackers make these files look like normal photos but with hidden 

payloads inside of them for the server/browser [19]. To mitigate this, you should 

analyze and remove unsafe data from the files you get with an upload, and you 

should not run unsafe methods that give hackers access to your server. Fix 

your server configuration to be more secure against server code execution 

attacks [20]. 

 

3 Making Polyglot Files 

This chapter introduces two different ways of creating polyglot files, i.e. creating 

them with Mitra and creating them manually. For the sake of clarity and simplicity, 

the steps are detailed as if in a manual. 

3.1 Creating Polyglot Files with Mitra 

There are a couple of tools that can be used to generate polyglot files. Here, to 

provide an example, the most used one called Mitra was chosen. It is a tool for 

creating polyglot files created by Ange Albertini. Before you can create polyglot 
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files, you will need to have a programming language installed on your system. 

Here, Python is being used as the programming language for creating polyglot 

files. If you do not already have Python installed on your system, you will need to 

install it before proceeding. [3]. 

Installing Python 

If you have a Mac or Windows, open the Official python.org website and click 

Downloads. It will autodetect your system. Click Download and wait for the 

executable to download. The time of writing this was 3.11.0. Figure 5 shows the 

python.org website where you can download Python. 

 

Figure 5. Python Installation 

Once it is downloaded, run the installer, and make sure to check “add 

python.exe to path” and then click customize the installation. This will make 

sure you have Python added to your system path so you can use it in the 

terminal. See Figure 6. 
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Figure 6. Python installation part 1 

In this step make sure to check pip, tcl/tk. Once done with selecting optional 

features click next. Proceed with installation normally. This will make sure that 

you will have pip for installing Python packages whenever needed. [14] Figure 7 

shows an example of the installation process. 

.  

Figure 7. Python installation part 2 
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If you have Debian or ubuntu based Linux distro. Open terminal. Type sudo apt-

get install python3-pip -y and hit enter wait for the installation to finish. [15]. 

Figure 8 shows an example installation of python3-pip. 

 

Figure 8. Python installation Linux 
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Downloading Mitra 

Mitra is needed to be able to combine files. To download Mitra, open a web 

browser and navigate to github.com/corkami/mitra to download Mitra to your 

computer. Figure 9 illustrates the GitHub page for Mitra. 

 

 

Figure 9. Mitra GitHub 

Next, click the green button labeled “Code.” It will open a dropdown with options 

to download it in multiple ways. Once you have it on your computer, Mitra can 

be used to generate polyglot files from the command line. See Figure 10. 
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Figure 10. Mitra GitHub download action 

Before Mitra can be used to generate polyglot files, verify that pymupdf is 

installed to run the example below. Use python -m pip install --upgrade pymupdf 

to install pymupdf on your computer.  

How to use Mitra 

You use Mitra in the command line by typing python mitra.py [file1.extension] 

[file2.extension]. An example of using Mitra to generate pdf and 7zip polyglot is 

below in Figure 11.  

 

Figure 11. Using Mitra to generate a polyglot file 

 

The output of the example file is provided in Appendix 1.  
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3.2 Manually Creating Polyglot Files 

To make files manually you need to copy and paste the contents of the two files 

into one file using a text editor like notepad or nano. Figure 12 below shows the 

pdf file in raw format in a text editor.  

 

Figure 12. Text editor pdf file open 

Figure 13 below shows the zip file in raw format in a text editor. Now the files 

need to be combined into one file, so it becomes a polyglot file. 

 

Figure 13. Text editor zip file open 
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After the files are concatenated into one file it has become a polyglot file. As 

can be seen below in Figure 14, the combined polyglot file contains the pdf and 

zip file that was shown above. Highlighted in blue is the pdf file. 

 

Figure 14. Text editor polyglot file open 

Handcrafted and Mitra generated polyglot files are identical in structure. Mitra 

uses multiple methods of creating polyglot files such as concatenating and 

parasite. A parasite means a case when the file is hidden in other files’ 

metadata while concatenation means a case when they are placed one after 

another. Handcrafting polyglot files usually use concatenating files into one 

polyglot file. 

4 Structure of Sample Polyglot Files 

In this section 2 different polyglot files are explained in detail The two different 

polyglot files are a PDF/JAR and a PNG/ZIP, both of which are designed to 

contain multiple file types within a single file. 

4.1  PDF/JAR 

In previous Chapter 3 there is an example of a pdf file and a zip file combined 

into a polyglot file. You can use the same method for combining a pdf and jar 
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file into one polyglot file. Below in Figure 15, can be seen the making of the jar 

file from the java class files.  

 

 

Figure 15. Making a jar file 

Next, the pdf and jar files are combined into one file using Mitra. Mitra combines 

them as a pdf and a zip because a jar is a type of zip file. The main difference 

between JAR and ZIP files is that JAR files can contain metadata and be 

executed as programs, whereas ZIP files are simply used for data compression 

and archiving. Figure 16 shows an example of creating a polyglot file in Mitra.  

 

Figure 16. jar file in a pdf 

When opened in the 010 editor in Figure 17, it can be seen that the pdf file is 

combined, and fragments of the jar file are put in between empty parts. For 

example, from range 0090h to range 0220h. See Figure 17. 
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Figure 17. 101 editor jar in a pdf 

The output of this file provided is in Appendix 1. 

 

4.2 PNG/ZIP 

Next, a zip and png polyglot file is created. Figure 18 shows an example of 

creating a zip and png polyglot file using parasite hosting.  

 

 

Figure 18. Zip file in a png file 

When the polyglot file is opened in the 010 editor, only the png file can be seen 

because the zip file is hidden inside the data for the png file. Figure 19 shows 

an example of what it would look like.  
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Figure 19. 101 editor png file 

The output of this file is provided in Appendix 1. 

4.3 Summary  

In this section two different sample polyglot files were introduced. 

One was a PDF/JAR polyglot and the other was a PNG/ZIP polyglot.  

Both were created using mitra in the command line. 

Creating a PDF/JAR polyglot can have various motivations, including evading 

security measures, embedding malicious code within a seemingly innocuous 

document, or demonstrating vulnerabilities in software handling different formats. 

This type of polyglot demonstrates the flexibility and quirks of file format 

interpretation in various software systems. 

Similar to the PDF/JAR polyglot, creating a PNG/ZIP polyglot can serve purposes 

such as demonstrating the complexities of file format parsing, highlighting 

potential security vulnerabilities, or simply as an interesting technical challenge. 
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It showcases the intricate ways in which software handles and interprets the 

structure of different file formats. 

5 Examples of Malicious Polyglots 

When a user opens a malicious the following actions happen. First, it executes 

the hidden code and fetches the executable from the metadata of the file or 

from the internet. After that, it executes the executable, and the hacker can gain 

access to the victim’s computer using either a reverse shell or a remote desktop 

connection. In Figure 20 there is an example of actions that a reverse shell 

malicious polyglot created by a hacker does.  

 

 

Figure 20. Actions related to the opening file 

 

The image depicts four key actors: a user, a file, a hidden executable 

("Hidden.exe"), and a hacker. The user is shown as an individual interacting with 

their computer, while the file symbolizes digital data. "Hidden.exe" represents a 

concealed executable running in the background. A hacker, visually distinct, is 

seen initiating a remote connection to the user's computer through the hidden 
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executable. This portrayal illustrates the hacker's attempt to access the user's 

computer remotely, emphasizing cybersecurity concerns and hidden threats. 

5.1 PDF/PE 

The first example of a malicious polyglot is a polyglot pdf that executes a 

reverse TCP shell in the victim’s Windows computer for the 

hacker to be able to remotely control the victim’s computer.  A malicious pdf that 

will open a reverse TCP shell in the victim’s computer is created here. Kali 

Linux is a Linux based operating system that is specifically designed for 

penetration testing, digital forensics, and other security related tasks.  

 

Kali Linux is based on the Debian Linux distribution and is developed and 

maintained by the offensive security company Offensive Security. One of the 

key features of Kali Linux is its extensive collection of pre-installed security tools 

[22]. This allows users to perform various security tasks without having to install 

or configure the tools themselves. Kali Linux also includes several 

customization options, such as the ability to run multiple tools simultaneously 

and customize the interface and workflow to suit the user's needs. Kali Linux 

can be used in many ways. Here, the choice was made  to use it in a virtual 

machine. Kali Linux and Metasploit framework are used here to generate the 

polyglot file to use for the TCP reverse shell shown in Figure 21. In Metasploit 

the windows/fileformat/adobe_pdf_embedded_exe_no_js exploit was used to 

generate the pdf file with the exe payload in it. 
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Figure 21. Creating pdf in Kali Linux 

When opened in the 010 editor you see the payload highlighted in yellow in 

Figure 22. It generates a VBS file to execute the exe payload in the file. VBS, or 

Visual Basic Script, is a programming language that is used to create and run 

scripts on the Windows operating system. VBS scripts are typically written in 

plain text files with the .vbs file extension and can be executed from the 

command line or from other applications that support VBS.  

 

 

Figure 22. Creating pdf in Kali Linux 

There will be an antivirus warning related to the pdf by an antivirus program. 

Below in Figure 23, there is an example of an Avira warning. 
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Figure 23. Antivirus warning. 

VirusTotal is a website and online service that is owned by Google. It allows 

users to scan and analyze files, URLs, and other types of content for viruses, 

malware, and other types of malicious software. VirusTotal uses a combination 

of multiple antivirus engines and other tools to scan and analyze the submitted 

content and provides detailed results and information about any potential 

threats that are detected. Figure 24 below shows the results of the polyglot file 

run on virustotal.com. It was labeled as PDF Dropper. A PDF dropper is a type 

of malware that is disguised as a PDF file. When the file is opened, the dropper 

is activated, and the malware is installed on the victim's computer. PDF 

droppers are often used in targeted attacks, where the attacker sends a 

malicious PDF file to the victim through email or another method of 

communication.  This means that the pdf file creates another file and executes 

the other file on your computer.  
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Figure 24. Virustotal.com results. 

The Virustotal.com image displays an analysis report with a score of 36/63, 

indicating 36 antivirus engines flagging potential issues. The label "PDF 

Dropper" suggests the file is a malicious PDF document designed to distribute 

harmful content. This visual snapshot informs users about the file's risk level 

and classification, aiding in making informed decisions. 

 

5.2 WebM/PE 

WebM is a file type used for videos and audio. The next one is a WebM file that 

opens in vlc and leaves the victim’s computer vulnerable to an attack. Here, a 

polyglot webm that executes a reverse TCP shell in the victim’s Windows 

computer for the hacker to be able to remotely control the victim’s computer is 

detailed. A malicious webm that will open a reverse TCP shell in the victim’s 

computer is created. Kali Linux and Metasploit framework are used here to 

generate the polyglot file to use for the TCP reverse shell. In Metasploit the 

windows/fileformat/vlc_webm exploit was used to generate the webm file with 

the exe payload in it. Figure 25 illustrates the creation of the exploit in Kali 

Linux. 
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Figure 25. Creating video files with exe 

As can be seen below in Figure 26, the binary data for the webm file opened in 

101 editor. It is hidden in the webm file between video data. 

 

 

Figure 26. 101 editor webm file. 
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As can be seen below in Figure 27, the results of the webm file run on 

virustotal.com. It was labelled as a “Generic.Shellcode.marte.3”. This means 

that the file contains either PowerShell or windows command line code that 

executes a reverse shell connection to the hacker’s computer. 

 

 

Figure 27. Virustotal.com results. 

The image sourced from Virustotal.com portrays an analysis report indicating a 

score of 15/61, which implies that 15 out of 61 antivirus engines have identified 

potential issues within the file. It is categorized with the label "Generic Shellcode 

Marte 3," suggesting that the file falls under the classification of a generic 

shellcode, possibly related to the term "Marte 3." This visual representation 

succinctly communicates the file's perceived risk level and its classification, 

assisting viewers in assessing its potential security implications. 

5.3 Excel/PowerShell 

Here is an Excel shortcut file that executes PowerShell in the launch and 

downloads an executable from the hacker to open a reverse TCP shell to your 

computer. A reverse TCP shell is a type of network shell that is used to 

establish a connection from a remote server or host to a local client or machine. 

In a reverse TCP shell, the client machine listens for incoming connections on a 

specific port, and the remote server connects to the client through this port. This 

is the opposite of a typical TCP shell, in which the client initiates the connection 
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to the server. Figure 28 shows an excel shortcut PowerShell reverse shell 

exploit. 

 

 

Figure 28. Excel shortcut PowerShell exploit. 

 

Having explained two types of malicious exploits that use a reverse TCP shell, it 

is striking how easy it is to generate these attacks in Kali Linux. In general, it is 

important to use these tools responsibly and with caution, as generating 

malicious files can be illegal and can have serious consequences. It is also 

important to note that generating malicious files does not necessarily guarantee 

success in an attack, as the effectiveness of an attack depends on several 

factors, such as the security measures in place on the target system and the 

skill of the attacker. 

 

6 End User Survey 

 

140 end-users were asked about their IT security knowledge. The questions dealt 

with antivirus and general know-how about IT security. The survey included a 

variety of questions designed to collect data on the opinions, attitudes, and 

behaviors of the participants. The reason to conduct the survey was to get a 

better idea of the end-users’ knowledge about IT security overall. Table 2 below 

lists the questions used in the survey. 

 

The results of the survey provide valuable insights into the views and experiences 

of the participants. By analyzing the data collected through the survey, it was 
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possible to identify trends, patterns, and relationships that helped better 

understand the perspectives and experiences of the participants. 

 

In the following sections, the questions and results of the survey are presented 

and the implications of the findings are discussed. The data is presented in a 

clear and concise manner, using appropriate statistical analyses and figures as 

needed. Also, the limitations of the study are discussed and suggestions for 

future research are provided. 

 

6.1 Survey Questions 

As mentioned above, Table 2 lists the survey questions compiled to figure out 

the general view of end users regarding potential risks involved in files. 

Table 2. Survey Questions 

Question Question asked  Possible answers 

Q1 Is pdf document a 

security risk? 

0 or 1 

Q2 Is word document a 

security risk? 

0 or 1 

Q3 Is txt file a security risk? 0 or 1 

Q4 Score based on free 

form knowledge about 

IT security 

0-2 

Q5 Are you using an 

antivirus? 

0 or 1 

Q6 Antivirus name Listed below in Table 3 

Q7 Do you update your 

software? 

0 or 1 



28 

 

 

 

Table 3 is an addition to the survey questions listing the antiviruses addressed 

here. 

Table 3. Antivirus name list 

0 No 

antivirus 

1 McAfee 

2 Defender 

3 Kasper 

4 Avast 

5 F secure 

6 Freedome 

7 Elisa 

8 Gigantti 

9 Norton 

 

Table 4 is yet another addition to the survey questions listing the fields of study 

of the respondents. 

Table 4. Field of study list. 

0 Student 

1 Social/healthcare 

2 Engineering 

3 Master 

4 Business 

Q8 Can you protect your 

computer from hackers? 

0 or 1 

Q9 Field of study Listed below in Table 4 
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5 Design 

6 Architecture 

7 Science 

 

 

The data analysis part of this survey was made with Weka. Weka is a suite of 

machine learning software tools for data mining and data analysis. It is 

developed by the University of Waikato in New Zealand and is widely used in 

academic and research settings. Weka provides a range of algorithms for 

classification, regression, clustering, association rule mining, and visualization, 

and includes a graphical user interface for building machine learning models 

and conducting data analysis. It is written in the Java programming language 

and is available for free under the GNU General Public License [21].  

Google Forms is a survey administration software. This survey was conducted 

on Google Forms and exported to Weka for analysis.  

 

6.2 Survey Analysis Methods 

A decision tree is a diagram that represents the possible outcomes of a decision, 

along with the associated costs and benefits of each option. It is used to help 

make complex decisions and can also be used in machine learning algorithms to 

predict outcomes. Generally, it is best if the decision tree is small. This leads to 

a slimmer model and more accurate results. Survey data were entered into Weka 

after pre-processing it into multiple data points. It generates a decision tree to 

give common patterns in the data. Most people surveyed were confused by the 

terms antivirus and firewall. Despite their similarities, both provide protection in 

different ways. Firewall is a either hardware or software that secures your internet 

traffic while antivirus protects threats on process already running or about to run. 
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6.3 Survey Analysis  

The aim here was to explore the security aspects of polyglot files and end-

users’ knowledge of general IT security. Based on the survey results, it can be 

noticed that if the end-user did not use antivirus, they probably did not update 

their computer often or they were not well informed about IT security. Figure 29 

provides the results of the data analysis. Also based on the respondents’ fields 

of study (See Figure 30), people most likely to use antivirus were master’s 

students and the least likely to use antivirus were the architecture students. 

The rows of the decision tree are read as if statements. 

 

Here's an example of the decoding of Figure 29: There are two groups below q5 

= 0 and q5 = 1. In group one, q5 is 1 and q7 is 0, most likely q4 is 0 or 1 (if they 

don't update their software and answer incorrectly in security questions, they 

are less likely to protect themselves). Group two has a q5 of 0 and a q4 of 0, 

most likely a q7 of 0 (they may not use an antivirus or know if they are using 

one, and they may be familiar with security). 

 

 

Figure 29. Decision tree generated by Weka to analyse the survey results  
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The decision tree presents two primary branches: "q5" pertains to antivirus usage 

and has three subbranches, while "q7" relates to software update frequency and 

divides into two subbranches. This structure visually represents decisions on 

antivirus usage and software update habits, offering multiple pathways based on 

user responses. 

 

 

Figure 30 shows the categorization of the students' fields of study related to their 

IT security knowledge. 
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Figure 30. Decision tree generated by Weka to analyse student field of choice. 

The decision tree's central node splits into eight primary branches, with each 

branch representing a distinct study field classification. Furthermore, within each 

study field branch, there are subbranches that assess the level of IT security 

knowledge associated with that field. This detailed structure assists in 
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categorizing study fields while also considering the extent of IT security expertise 

relevant to each field. 

6.4 Survey Results 

Information technology has become an integral part of our lives, and the use of 

technology in education is increasing rapidly. However, with increased reliance 

on technology comes an increased risk of security breaches. To better 

understand the current state of IT security awareness and practices among 

university students, a survey was conducted to gather data on their perceptions 

of IT security threats and their preventive measures. The survey was conducted 

to university students in the Helsinki capital region in Finland with 140 participants 

from diverse academic backgrounds. The survey aimed to evaluate the level of 

information security awareness among university students in the capital region. 

The survey results revealed that a vast majority of the university students had 

limited knowledge about information security.  30% students study healthcare 

related disciplines, which further underscores the need for robust IT security 

training in these programs to ensure the confidentiality and privacy of healthcare 

data. 10% study engineering. 60% update their software regularly. 50% know 

how to defend themselves against malicious security threats. All engineering 

students know how to defend themselves against malware and apply preventive 

measures, given that software and system security are important components of 

their education. However, as the previously mentioned survey results indicate, 

not all university students possess sufficient IT security knowledge and skills. 

 

7 Summary 

In summary, polyglot files are a type of file that can be a valid file of more than 

one type. This can be useful for hackers because it allows them to hide 

malicious code inside a file that appears to be harmless. This makes it difficult 

to detect and defend against, making it a potentially dangerous tool in the hands 
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of hackers. Individuals and organizations need to be aware of this technique 

and take appropriate steps to protect themselves against it. This includes 

educating themselves on security best practices, using strong and unique 

passwords, regularly updating software and operating systems, and being 

cautious when clicking on links or downloading files from the internet.  

There are many other potential attacks that hackers can use polyglot files for, 

depending on the specific capabilities of the file and the goals of the attacker. In 

general, polyglot files can be used to deliver a malicious payload to a victim's 

computer without being detected, making them a potentially dangerous tool in 

the hands of hackers. End-users need to have a good understanding of security 

concepts and practices to protect themselves and their data from various 

threats and vulnerabilities. End-users who are knowledgeable about security 

are better equipped to identify and avoid potential risks, such as phishing 

attacks, malware, and other forms of online fraud. End-users should be familiar 

with basic security measures, such as using strong and unique passwords for 

their accounts, enabling two-factor authentication, and avoiding sharing 

personal or sensitive information online. They should also be aware of common 

security pitfalls, such as clicking on suspicious links or downloading files from 

untrustworthy sources. In addition to these basic security measures, end-users 

should also be knowledgeable about the security features and settings of the 

devices and software they use. This includes understanding how to enable and 

configure firewall and antivirus software, as well as how to use encryption to 

protect their data and communications. Overall, having strong security 

knowledge is essential for end-users to stay safe and secure online. It can help 

them to protect their personal and financial information, as well as to avoid 

falling victim to various forms of online threats and scams. 

 

Many people use the terms "antivirus" and "firewall" interchangeably, but they 

are quite different. While both are important tools for protecting your computer 

and network from threats, they serve different purposes and should not be 
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confused. An antivirus is a software program that is designed to detect and 

remove malware, such as viruses, worms, and Trojan horses. It works by 

scanning files and programs on your computer, looking for known patterns of 

malware. If it finds a potential threat, it will alert you and give you the option to 

remove it. A firewall, on the other hand, is a hardware or software program that 

acts as a barrier between your computer and the internet. It is designed to block 

incoming traffic that does not meet certain criteria, such as a specific IP address 

or port number. This helps to prevent unauthorized access to your computer 

and network and can also block outbound traffic that may be malicious. One key 

difference between antivirus and firewall is the type of threats they are designed 

to protect against. Antivirus is specifically designed to protect against malware, 

while a firewall is more general and can protect against a wider range of threats.  

For example, a firewall can block incoming traffic from a malicious website, 

while an antivirus would not be able to do this. Another significant difference is 

the level of protection they provide. Antivirus is designed to protect individual 

computers, while a firewall is designed to protect an entire network. This means 

that if a single computer on a network is infected with malware, the firewall will 

not be able to protect the other computers on the network from the infection. 

Despite their differences, antivirus and firewall are both essential tools for 

protecting your computer and network. It is important to have both in place to 

provide the best possible defense against a wide range of threats. If you are not 

already using these security measures, it is strongly recommended that you 

start doing so as soon as possible. 

If you accidentally open a polyglot file that is harmful you should take the 

following actions, disconnect the device from the internet, run an antivirus scan, 

review security measures currently in place and report it to authorities and 

security organizations. 
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Example files: 

Example zip/pdf file: 

https://drive.google.com/file/d/1LJ001y4_D2MjQOYVQnf_PjG2vcxFqJMq 

example 7z/pdf file: 

https://drive.google.com/file/d/19TmmWf8a3KoRr-bRY4en9NpvZ2A2tSV0 

example pdf/jar: 

https://drive.google.com/file/d/1niiPvtcJCTxUG2UKfDLUJUehwz-RNfnU 

example png/zip: 

https://drive.google.com/file/d/1dd7Me2E3wO9XRHd1Jthz7voBclHLvpcU 
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Data analysis files: 

Base data analysis file: 

https://drive.google.com/file/d/1-

C3ufLUlcjDRmUnPYnfpoXPWU9UYS59C/view?usp=share_link 

 

Binarized data analysis file: 

https://drive.google.com/file/d/1CJ_5vZbTVSqJ48EZmxtQMHvI-

evcErSd/view?usp=share_link 
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