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In today's era of technology, there are an abundant variety of integrated
sensors which range in a variety of low-cost sensors, which has encouraged the
demand for more advanced sensor performance. This thesis describes the
sensor in a much more detailed view which is the BME688 - which is capable of
sensing gas, pressure, humidity, and air quality. Followng to it, a project based
description on BME688 which inlcudes various hardware and software
components which highlights the use of the sensor.

The implementation of the project started from the hardware side comprising of
building the circuit, by connecting the ESP32 microcontroller with the BME688
sensor with male-female jump wires. Simultaneously, working on the software
side by integrating Raspberry Pi with the computer to download MQTT
Mosquitto Broker and Node-RED dashboard, through PuTTY software to keep
the files and data encrypted.

After the completion of the thesis project, all the published data were adequate,
the implementation done on the hardware side was also working efficiently, and
getting the right results in the correct range was also been observed. All the
hardware components were showing the best abilities to communicate with
each other. Discussing the software side, that was also very compatible and so
the data communication throughout the project was implemented easily.
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List of abbreviations

Abbreviation
BMEG688

ESP32

MQTT
Raspberry Pi
Mosquitto Broker
PuTTy

Node-RED

Explanation of abbreviation (Source)

BOSCH manufactured Al Gas sensor.
Microcontroller

Message Queuing Telemetry Transport
Single Board Computers

Open source message broker in MQTT protocol
Free open source terminal emulator

Programming tool for connecting nodes virtually



1 Introduction

In today’s rapid growth of technologies, various kinds of sensors have been built
and implemented to fetch data. As time has passed the focus has been more on
the accuracy of sensing the data. These sensors could be found everywhere,
the whole world is full of sensors and their applications. Ranging from your
mobile phones to smart homes all the devices are sensors, which transmit the
data at a defined interval of time. Sensors could be categorized by various
characteristics such as applications, the material used, energy consumption,

cost, eftc.

The main idea of this thesis is to communicate data using MQTT with BME688
sensor, which is been connected to the ESP32 microcontroller followed by
Raspberry Pi working on the backend side of the project. The project would be
following an MQTT protocol built in a Pub - Sub model with an established
MQTT broker which creates a bridge between the transmitter and receiver while
the sensor is in its working stage. The final data collected would be displayed in
a Node-Red dashboard, programmed in Arduino IDE. Specifically choosing
BMEG688 Gas sensor for this project as it is capable for sensing Gas, Humidity
and Pressure, which gives more options in it's applications. All the terms and

concepts would be explained in more detail in further theis review.

At the end, the thesis literature review is been divided into 5 chapters each
explaning the concepts used in this project in a detailed information.

The first chapter gives an introduction about the thesis idea and following to that
a thesis overview. Having an aim of illustrating all the complexities in a

understandable manner.

Second chapter gives a light on the hardware and software side of the project
which was used during the project. Giving all the technical knowledge and
expertise by explaining it more with pin layout diagram and screenshots of
downloading and using the software for the other side of the project.
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Third chapter is the implementation where all the approach and ideas are been

discussed, and then executed.

Fourth chapter shares the results occurred while testing it throughout the
process.

Fifth chapter concludes the thesis.
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2 Hardware and Software side of the project

This project comprises of two sections, hardware and software. In the hardware
side of the project many components are been used such as ESP-32,
Raspberry Pi, BME688 gas sensor, breadboard, jumpwires, ethernet cable, etc.
On the other section in the software side many softwares, dashboards, IDE
were been used. All the mentioned technologies above will be explained in

detailed view in the upcoming chapters.

2.1 ESP32

ESP-32 which is created by Espressif Systems is an SoC microcontroller
loaded with various modules which are Low-cost and Low in power
consumption. ESP-32 is the next generation of ESP8266 which is quite more
advanced and with much more features, as the ESP-32 has in-built Wi-Fi,
Bluetooth, and Bluetooth Low Energy(BLE). ESP-32 uses a Tensilica Xtensa
LX6 dual microprocessor which can operate with a frequency of up to 240mHZ.
ESP-32 microprocessor has a lot of in-built packages with a high level of
integrations such as-

e Antenna Switches
e Power Amplifier
e Low noise reception amplifier.[1]

above all the mentioned information and features, ESP-32's current usage is
less than 5uA.

Some important specs of the latest ESP-32 variant which make it a more

essential hardware component used in many projects are-
e Integrated SPI Flash - 4MB
e ROM - 448KB (For booting and core functions)

e Operating Voltage- 3.3V
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e Operating Current - 80mA(which is the average current)
e Operating temperature ranges - from - 40 degrees to 85 degrees
e On-chip-sensor-Hall Sensor

Due to its amazing built in features of Wi-Fi and Bluetooth, there is no need to
install external/separate packages which makes it a game changer in the
market. ESP-32 allows to access the Wi-Fi Access Point and the Station mode.
Its compatibility with the Internet Protocol (IP) such as - HTTP, MQTT, and

TCP/IP also makes it more advanced. [1]

For security purposes too, ESP-32 also supports HTTPS which makes the
transmission of data processes more secure and well-encrypted by both end
devices. The support is provided for various applications such as LTE, LoRa

Modules, etc.

Successful hardware like ESP-32 is also quite user-friendly as its programmed
codes can be run in various IDE such as ArduinolDE, PlatformlO, Micropython,

Espressif IDF( 10T Development Framework), etc.

A Mojority of the programmers use ArduinolDE as it's more efficient and
installing or importing packages from external sources is also quite easy. [1]
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Figure 1 ESP32 [1]

2.1.1 ESP-32 Pin Layout

The ESP-32 microcontroller IC is available with 48 pins QFN(Quad Flat No
Leads) in Figure — 2, package it is quite difficult to solder the IC on the PCB
board. ESP-WROOM-32 also contains a 4MB SPI Flash IC, a 40Mhz of
Oscillator, a PCB Antenna, and some other components for the microprocessor
to work. [3]

=
—
4
-

Figure 2 QFN(Quad Flat No Leads)

ESP-32 Peripheral components:-

e 34 Programmable GPIOs
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e 16 RTC GPIOs

e 18 12-Bit ADC channels

e 2 8-Bit DAC channels

e 3 UART Interfaces

e 3 SPI Interfaces

e 212C Interfaces

e 212S Interfaces

e 10 Capacitive Touch Sensing GPIOs

e 16 PWM Channels

GPIO - The most common and important peripheral is the GPIO. In ESP-32, 34

GPIO pins carry more than one function. [3]

SPI - The ESP-32 Wi-Fi has 3 slots including (SPI, HSPI, and VSPI). The SPI is

used for Flash Memory so we have two interfaces.

I2C - There are 2 12C pins in the ESP-32 which are assigned in pins SCL and
SDA. If using Arduino IDE then the default pins are-

SDA - GPI1021
SCL - GP1022

Interruption - All the pins in ESP-32 are very much capable of interruption.[3]
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Figure 3 ESP32 PinOut [2]
2.2 Raspberry Pi

A microprocessor which was founded in the year 2008 used to develop a
solution with low-cost maintenance, a compact credit-size card computer that
inspired many young coders to code and access. It's quite compatible with other
electronic devices such as it connects easily with computer monitors, and TVs

using a standard keyboard and mouse.

Working with raspberry pi has many advantages, as it can be programmed by
various programming languages like - Python, and Scratch. This small credit
size computer can do everything and anything which we expect from a Dekstop
computer. We can browse the internet, make spreadsheets, and much more. It
has skills to communicate with the outside environment and has been used like

an array of digital devices. [4]

Raspberry Pi was initially built for younger generations so that they could
program and can get familiar with the hardware component. Working with

Raspberry Pi, we can make many projects such as - home automation, building
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strong programming skills, use for industrial applications, and much more.
Currently, in the market there are quite a few models of Raspberry Pi which can

be operated in an open - source environment which is the Raspbian.
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Figure 4 Raspberry Pi
2.2.1 Applications of Raspberry Pi

Raspberry Pi's main motive was to amuse people with computing, electronics,
and programming. This microcontroller was so handy to use and it's fully loaded
component made advanced projects have easy approaches. Some mentioned

applications which are -

e Home Automation - The microcontroller is so compatible with other
devices such as relay sensors and light, smartphones, and computers.
The operator could access the system remotely.

e Al Assistant - It enables the language through its libraries from Google
Assistant SDK, as well as Google cloud speech.

e Live Bots - Live bot is a system that enables the user to handle the bots
based on Pi over the internet. [4]
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2.2.2 Pros and Cons of RaspberryPi —

Pros -

Cons -

Multiple Sensors:

Due to its multiple sensor compatibility, it can connect and support
various sensors at a time, which motivates many electronics
enthusiasts.

Supports all kinds of Codes - This board supports all kinds of codes of
any language which makes it more widely used in various fields of
technology whether it's Python, C, C++ or Java, etc.

It can also be used as a portable computer- If the user attaches a
display/monitor to the Raspberry Pi it can become a portable computer
and using various apps, sites and operating systems becomes
possible.

Fast Processor - Pi has a fast processor as compared to Arduino and
other microcontroller modules. Pi's 1.6GHz processor in its 4B
generation, on the other hand, Arduino is integrated into a controller
which makes Pi a much more faster and effective option.

Pi is so inexpensive and widely available that it can be used by many
developers around the world. [5]

There are some demerits of the microcontroller while using it as follow-

RTC - The board does not have an RTC (Real Time Clock) with a
backup battery.

Overheating - The board is been missed out on some heat conduction or
fan, with such a pwerfull processor and multiple features the board starts
heating up with an average usage of 6 - 7hrs. Compact size and missing
heating dispersion cause the board the heated up.

Not able to install Windows OS - The majority of the users use Windows
as an operating system because windows are so user-friendly, for video
editing and much more like software. Due to this reason, Pi has to
compete with many counter devices.

Missing Internal Storage - The major drawback of Raspberry Pi is that it
does not have internal storage for the device. Since uinserting, a SD
card acts as an internal storage for the device. [5]
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2.2.3 Raspberry Pi board Layout —

40 Pin General-purpose
input/output Header PoE HAT Header

Gigabit Ethernet

2.4/5GHz Wirless
Bluetooth 5.0
Micro SD Card Slot

2 x USB 3.0
2-lane MIPI DSI
display port

4-pole stereo audio

USB-C Power
Port 5V/3A

2 x micro HDMI 2-lane MIPI CSI
Figure 5 Raspberry Pi Pinout [6]

RaspberryPi 4Model B is the latest version of the raspberry pi which is much
more advanced and with more advanced features. It was manufactured in the
year 2019. Raspberry Pi runs a Debian - based operating system which is

referred to as Raspbian, it is provided by the Raspberry Pi foundation.
Raspberry Pi 4 specifications :

USB type -C power input port.

It has a standard 40 GPIO headers.

It has a 64-bit quad-core processor having cortex-A72 clocked at 1.5GHz.

It has a dual-band 2.4/5.0GHz, Wi-Fi, Bluetooth 5.0, 2 USB 3.0, and 2 USB 2.0
ports. [6]
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Figure 6 Raspberry Pi - 4

The Processor of RaspberryPi:

Model 4 has a much more powerful quad-core Cortex-A72, 64Bit CPU running
at a frequency of 1.5GHz, and a broadband VideoCore VI GPU running at
0.5GHz. It can also play 4K videos and 2HDMI outputs. Adding, a fully
functional Gigabit Ethernet interface and USB 3.0 port. [6]

GLOBAL_EN

Figure 7 Processor [5]
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Power Circuitry:

The Pi uses MXL7704 which was developed specifically for Raspberry Pi. The
chip reduces the complexity of the pi board and also produces more power to all
the areas to run with more power. In this model many components were

reduced, so the cost of this model also decreased. [6]

- -

FCC 1ID: 2ABCB
20953-RPI

M

Figure 8 Power Circuitry
There are 40 GPIO pins in raspberry pi 4. Which includes all types of pins like
PWM, MISO - MOSI,3V, and 5V power pin, TXD - RXD, and many other pins.

The board also has a separate connector for the camera module and display
module where you can attach a display of the camera to the pi board. It also

has a headphone jack for streaming audio. [6]
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Figure 8 GPIO Pins [6]

2.3 Sparkfun BME688 Sensor

The BMEG688 Sensor is a breakout that senses temperature, gas, humidity, and
barometric pressure. The gas sensor on the BMEG688 can detect a variety of
Volatile Organic Compounds (VOCs), Volatile Sulfur Compounds (VSC), and
other gases such as Carbon Monoxide, this sensor calculates in Parts Per
Billion (ppb) range. This sensor communicates via I12C or SPI, both 12C and SPI
pins are also broken out to standard 0.1 in spaced pins. Combining it with
precise temperature, humidity, and barometric pressure and the BME688 can
work as a completely standalone environmental sensor all in a 1 in. x1in.
breakout. [7]

Some important features of the BME688 Sensor: -
Operating voltage range:

e 1.7V-3.6V
e Typically 3.3V if using the Qwiic cable. [9]

Relative humidity:

e Operating range 0% to 100%

Turku University of Applied Sciences Thesis | Vinayak Chaturvedi



Resolution: +- 0.008% RH
Temperature

Operating range: -40C to +85C
Absolute Accuracy: +-1.0C
Resolution: 0.01C [9]

Pressure :

e Operating range: 300hPa - 1100hPa
e Absolute Accuracy: +-60Pa (0C to 65C)
e Resolution: 0.01C

e F1 score for H2S scanning: 0.92
e Standard scan speed: 10.8 sec/scan
e Sensor-to-sensor deviation: +-15% +- 15

Current consumption:

e 2.1pAto18mA
e 0.15 pA (sleep mode)
e 3.9mA in standard gas scan mode. [9]

ricfun -
Gos Sensor - BMMEGSS
Default ADR: Ox76

5 E cuD

- = - 3

Figure 9 Sparkfun BME688 Sensor
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2.3.1 Sparkfun BME688 Sensor Pin Layout

Power:

The BME688 sensor supplies a voltage between 1.71 to 3.6V. The power can
be supplied to the board either through dedicated GND pins which are located

on either side or in either one of the Qwiic connectors. [8]

Figure 10 Power Supply

Qwiic and 12C Interface:

The Environmental sensor BME688 Qwiic communicates over 12C by default. It
has routed the BME688's 12C pins to two Qwiic connectors as well as broken
them out to 0.1. [8]

Figure 11 Qwiic and 12C
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Serial Peripheral Interface (SPI)

Communicating over SPI requires more connections than 12C but it is more
versatile and can be much faster. To communicate with the BMEG688 Qwiic
board over SPI, users will need to cut the CSB and ADR jump wires. [8]

Figure 12 SPI

Solder Jumpers

The BMEG688 sensor has 4 solder jumpers which can be modified to alter the
functionality of the sensor. [8]

Power LED Jumper

The jumper connects the power LED to 3.3V via a 1k ohm resistor. This jumper
is usually closed so to disable the LED, serve the trace between the two pads.
This is quite helpful to reduce the total current draw of your breakout for low-

power applications. [8]

=
Figure 13 Power LED Jumper
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CSB Jumper

This jumper applies only to the BME688 Qwiic board. The CSB pin is pulled up
to VDDIO to configure the board for 12C communications by default.To
communicate with the sensor over SPI, the CSB jumper must be cut along with
the ADR jumper [8] .Once the CSB pin has been pulled low during SPI

communication, the sensor will communicate over SPI until there is a power

e
@m<scy

reset.

Figure 14 CSB Jumper  [8]

2.4 Bread board and Jumpwires

A breadboard is a widely used tool for test and designing a circuit, with no need
of soldering the components required. With working with the breadboard it is
quite easy to dismantle all the components and reuse them. It consists of an
array of conductive metal chips encased in a box of white plastic. A typical
breadboard layout consists of two types of the region which are called Strips.
Bus strips and Socket strips. The bus strip usually provides a power supply to
the circuit. It has two columns, one for ground and the other for voltage. Socket
strips are used to hold most of the components in a circuit, it consists of two
sections each with 5 rows and 64 columns. Every column is connected

electrically from the inside. [10]
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Figure 15 Breadboard

Jumpwires are simply wires that have a connector at each end, which allows
them to connect to two points without soldering. These jump wires are used with
breadboards and for other prototype tools, to change the circuit. These jump
wires come in various colors but they don't mean anything all the wires are the
same. There are two types of jump wires Male-Male and Female to Female
wires. Male wires have pins at the end and are been used to plug with other
components, while Female end does not and are used to plug into. [11]

~
—

;— =

Figure 16 Male - Male Jumpwires [12]
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Figure 17 Female - Female Jumpwires [12]
2.5 MQTT

MQTT stands for Message Queuing Telemetry Transport. It is a lightweight
messaging protocol for cases where clients need a small code and are
connected to unreliable networks for networks with limited bandwidth, it is
usually used with Machine-to-Machine communications and is often also used

with many loT-based projects. [13]

MQTT runs on a Pub/Sub model using TCP/IP topology. In this protocol, there
are two types of systems: clients and brokers. Which will be discussed in the
following chapters. MQTT is an event-driven protocol, there is no ongoing data
transmission, and this keeps transmission to a minimum. A client can only
publish data when there is information to be sent, and a broker only sends out

information to the subscriber when new data arrives. [13]

2.5.1 Message Architecture

MQTT minimizes its transmission with a tightly defined small message
construction. Every message has a fixed 2 bytes of header, and an optional
header may be used but it increases the size of the message. There are three
types of Quality of Service(QoS) levels that allow network designers to choose

between minimizing data transmission and maximizing reliability.
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QoS 0 - Offers a minimum amount of data transmission. With this level, each
message is delivered to a subscriber once with no confirmation. In this way, it is
not confirmed if the subscriber has received the message or not. This kind of
method is referred to as a "Fire and Forget" message or "at most delivery”. This
is assumed because that delivery is complete, these messages are not stored

for delivery to disconnected clients that later reconnect. [13]

QoS 1 - In this level of transmission the broker attempts to deliver the message
and then waits for a confirmation response from the subscriber. During the
specified time frame if the message is not received, the message is been re-
sent. Using this method the subscriber may receive the same message more
than once if the broker does not receive the subscriber's acknowledgment in

time. This process is referred to as "at least one delivery". [13]

QoS 2 - The client and broker use a 4-step integration process to ensure that
the message is received, and it has been received only once. This is also

referred to as "Exactly once delivery". [13]

For best communication systems QoS 0 is the best option, where the
communications are reliable and are limited. But where the communications are
unreliable and resource connections are not limited, then QoS - 2 is the best
option. Using QoS - 1 provides a sort of best-of-both-worlds solution but
requires that the application receiving the data knows how to handle duplicates.
[13]

2.5.2 MQTT Architecture

MQTT protocol runs on a TCP/IP using a PUBLISH/SUBSCRIBE model. In this
protocol, there are two types of systems- Clients and brokers. A broker is a
server that the clients communicate with. The broker receives the
communications from the clients and sends those communications to other
clients. But Clients do not interact directly with each other but connect to the

broker. Each client can be a Publisher or a subscriber. A client only publishes
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when there is information to be sent, and the broker only sends out information

to subscribers when the new data arrives.

Publish: 31°C
Topic: "Temp”™

ESP8266
+ Temperature Sensor

ESP8266

Figure 18 MQTT Architecture[14]

Diagram understanding about how MQTT protocol works with an example of
ESP8266 Sensor.

2.5.3 MQTT Broker

MQTT Broker is a central software entity in the MQTT architecture. It is a
lightweight protocol that supports the 1oT. MQTT is an intermediary entity that
enables MQTT clients to communicate. The broker receives messages
published by clients, filters the messages by topic, and distributes them to
subscribers. Using MQTT brokers to enable the Publish/Subscriber model helps
make MQTT a highly efficient and scalable protocol. [14]

There are two types of brokers:

1. Managed Brokers

2. Self - Hosted Brokers
Managed Broker - This doesn't require the user to set up anything on your
server to enable MQTT communication. Managed broker services allow the
user to host their hosted brokers in their systems. The best example is - AWS
0T Core.
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Self-Hosted Broker - As the name suggests self - hosted broker requires the
user to install the broker on the user's server with a static IP. The installation
process is quite user-friendly and is not difficult in managing, securing, and
scaling the brokers. There are many open-source implementations of MQTT

brokers like - Mosquitto, hivemq. [14]

2.5.4 Mosquitto Broker

Eclipse Mosquitto is an open-source (EPL/EDL) message broker that is
implemented in the MQTT protocol in limited versions. Mosquitto is lightweight
and is suitable for use on all devices from low-power single-board computers to
full servers. MQTT protocol provides a lightweight method of carrying out
messaging using a publish/subscribe model. This makes it more suitable for
Internet of Things messaging such as low-power sensors, mobile devices, and
microcontrollers. The mosquitto broker also provides a C library for
implementing MQTT clients and the most popular mosquitto_pub command line
for MQTT clients. [15]

()

mosauitfo

Figure 19 Mosquitto Broker [15]
2.6 Node-Red
Node-Red is a programming tool for writing together hardware devices, and
API's in new and different ways. It provides a browser-based editor that makes

it quite efficient to wire together flows using the wide range of nodes and diodes
in the palette that can be deployed to its runtime in a single-click. [17]
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Node-Red provides a flow editor-based editor that makes it quite easy to work
and understand the workings. Flows can then be deployed to the run time in a
single click. A built-in library allows you to save useful functions, templates, or
flows for re-use. Javascript functions can be created within the editor using a
rich text editor. The flow created in Node-Red is stored using JSON which can
be easily imported and exported for sharing with others. An online flow library

allows the user to share the flows. [18]

(=]
I »
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etsp0Sienocaanil BB FA B2 [ ———— Switch Lab Lamp
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Lab Fan
serial
etsp0S/enocean/) BB T6 EB ——_\—h——
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outputs v — sentiment Filter Positive Tweets
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Figure 20 Node-RED Working [18]

2.7 PuTTy Software

PuTTy is a free open-source software for Windows devices that gives users the
option to transfer data securely and safely. The client uses different kinds of file
transfer protocols such as SCP, SSH, and Rlogin to encrypt data and protect it

from unauthorized use. The tool comes up with a Command Line Interface for
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manipulating important functions. This program has the abilities of an SSH
terminal so that users can easily establish a connection and send data safely, it
also provides a Key Authentication. [19]

This software allows the users to connect to switches, mainframes, and servers
via SSH and serial clients. This software is quite handy, especially when
working using the public internet. It tunnels user sessions using different clients
like PSCP, and PSFTP. [19]

This program uses various protocols to ensure data doesn't fall into the hands
of hackers and is transferred to its destination without any interruptions. It's
quite easy to configure this for network connections, we can start specifying the
type of connection, destination, log file, and other details. The software offers
various settings that give better control over it. As a terminal emulator, the
program allows the user to host different operating systems on the device.
Moreover, the software is quite useful in running Android, Unix, Mac, and 10S.
[19]

It is free and open-source software is quite reliable and supports a wide range
of protocols for secure sharing and connections. PuTTy software offers many

features which make the whole process of working becomes easy.
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3 Implementation

The project is initiated from the hardware side, where publishing BME688
sensor readings (temperature, gas, humidity, pressure, and air quality) via
MQTT with the ESP32. All the published sensor readings will be displayed in
the Node-RED Dashboard as it supports the MQTT platform. The ESP32 is
programmed in Arduino IDE. MQTT protocol and the MQTT Mosquito broker
are installed on the Raspberry Pi board. An alternative way, if neglecting the
Raspberry Pi then download the MQTT broker on your computer, for example,
Cloud Broker.

“ MQTT BROKER ° ESP32

Node-RED

T e ——

TOPIC

Publish

1
esp/bme680/temperature ].
- :
Subscribe : '
’\ —_—— - }l[ esp/bme680/humidity ]
I
55.08

Publish

o Subscribe !
ressure ]
101420 hPa = =— — — P | esp/bme680/pressure ]

Publish

Gas
123.53 KOhm

o JENIIS S SN S —

Figure 21 Thesis Project Idea
This figure best describes the project and working of MQTT protocol. The figure

contains BME680 sensor which is same as BME688 sensor both belong to the

same family of sensors.
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3.1 Schematic Design of the Project

Discussing more in detail regarding the circuit of this project -

The GND pin in ESP32 is connected to the GND pin in the BME688 sensor.
The GND pin is for the output of an onboard voltage regulator. The pin can be
used to power supply the external components. GND is a ground pin of the
ESP32 development board.

The GPIO 22 pin in ESP32 is connected to the SCK pin in the BME688 sensor.
The ESP32 comes up with 2 internal 12C channels and also a default pair of
pins for the 12C communication protocol. The default 12C pins of ESP32 are -
SDA(GPIO 21) and SCL(GPIO 22). The SCK pin in the BME688 sensor is
Serial Clock, it sunders the SPI interface which is compatible with the SPI mode
"00" (CPOL = CPHA = "0") and mode "11" (CPOL = CPHA = "1"). The
automatic selection between the "00" and "11" is determined by the value of
SCK after the CSB falling edge.

The GPIO pin 21 in ESP32 is connected to the SDI of the BME688. As
discussed earlier the GPIO 21 PIN is the default I2C pin in the ESP32. While
the SDI in BMEG88 is the Serial Data Input, the data input/ output is in 3 wire

mode.

Figure 22 Working Circuit
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3.2 Working details on software side

While working with the software side of the project there are some libraries and

software to be installed before starting to work on this project.

Firstly, the ESP32 add-on library must be installed. In Arduino IDE go to Files >
Preferences.

@ sketch_jani13a | Arduino 1.8.19
File Edit Sketch Tools Help

New Ctri=N

Open... Ctri+=O

Open Recent >
>

Sketchbook

Examples > o Tun once:
Close Ctri+=WwW

Save Ctri=S

Save As... Ctri+Shift+S

run repeatedly:

Page Setup Ctri+Shift=P

Print Ctri+P
|
! Quit Cui+Q

Figure 23 Clicking add on library to install ESP32

Then Enter the following URLs into the Aditional Board Manager

https://raw.githubusercontent.com/espressif/arduino-esp32/gh-
pages/package esp32_index.json

Settings  Metwork

Sketchbook location:
Ci\Users\sarin'\Documents WArduino

Browse
Editor language: System Default ~ | {reguires restart of Arduino}
Editor font size: 17
Interface scale: B Automatic 100 % (%% (requires restart of Arduina)
Theme: Default theme - | (requires restart of Arduino)
Show werbose output during: [ | compilation [ upload
Compiler warnings: MNone i
B Display line numbers [_] Enable Code Folding
B verify code after upload [ Use external editor
B Check for updates on startup B save when verifying or uploading
[_] Use accessibility features
. Additional Boards Manager URLs:I https:/fraw .githubusercontent. comfespressif/arduino-esp32/gh-pages/package_esp32_index.json, htt EI
| More preferences can be edited directly in the file
C:Ysers\sarinYAppDataLocal\arduino 15 \preferences. txt
{edit only when Arduino is not running)
|
OK Cancel

Figure 24 Inserting a URL for downloading the ESP32
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Click OK! button.

Open the Board Manager and go to Tools > Boards > Board Manager

@ sketch_jan13a | Arduino 1.8.19
File Edit Sketch Tools Help
Auto Format Ctrl+T
Archive Sketch
sketch jan13a  Fix Encoding & Reload
vaid setupt) A Manage Libraries... Ctrl+Shift+l
AL Jouti sy Serial Monitor Ctrl+Shift+M
} Serial Plotter Ctrl+Shift+L
void loopl) { WIiFi101 / WiFiNINA Firmware Updater

// put your mi

Boards Manager...
Arduino AVR Boards >
ESP32 Arduino >
ESP8266 Boards (3.0.2) >

Upload Speed: "115200"

CPU Frequency: "240MHz (WiFi/BT)"

Flash Frequency: "80MHz"

Flash Mode: "QIO"

Flash Size: "4MB (32Mb)"

Partition Scheme: "Default 4MB with spiffs (1.2MB APP/1.5MB SPIFFS)"
Core Debug Level: "None"

PSRAM: “Disabled”

Port: "COM4"

Get Board Info

v vV v vV v v.v v v

Programmer >

Burn Bootloader

Figure 25 Selecting board from Board Manager

Search for the ESP32 and install it by "Espressif Systems".

Boards Manager >
Type [A
=sp32 by Espressif Systems P

Boards included in this package:
ESP32 Dev Module, WEMOS LoLin32.
More info

EETGEEEGEREE s (3/5). Downloaded 30,228kb of 125,719kb.

Figure 26 Installing ESP32 by Espressif Systems
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It might take a few seconds to install.

@ Boards Manager b4
Type All v |e5232 1
esp32

by Espressif Systems version 1.0.6 INSTALLED

Boards included in this package:

ESP32 Dev Module, WEMOS LoLin32, WEMOS D1 MINI ESP32.
More Info

Select version v Install Remove

Close

Figure 27 ESP32 Installed

Testing the installation process

Go to Tools > Boards > (In my system it shows "DOIT ESP32 DEVKIT V1").

&8 sketch_decl2a | Arduino 1.8.5
File Edit Sketch Tools Help

Auto Format Ctrl+T
Archive Sketch
sketeh_dect2 Fizx Encoding & Reload
1 wvoid s Serial Monitor Ctrl+Shift+M
2 P - Serial Plotter Ctrl+Shift+L n once:
i ) WiFi101 Firmware Updater
= Board: "DOIT ESP32 DEVKIT V1" A
6 void 1 Flash Frequency: "80MHz" Adafruit ESP32 Feather
7 = Upload Speed: "921600" [MmEEntl==Es
] Core Debug Level: "MNone” MH ET LIVE ESP32DevKIT
Sy Port: "COMA" MH ET LIVE ESP32MiniKit
Get Board Info ESP32wvn loT Uno
. DOIT ESP32 DEVKIT V1
Programmer: "AVRISP mkll" OLIMEX ESP22-EVE
Burn Bootloader OLIMEX ESP32-GATEWAY

ThaiEasyElec's ESPino32
M5Stack-Core-ESP32
Heltec_WIFI_Kit_32
Heltec_WIFI_LoRa_32
ESPectro32
Microduine-CoreESP32

Figure 28 Selecting board for testing the installation of ESP32
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Select the COM port in your Arduino IDE.

File Edit Skgch Tools Help
uto Format Ctrl+T
Archive Sketch

Fix Encoding & Reload

Serial Monitor Ctri+Shift+ M
-~ - Serial Plotter Ctrl+Shift+L

Blink__sketch

WiFi101 Firmnware Updater

2 Board: "DOIT ESP32 DEVKIT V1" >
5(//7 1€ Flash Frequency: "80MHZz" > 23
— . Upload Speed: "921600" >
O CconstYg
| T
7 ==

Port: "COM4"
2l D e = nTe

o ) INRRSNEGC S

Figure 29 Selecting COM4 port

Open the example by File > Examples > WifFi(ESP32) > WiFiScan

@ sketch_jan13a | Arduino 1.8.19
File Edit Sketch Tools Help

New Ctri+N

Open... Ctri+O

Open Recent >

ketchbook > [
Close TEW =S T ’
Save Ctrl+S F!rméta i
5 LiquidCrystal >

Save As... Ctrl+Shift+S
SD >

Page Setup  Ctrl+Shift+P Stepper >

Print Ctrl+P Temboo >
RETIRED >

Preferences Ctrl+Comma

Quit Ctrl+Q ArduinoOTA >
BluetoothSerial >
DNSServer >
EEPROM >
s 1 ETH_LANS720
ESks2 AsyncliD 1 ETH_LAN8720_internal_clock
ESP32 Azure loT Arduino >‘ ETH_TLK110
ESPrbNG j SimpleWiFiServer
bEaL = | WiFiAccessPoint
ﬁgzﬁl:dr:te ] WiFiBlueToothSwitch
HTTPUpdateServer )} WfFfCIfent .
NetBIOS 1 W!F!CI!entBas:c )
Preferences 3 WiFiClientEnterprise
SD(esp32) J WiFiClientEvents
SD_MMC ] WiFiClientstaticlP
SimpleBLE >} WiFilPve
SPI AEL L
SPIFFS
Ticker 1 WiFiSmartConfig
Update > WiFiTelnetToSerial
WebServer >! WiFiUDPClient

WPS

Figure 30 Selecting WiFi Modules
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A new Sketch window opens up in the Arduino IDE.

© WiFiScan | Arduino 1.8.19
File Edit Sketch Tools Help

$include "WiFi.h"
void setup()
{
Serial.begin(115200);

// Set WiFi to station mode and disconnect from an AP if it was previously connected

WiF
delay(100);

disconnect();
Serial.println("Setup done");

void loop()
{

Serial.println("scan start");

// WiFi.scanNetworks will return the number of networks found
int n = WiFi.scanNetworks();
Serial.println("scan done");
ifn=10) {
Serial.println("no networks found");
} else {
Serial.print(n);
Serial.println(" networks found");
for (int i = 0; i < n; ++i) {
// Print SSID and RSSI for each network found
Serial.print{i + 1);
Serial.pring(": ");
Serial.print (WiFi.SSID(i));
Serial.print(" (");
Serial.print (WiFi.RSSI(i));
Serial.print(")");
Serial.println((WiFi.encryptionType(i) == WIFI_AUTH OPEN)?" ":"*");
delay(10);

}

Serial.println("");

// Wait a bit before scanning again
Aal=w(8ANNY -
e s

Figure 31 New Sketch windows of WiFiScan

After the sketch opens press the Upload button, and the IDE compiles and
uploads the board.
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If everything went as expected then the following "Done Uploading" message

would appear.

DOIT ESP32 DEVKIT V1, 80MHz, 921800, None on COM4

Figure 32 Done Uploading

Open the serial monitor at a baud rate of 115200.

Press the ESP32 on board Enable button and see the networks available near
the ESP32.
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&% coma
| Send

scan done

2 networks found

1: MEO—-GZ0B4B (—49) %
2: MEO-WiFi (—50)

scan start

scan done

2 networks found

1: MECO—GZ0B4E (—48) *
Z2: MEO-WiFi (—49)

"

Autoscroll Both ML & CR. -~ 115200 baud -~ Clear output

Figure 33 Successfull working of ESP32 in COM4 Port

Installing Mosquitto Broker on Raspberry Pi OS with the help of PuTTy
software.

Before installing raspberry pi in windows, an SSH connection should be
established between the computer and the raspberry pi. SSH ( Secure Shell), is
a method of establishing communication with another computer securely. All
data sent via SSH is encrypted and it is based on a Unix Shell, so it allows the
raspberry pi files to remote machine by using terminal commands. This project
is been done on the Windows platform so PuTTy is the best choice to work with.

To download the PuTTy software browse through www.putty.org

Download PuTTy it is recommended to download the putty.exe file.
Run the putty.exe file to execute the software.

' > ThisPC > Downloads »

) putty.exe Date modified: 19-11-2022 14:47

=
v Z
Ci

~  Type: Application Size: 1.57 MB

Figure 34 PuTTy software download

Connecting to the Raspberry Pi via SSH
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When the PuTTy software is installed, power on the Raspberry Pi and follow the
procedure-
1. Open PuTTy
2. Select the options -
Host Name - raspberrypi (It is a default hostname).
Port 22
Connection type: SSH

#2 PUTTY Configuration ? x
Category:
= Session | Basic options for your PuTTY session
-~ Logging Specify the destination you want to connect to
—I- Terminal P Y
.. Keyboard Host Name (or IP address) Port
- Bell Faspberrypi 22
Features S
& Window Connection t}fe‘ -
- Appearance © ssH () Serial () Other: Telnet

- Behaviour
Translation
+-Selection

Load. save or delete a stored session

Saved Sessions

-~ Colours
[=-Connection
Data Default Settings Load
- Proxy raspberrypi
[+-SSH Save
- Serial
Telnet Delete
- Rlogin
-- SUPDUP
Close window on exit
() Always () Never Only on clean exit
About Help Cancel

Figure 35 Selecting hostname and connection type in PuTTy software

Click Open

When using it for the first time it might prompt a warning message, just ignore it
and simply Click, NO.

Now, the user has to enter the login credentials of the Raspberry Pi to set the
installation process.

In the new window type the username and hit Enter. While entering your
password, the characters won't be showing up.
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Figure 36 Logining as pi and password

After feeding your username and password there is a successfully established
SSH connection with the Raspberry Pi.

Now, coming back to installing the MQTT Mosquitto broker.

Open the Raspberry Pi terminal window.

£ pi@raspberrypi: ~ — O et

Figure 37 Opening of the Terminal window of PuTTy

Run the following command to upgrade the system:

sudo apt update && sudo apt upgrade

After writing the command, Press Y and Enter it might take some time to
update.

For installing Mosquitto type the following command-
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sudo apt install -y mosquitto mosquitto-clients

To make the MQTT Mosquitto Broker auto start bot the RaspberryPi and run the
following command

sudo systemctl enable mosquitto. service
With this, test the installation by running a simple command.
mosquitto -v

pi@raspberrypi: ~ - O X

nentation/authenticat

Figure 38 Mosquitto Broker version command

It will show the latest version of the Mosquitto broker is been installed.

That's how the MQTT Mosquitto broker is installed in Raspberry Pi.

Raspberry Pi IP Address

To use the Mosquitto broker for future projects, having Raspberry Pi IP address

is important, from this retrieving of data can be possible. To find the IP address
type the following command-

hostname -1
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Figure 39 Hostname to get the Raspberry Pi IP address

In this case, the Raspberry Pi IP address is 192.168.0.100. It’s better to save it

for future projects.

Now to see the data Node-RED dashboard comes into the picture, Installing
Node-Red dashboard on Raspberry Pi. Node-RED is a powerful open-source
tool for visual programming to build 10T applications. Node-RED runs on the
web browser and it uses visual programming that allows the user to connect
code blocks, which are known as Nodes. The nodes when wired together are

called Flows.

As established an SSH connection before with the RaspberryPi installing Node-

RED would be easy by following the command:

bash <(curl -sL https://raw.githubusercontent.com/node-red/linux-

installers/master/deb/update-nodejs-and-nodered)

Node-RED is installed by default on the Raspberry Pi OS(32-Bit). While
installing there would be few messages informing the user, just simply enter Y
and Enter to accept. The following messages will be to install Pi-specific nodes-
Press Y and Enter. Usually, it takes a few minutes to install Node-RED, in the

end, a similar window might be on the terminal window of the user.
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&2 pi@raspberrypi: Node-RED update

kkkkkkhkkkhkhkhhkhkhhkhkhhkhkhkik

Figure 40 Installation of necessary modules of Node-RED

After installing it is recommended to configure initial options and settings by

entering the following command:

node-red admin init
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node-red admin init

This tool will help you create a Node-RED settings file.

Settings file

Do you want to setup user security?
Username

Password

User permissions

Add another user?

The Projects feature allows you to version control your flow using a local git r
epository.

Do you want to enable the Projects feature?

Enter a name for your flows file
Provide a passphrase to encrypt your credentials file

Select a theme for the editor. To use any theme other than "default"™, you will
need to install @node-red-contrib-themes/theme-collection in your Node-RED user
directory. : t

Select the text editor component to use in the Node-RED Editor

Allow Function nodes to load external modules? (functionExternalModules)

Figure 41 Implementations of Sequence for Node-RED

After that, there would be a sequence of questions regarding how to implement,

security, file address, the theme of the editor, and installation of external

modules.

Now, after the configuration of the Node-RED is completed, all the settings are

saved on settings.js

The start of the Node-RED is done by running the following command:
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Program 8. Descriptive Name

node-red-start

e

[

=

[ S S
S N N S N NN N NI

Figure 42 Node-RED Start

Autostarting Node-RED on boot

To automatically run the Node-RED when the Pi boots up, run the following
command. In this case, as long as the Raspberry Pi is powered on Node-RED
will be running. This step saves a lot of time to restart the Node-RED.

sudo systemctl enable nodered.service

The access of the Node-RED dashboard can be run on port 1880. To access
the Node-RED open a browser and type the Raspberry Pi IP address followed
by 1880. In this project the IP address used is :

192.168.0.100:1880

To get the Raspberry Pi IP address type the following command:
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hostname -1

Figure 43 IP Address

After entering the RaspberryPi IP address followed by:1880 on the web
browser, the user gets access to the Node-Red login page.

=< Node-RED

Node-RED

Figure 44 Node-RED login page

These were the process of installing Node-RED dashboard on Raspberry Pi.
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gdefine WIFI_SSID "kAwkkhikin
#define WIFI_DASSWORD "*4iwikin

// Raspberry Pi Mosquitto MQTT Broker

g¢define MQTT HOST IPAddress(192, 1l€8, 0, 100)
// For a cloud MQTT breocker, type the domain name
//8#define MQTT HOST "example.com"

g¢define MQOTT PORT 13883

// Temperature MQTIT Topics

g¢define MQTT PUB_TEMP "esp/bme€S83/temperature"”
g¢define MQOTT PUB HUM "esp/bme€S8/humidity”
£loat gasResistance;

AsyncMgttClient mgttClient;
TimerHandle t mgttReconnectTimer;
TimerHandle t wifiReconnectTimer;

unsigned long previousMil
g¢define MQTT PUB_PRES "esp/bme¢82/pressure"”
g¢define MQTT PUB_GAS "esp/bmeEBBPgas"

Figure 45 Connection of Raspberry Pi and MQTT broker

// Variables to hold sensor readings

float temperature;

float humidity;

float pressure;lis = 0; // Stores last time temperature was published

const long interval = 10000; // Interval at which to publish sensor readings

void getBMEEBBReadings () {

// Tell BME€32 to begin measurement.

unsigned long endTime = bme.beginReading();

if (endTime = 0) {
Serial.println(F("Failed to begin reading :("));
return;

}

if (!bme.endReadingl()) {
Serial.println(F("Failed to complete reading :("));
return;

}

temperature = bme.temperature;

pressure = bme.pressure / 100.0;

humidity = bme.humidity;

gasResistance = bme.gas_resistance / 1000.0;

Figure 46 Getting BME688 readings
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void connectToWifi() {
Serial.println("Connecting to Wi-Fi...");
WiFi.begin(WIFI_SSID, WIFI_PASSWORD);

}

void connectToMgtt() {
Serial.println("Connecting to MQTT...");
mqttClient.connect();

}

void WiFiEvent (WiFiEvent t event) {
Serial.printf("[WiFi-event] event: %d\n", event);
switch(event) {
case SYSTEM EVENT STA GOT IP:
Serial.println("WiFi connected");
Serial.println("IP address: ");
Serial.println(WiFi.localIP());
connectToMqtt();
break;
case SYSTEM EVENT STA DISCONNECTED:
Serial.println("WiFi lost connection");
xTimerStop (mgttReconnectTimer, 0); // ensure we don't reconnect to MQTT while reconnecting to Wi-Fi
xTimerStart (wifiReconnectTimer, 0);
break;

Figure 47 Connection of the WiFi
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long currentMillis = millis();

ry ¥ number of seconds (interval = 10 seconds)

'y publishes a new MQTT message
if (currentMillis - previousMillis >= interwval) {
/ Save the last time a new reading was published

previousMillis = currentMillis;

getBMEESSReadings (),
Serial.println();
al

Serial

"Temperature = %.2£f °C \n", mperature);

¥):

", pressure);

rintf("Gas Resistance = %.2f KOhm \n", gasResistance);

"Humidity = %.2f % \n'
Serial "Pressure = %.2f hPa \

Serial.p

// Publish an MQTT message on topic esp/bmec88/temperature

] (MQTT_PUB_TEMP, 1, true, String(temperature).c_str());
1t£ ("Publishing on topic %s at Q 1, packetId: %i", MQTT PUB TEMP, packetIdPubl);
ture);

€_t packetIdPubl = mgttClient.pub

Serial.printf("Message: %.2f \n", temp
// Publish an MQTT message on topic esp/bmec28/humidity

1é_t packetIdPub2 = mgttClient.p 1(MQTT_PUB_HUM, 1, true, String(humidity).c_str());
1t£ ("Publishing on topic %s 0S5 1, packetId %i: ", MQTT PUB HUM, packetIdPub2);

vii

Serial.printf("Message: %.2f \n", humidit
// Publish an MQTT message on topic esp/bmec88/pressure

1é_t packetIdPub3 = mgttClient.p (MQTT_PUB_PRES, 1, true, String(pressure).c_str());
1t£ ("Publishing on topic %s at QoS 1, packetId %i: ", MQTT PUB_PRES, packetIdPub3);
printf("Message: %.2f \n", pressure);

// Publish an MQTT message on topic esp/bme€88/gas

L1eé_t packetIdPub4 = mgttClient.pub (MQTT_PUB GAS, 1, true, String(gasResistance).c_str());
1tf ("Publishing on topic %s at QoS 1, packetId %i: ", MQTT_PUB_GAS, packetIdPub4);
Serial.printf("Message: %.2f \n", gasResistance);

Figure 48 Getting readings from BMEG688 after regular interval

In the above mentioned of the codes from the project symbolises the fact of how
the MQTT broker, Node-RED is been installed in the Raspberry Pi with an
established IP address. Following to it in the code all the measurements are
been specified to get an adequate data with correct scientific units. The code
also describes the connection of the WiFi with the BME688 sensor, where the
connection can be established and disconnected. In the last part of the code , Is
the section were the code is programmed to get all the readings from the
sensor.Publishing of the data in the Node-RED dashboard to get a proper visual

of the sensed data.
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4 RESULT

After the completion of the thesis project, the goal is achieved by showing the
data communication using MQTT with the BME688 sensor. Below in figure 49,
the observation can be made that the BME688 sensor is sensing the data
accurately and publishing it in the serial monitor of the Arduino IDE. Where the
sensor first connects to the Wi-Fi and then shares the IP address through which
we can access the node-Red dashboard for better data visualization. Following
it, the temperature, humidity, pressure, and gas data can be shown and lastly,

the MQTT acknowledges the publishing of the data.

@ com4

[WiFi-event] event : /
WiFi connected

IP address
192.168.0.100

Connecting to MQTT
Connected to MQTT

Session present : 0

Temperature = 18.33 °C
Humidity = 44 .64

Pressure = 989.78 hPa

Gas Resistance = 76.87 KOhm

Publishing on topic esp/bme688/temperature at QoS 1, packetld : 1Message: 18.33
Publishing on topic esp/bme688/humidity at QoS 1, packetld 2: Publish acknowledged packetid: 1
Message : 44.64

Publishing on topic esp/bme688/pressure at QoS 1, packetld 3: Publish acknowledged packetid: 2
Publish acknowledged packetld: 3
Message: 989.78

Publish on topic esp/bme688/gas at QoS 1, packetid 4: Publish acknowledged packetld: 4
Message: 76.87

Autoscroll [ Show timestamp

Figure 49 Serial monitor result published

Newdine
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In figure 50 observations can be made regarding how the connection is made
and showing how the Node-RED dashboard virtually connects the components

and subscribess back the data to the user.

esp/bme688/temperature Temperature
4
esp/bme688/humidity Humidity
4
esp/bme688/pressure Pressure
m }
esp/bme688/gas Gas
=

Figure 50 Node-RED Connection

Lastly, a distinct image of the complete circuit which is been in use for the
implementation of the project. The ESP32 is powered on and the connection
with the BME688 sensor with the specific pins through which all the data is
been sensed is the goal of the thesis project. Raspberry Pi is also in action
where it is responsible for the installations of the software which is the Node-

RED and Mosquito Broker.
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Figure 51 Circuit implementation
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5 CONCLUSION

The main idea of this thesis is to show the data communication using MQTT
with BME688 sensor Gas Al sensor developed by BOSCH. The BME688
sensor is so well equipped that sensing gas, pressure, humidity and air quality
data becomes possible to achieve. Transmitting the data from the sensor with
ESP32 microcontroller programmed in Arduino IDE, as installing all the
necessary libraries and modules becomes easy to handle. The thesis project is
obeying a certain and most important protocol, MQTT- which is mainly used in
IoT projects and also helps the messages to be encrypted as the data
transmitting is not in high quantity. After all the data has been sensed from the
real environment, it is displayed in the Node-RED dashboard. Node-RED is a
very powerful open-source for developing loT applications. It runs on a web
browser and uses a virtual programming experience which allows the user to
connect with the nodes. The MQTT Broker(Mosquitto) is installed in Raspberry
Pi and also the Node-RED dashboard.The results achieved is also success ,
the BME688 was able to send the data. To communicate with the Raspberry Pi
via SSH PuTTy software was been implemented to install, PuTTy uses SSH
connection as a method of establishing a communication with another computer
more securely. All the data sent via SSH encrypted and also PuTTy also allows

to access the Raspberry Pi files from a remote machine by terminal commands.

Turku University of Applied Sciences Thesis | Vinayak Chaturvedi



55

References

1. www.tutorialspoint.com. (n.d.). Introduction to ESP32. [online] Available
at:

https://www.tutorialspoint.com/esp32 for iot/esp32 for iot introduction.
htm#

[Accessed 20 Dec. 2022].

2. Electronicshub.org. (2023). [online] Available at:
https://www.electronicshub.org/wp-content/uploads/2021/02/ESP32-
Pinout-1.jpg

[Accessed 20 Dec. 2022].

3. Electropeak. (2021). Full Guide to ESP32 Pinout Reference: What GPIO Pins
Should We Use? [online] Available at: https://electropeak.com/learn/full-
guide-to-esp32-pinout-reference-what-gpio-pins-should-we-
use/#:~:text=The%20ESP32%20comes%20with%202%20internal%2012C%20c
hannels

[Accessed 21 Dec. 2022].

4. www.raspberrypi.com. (n.d.). Raspberry Pi Documentation - Computers.
[online] Available at:
https://www.raspberrypi.com/documentation/computers/.

5. Pi Day. (n.d.). Applications of Raspberry Pi. [online] Available at:
https://www.piday.org/interesting-applications-of-raspberry-pi/
[Accessed 22 Dec. 2022].

6. Admin (2022). Raspberry pi pico pinout diagram datasheet specifications.
[online] Available at: https://mechtrician.com/raspberry-pi-pico-pinout-
diagram-datasheet-
specifications/#:~:text=Raspberry%20pi%20pico%20pinout%20diagram%20%
28source%3Ahttps%3A%2F%2Fdatasheets.raspberrypi.com%2F%29%20Ther
e%20are

Turku University of Applied Sciences Thesis | Vinayak Chaturvedi


https://www.tutorialspoint.com/esp32_for_iot/esp32_for_iot_introduction.htm
https://www.tutorialspoint.com/esp32_for_iot/esp32_for_iot_introduction.htm
https://www.electronicshub.org/wp-content/uploads/2021/02/ESP32-Pinout-1.jpg
https://www.electronicshub.org/wp-content/uploads/2021/02/ESP32-Pinout-1.jpg
https://electropeak.com/learn/full-guide-to-esp32-pinout-reference-what-gpio-pins-should-we-use/#:~:text=The%20ESP32%20comes%20with%202%20internal%20I2C%20channels
https://electropeak.com/learn/full-guide-to-esp32-pinout-reference-what-gpio-pins-should-we-use/#:~:text=The%20ESP32%20comes%20with%202%20internal%20I2C%20channels
https://electropeak.com/learn/full-guide-to-esp32-pinout-reference-what-gpio-pins-should-we-use/#:~:text=The%20ESP32%20comes%20with%202%20internal%20I2C%20channels
https://electropeak.com/learn/full-guide-to-esp32-pinout-reference-what-gpio-pins-should-we-use/#:~:text=The%20ESP32%20comes%20with%202%20internal%20I2C%20channels
https://www.raspberrypi.com/documentation/computers/
https://www.piday.org/interesting-applications-of-raspberry-pi/
https://mechtrician.com/raspberry-pi-pico-pinout-diagram-datasheet-specifications/#:~:text=Raspberry%20pi%20pico%20pinout%20diagram%20%28source%3Ahttps%3A%2F%2Fdatasheets.raspberrypi.com%2F%29%20There%20are
https://mechtrician.com/raspberry-pi-pico-pinout-diagram-datasheet-specifications/#:~:text=Raspberry%20pi%20pico%20pinout%20diagram%20%28source%3Ahttps%3A%2F%2Fdatasheets.raspberrypi.com%2F%29%20There%20are
https://mechtrician.com/raspberry-pi-pico-pinout-diagram-datasheet-specifications/#:~:text=Raspberry%20pi%20pico%20pinout%20diagram%20%28source%3Ahttps%3A%2F%2Fdatasheets.raspberrypi.com%2F%29%20There%20are
https://mechtrician.com/raspberry-pi-pico-pinout-diagram-datasheet-specifications/#:~:text=Raspberry%20pi%20pico%20pinout%20diagram%20%28source%3Ahttps%3A%2F%2Fdatasheets.raspberrypi.com%2F%29%20There%20are
https://mechtrician.com/raspberry-pi-pico-pinout-diagram-datasheet-specifications/#:~:text=Raspberry%20pi%20pico%20pinout%20diagram%20%28source%3Ahttps%3A%2F%2Fdatasheets.raspberrypi.com%2F%29%20There%20are

56

[Accessed 23 Dec. 2022].

7. www.sparkfun.com. (n.d.). SparkFun Environmental Sensor - BMIE688
(Qwiic) - SEN-19096 - SparkFun Electronics. [online] Available at:
https://www.sparkfun.com/products/19096.

8. learn.sparkfun.com. (n.d.). SparkFun Environmental Sensor Breakout -
BMEG68x (Qwiic) Hookup Guide - SparkFun Learn. [online] Available at:
https://learn.sparkfun.com/tutorials/sparkfun-environmental-sensor-
breakout---bme68x-gwiic-hookup-guide/all

[Accessed 23 Dec. 2022].

9. community.bosch-sensortec.com. (2021). BME688 and ESP32 driver
compatibility. [online] Available at:
https://community.bosch-sensortec.com/t5/MEMS-sensors-forum/BME688-
and-ESP32-driver-compatibility/td-p/23969

[Accessed 24 Dec. 2022].

10. Engineers Garage. (2019). What is Breadboard? [online] Available at:
https://www.engineersgarage.com/what-is-breadboard/.

11. Wiltronics. (2022). What Are Jumper Wires: Know by Colour, Types and
Uses. [online] Available at: https://www.wiltronics.com.au/wiltronics-
knowledge-base/what-are-jumper-wires/.

12. Hemmings, M. (2018). What is a Jumper Wire? [online]
blog.sparkfuneducation.com. Available at:
https://blog.sparkfuneducation.com/what-is-jumper-wire.

13. www.paessler.com. (n.d.). What is MQTT? Definition and Details. [online]
Available at: https://www.paessler.com/it-explained/mqtt.

14. www.catchpoint.com. (n.d.). The Complete MQTT Broker Selection Guide.
[online] Available at:

Turku University of Applied Sciences Thesis | Vinayak Chaturvedi


https://www.sparkfun.com/products/19096
https://learn.sparkfun.com/tutorials/sparkfun-environmental-sensor-breakout---bme68x-qwiic-hookup-guide/all
https://learn.sparkfun.com/tutorials/sparkfun-environmental-sensor-breakout---bme68x-qwiic-hookup-guide/all
https://community.bosch-sensortec.com/t5/MEMS-sensors-forum/BME688-and-ESP32-driver-compatibility/td-p/23969
https://community.bosch-sensortec.com/t5/MEMS-sensors-forum/BME688-and-ESP32-driver-compatibility/td-p/23969
https://www.engineersgarage.com/what-is-breadboard/
https://www.wiltronics.com.au/wiltronics-knowledge-base/what-are-jumper-wires/
https://www.wiltronics.com.au/wiltronics-knowledge-base/what-are-jumper-wires/
https://blog.sparkfuneducation.com/what-is-jumper-wire
https://www.paessler.com/it-explained/mqtt

57

https://www.catchpoint.com/network-admin-guide/maqtt-broker.

15. Eclipse Mosquitto. (2018). Eclipse Mosquitto. [online] Available at:
https://mosquitto.org/.

16. www.catchpoint.com. (n.d.). The Complete MQTT Broker Selection Guide.
[online] Available at:
https://www.catchpoint.com/network-admin-guide/mqtt-broker.

17. OpenlS Foundation (2019). Node-RED. [online] Nodered.org. Available at:
https://nodered.org/.

18. Noderedguide.com. (2010). Node RED Programming Guide —
Programming the loT. [online] Available at: http://noderedguide.com/.

19. Softonic. (n.d.). PuTTY. [online] Available at:
https://putty.en.softonic.com/.

Turku University of Applied Sciences Thesis | Vinayak Chaturvedi


https://www.catchpoint.com/network-admin-guide/mqtt-broker
https://mosquitto.org/
https://www.catchpoint.com/network-admin-guide/mqtt-broker
https://nodered.org/
http://noderedguide.com/
https://putty.en.softonic.com/

