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ABSTRACT

The purpose of the thesis was to create a proof of concept for the commissioning party. This
solution is for an application that will be used for booking a waiting room. This includes creating
the web API, creating the application for the tablets in front of the waiting rooms, the
communication and security between the application and the web API. The commissioning party is

a company in Belgium called Tobania. It is a business and technology consulting company.

To create this proof of concept, many studies, videos, and blogs have been used. The results of
these researches have been combined to form an argument for each option, which then was
discussed with the supervisor. After the discussion, the solution was then added to the proof of

concept.

This resulted in an acceptable proof of concept which can later be used in the company, to create

this application.
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1 Introduction

This thesis aims to create a proof of concept which can be used in future development. The result

should be easy to read and use.

Tobania is the leading Belgian Business & Technology Consulting firm, Tobania guides companies
through their digital business transformation. Their professional employees will help other

companies with their transformation programs.

The topic was suggested by Anton Kirschhock who works for Tobania as a developer. Anton asked
around in the company if there were any projects suitable for the author. Finally, three proposal
projects were set. The first proposal was this project which was suggested by the IT department.
The second project was to update the user interface for one of their applications. The last project
was to create a virtual reality application that would show the inside of Tobania so clients can walk
around and see it for themself. This was suggested by the marketing department. The first option
was chosen, this was the most appealing project to me because it was a combination of different

aspects of IT.

The following research questions were set:

How is the security going to be between the tablet and the web application programming

interface (API)?

How is the communication going to work?

What is the architecture going to look like?
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2 The proof of concept

A proof of concept is an exercise to check the design plan or assumption. The main objective of
creating a proof of concept is to demonstrate the functionality and to verify an explicit concept or
theory that may be achieved in development. In order to form the proof of concept, everything
ought to be looked at step by step. The big questions should be what the project requires and

what the options are to reach these goals. ( Singaram Muthu, Prathistha jain, 2018)

2.1 Hardware

2.1.1 Raspberry Pi

A big plus is that it is easy to repair and maintain since the screens need to be built by the
company. The components will be cheaper than the components for Android tablets. This
solution would also be more beneficial to distribute this to other companies. A Raspberry Pi tablet

would also be better if Tobania wants to expand the functions of the tablet.

Besides this, Tobania does not own any screens powered by Raspberry Pi. This would mean the
company has to order the screens and additional components. It will also take more man-hours
and Tobanie would need someone who specializes in Raspberry Pi projects. This solution would be

overkill for the project.

2.1.2 Android tablet

At the moment, the company has Android tablets in stock, so cost-related this would be the best
solution. An Android tablet would also satisfy the needs of the customer. It is also very easy to
work with. When there is a problem with the hardware of the tablet, it is more difficult to repair it.
The tablets already have a batch reader attached to them so there is so no extra materials need to
be bought. Android tablets are cost-effective and were considered satisfactory for the

client/customer.
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2.2 Software development kit

2.2.1 Flutter

Created by Google, Flutter is a cross-platform open-source software development kit (SDK) to
build apps for iOS & Android. Apps and interfaces created with flutter are built from a single
codebase, compiled onto native arm code, use the GPU, and might access platform APls and
services. Even though it is the newest SDK, Flutter had become a favourite for developers. (Jelvix,

2020; Von Der Howen Georg, 2020)

The author has no experience with flutter. After working with the SDK, the author decided that

this will not be used for the project.

Experience

Visual Studio Code was used as the source-code editor for this project. There were a lot of
problems setting everything up. There needed to a lot of things download before it could even
start, which took a lot of time, and time is very precious for a developer. When it comes to using
Flutter there were no major complaints. There had to be some research done from time to time
on how this environment works but that is very common with a new tool. The result worked but
there were some bugs that the author could not solve in the given time. Overall It was a good first

try with an uneven start.

Pros

e Flutter supports hot reload, which works by injecting updated source code files in the

running Dart Virtual Machine.

e Flutter permits building native interfaces without preparing two apps.

e All elements have a clear hierarchical structure.

Cons
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e While dart is inspired by JavaScript, it is still a new language.

e If thereis a need to build a complex interface the performance will drop instantly.

e If the app’s activity stops Flutter does not conserve the data of it anymore.

2.2.2 Xamarin

Xamarin is Microsoft’s technology for creating native mobile applications. It can be used for
Android applications, iOS applications, and Universal Windows Platform (UWP) applications. It
uses .NET and C# to create these apps. For this project, the decision was made to use
Xamarin.Forms. It uses Model View ViewModel (MVVM) which is a design pattern. (AltexSoft,
2018)

Because of the author's experience with MVVM from previous projects, no problems occurred
when using it. The author's preference would go to Xamarin. A big factor in the decision was also
the author's prior knowledge of C# and eXtensible Application Markup Language (XAML) which

will make the programming part easier and faster.

Experience

Visual Studio was used as the source-code editor for this project. Since Xamarin comes with Visual
Studio it only needed to be downloaded and everything was ready. Because of the author's
experience, the application was created fast. The result was that the application was less

advanced than the Flutter one. This was mostly because of time. Overall it was a good experience.

Pros

e There are only three components needed to create apps in Xamarin. There needs to be
knowledge about C#, .NET and the computer needs to have Visual Studio with Xamarin

installed.

e Xamarin apps have a better performance level compared to other cross-platforms SDK’s.
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e |tis open source.

Cons

e There are always delays with updates.

e The size of the applications is going to be bigger since the whole .NET runtime is included.

2.2.3 .NET MAUI

.NET MAUI is an SDK that is used for building native device applications on mobile, tablet and
desktop. It is the evolution of Xamarin. Since the release date is scheduled for November 2021,
this could not be tested. There is also not enough known about this SDK. It will probably still have
many bugs in the beginning. Sadly enough it can not be considered useful for this project, but

maybe for a future version.

2.3 Communication

2.3.1 Real-time data processing

Real-time data processing is the implementation of data in a short period, providing near-
instantaneous output. The processing is finished because the data is inputted, therefore it desires
a continuous stream of input data to supply a continuous output. (Wilson Christy, 2020) Real-time
data processing is going to be very heavy on the application and there is a possibility it can not

handle that.

Pros

e There is going to be very low latency.

e With real-time data, there is a possibility for interventions.

Cons
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There is no possibility to summarize data because it works with very small time windows.

The data will not be persisted for deeper analysis.

It can be tough to add any type of even moderately complex calculation logic.

The user cannot immediately see that the task has been completed.

Near real-time data processing

Near real-time advert to data processing and communications that quickly reply to events shortly

after it occurs. in contrast to real-time processing, near real-time implies that processing isn't

optimized to be as quick as attainable. The time concerned in near real-time processing depends

on the problem space. A delay of minutes, seconds, or milliseconds is often considered near real-

time. (Wilson Christy, 2020; Pluster Matt, 2019)

Near real-time data processing is also a very close candidate, but not knowing when data is going

to be processed is too much of a risk.

Pros

Cons

The ability to persist data is a big advantage. This means that there is a possibility to store

the data somewhere that is not coming directly off the stream.

Near real-time data can look at large windows of time to do historical and cross-domain

analysis

It still has a very tight time window as far as how the data is transferred.

There can be latencies that can take 5 to 15 minutes or sometimes even longer. This is

because of the need to first persist the data and then process it.
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e |tis not possible to do an immediate intervention, this means that the data can only be

evaluated after an event has occurred.

2.3.3 Batch processing

With batch operations, the source data is loaded into data storage, either by the source
application itself or by the orchestration workflow. The data is then processed in place by a
parallelized job, which might also be initiated by the orchestration workflow. The processing may
include multiple iterative steps before the reworked results are loaded into an analytical data

store, which might be queried by analytics and reporting components. (Microsoft, 2018)

The author thinks that the communication between the application and the API will take too much

time which would be a big problem.

Pros

e Everything is done in one single process.

Cons

e The data takes time to be processed.

2.3.4 Pub/Sub messaging

The Publish/Subscribe pattern is an architectural design pattern that delivers a framework for
swapping messages between publishers and subscribers. This pattern involves the publisher and
also the subscriber relying on a message broker that relays messages from the publisher to the
subscribers. The host publishes messages to a channel that subscribers can then sign up to. The

author's thought is that for the project this the most interesting one is. (Google Cloud, 2019)

The author thinks this will be the best solution for the application.
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Figure 1: Pub/Sub messaging scheme
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How this works is the moment the application is live, it will send a message to the APl saying that
it is live and that it wants some updates. The APl will then in return send a notification that it got
the message and add the application to the client list. The API will afterward send a message when
the update is available. The application will then try to receive the data with an HTTP request and
the APl will send it. The API can also send the update immediately. At the end of the cycle when
the application will shut down, it will unsubscribe itself from the API. The API will remove the

application from the list of clients.

Pros

e The publisher and subscriber work independently. This means that both of them can be

developed separately without worrying about the state or the implementation.

e |t can be easily figured out if a publisher or subscriber is getting the wrong messages.
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e Pub/Sub allows the systems to scale, however it buckles under load.

Cons

e Intruders can invade the system and breach it, this can lead to bad messages being

published and subscribers having access to messages that subscribers should not receive

e Asthe number of subscribers and publishers increases, the increasing number of messages

being exchanged leads to instabilities in this architecture.

2.4 Security

2.4.1 APl key

An APl key is a randomly generated string prepared in a cryptographically strong manner. It is one
of the most famous types of security. Two types of keys are used to access the search service:
admin (read-write) and query (read-only). The admin grants full rights to all operations, including
the ability to manage the service, create and delete indexes, indexers, and data sources. The query
grants read-only access to indexes and documents, and are typically distributed to client

applications that issue search requests. (Addie Scott, Dykstra Tom, 2020)

In the author's eyes, APl keys should be used when developers want to build an internal
application that does not need to access more than a single user’s data, which is not the case in
the project. The author thinks that an API key would work but there is a better option for the

project.



Figure 2: APl key scheme (Ratios Y,2019)
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As shown in figure 2, the client, which in this case is the application, requests an API key from the

authorization server. The authorization server gives one to the client and adds the application to

the APl key records. The application is going to request data from the API with the APl key. The API

checks if it can find the key in the records. If the answer is yes, then it is going to send the data to

the application. (Ratros, 2019)

Pros

e APl keys are straightforward to integrate when using an APl management solution.

e APl keys are exceptional at limiting the chance of read-only data.

Cons

e Read-only API keys are limiting once it comes to data that requires specific permissions.

e While API keys excel in authenticating users, it struggles with authorizations.



e A broken API key can annihilate data.

2.4.2 OAuth
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OAuth 2.0 is a standard protocol for authorization. It focuses on client developer simplicity while

contributing particular authorization flows for web applications, desktop applications, mobile

phones and living room devices. The OAuth 2.0 authorization code grant can be utilized in apps

that are installed on a device to gain access to protected resources, like web APIs. (Microsoft,

2021)

The author's thought is that OAuth 2.0 is the best solution for the project. It provides

authorization to applications without needing to share private data.

Figure 3: OAuth 2 scheme
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First, the application is going to request the authorization server. The authorization server asks the

person in question if it is ok that the application accesses the resources that are needed to run the

application. The authorization server sends the accepted authorization grant along with an
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authorization code that the application can use to request an access token to see data from the
person. The application is going to use the authorization grant along with the authorization code
and uses it to request an access token. After accepting the authorization grant and code, the
authorization server provides the application with an access token specifically for this user. The
token will be included in the request from the application to the resource server. The resource
server identifies that this token is valid to access only the resources needed to run the application.
It sends the protected resources back to the application and now the application has the resources

needed to get the application running.

Pros

e OAuth security tokens are tremendous at authorizing levels of access for specific users.

e OAuth security tokens may be set to expire.

e OAuth security tokens provide exceptional access to user data.

Cons

e OAuth security is a lot more complicated than APl key security.
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3 Methodology

3.1 methodological approach

The first objective is to find sources that can help decide which topics the application needs. Just
to get a starting point every time there is a new subject, there were meetings held with the client

for possible options so that there is a starting point.

3.2 methods of data collection

The best method for the author was to read papers and blogs. There is also the possibility to
watch videos, which are better for the author to understand sometimes. In the case of the SDK,
the options have to be tested manually by the author. This is the best way to determine since

most of the time a programmer has to choose the one which suits his taste best.

3.3 methods of analysis

For the thesis, the goal was to use a lot of different sources for the subjects, since everyone has a
different view on certain topics and some people can see flaws that others cannot. The goal was to
try to get 3 sources for each option. In the end, after a reading session, the author chose the one
which had the better arguments. Not to say there were no materials from other sources used. The
strategy was to check the website from the possible solution first and look at which features the
website said were their strong points. Later the plan was to compare those with research papers

and blogs about that option.

3.4 justify the methodological choices

In the author's eyes, the research was successful, and that the choices that were made were the
right ones for the proof of concept. There are probably some things that the client wants the
author to investigate further since technology evolves and something new is always worth a look

at.
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4 Architecture

Let us now look at how the build of the project is going to look like. An application architecture
specifies the patterns and techniques accustomed to design and build an application. The
architecture gives the author a roadmap and best practices to follow when building an application

so that the project ends up with a well-structured app.

4.1 Application Architecture Diagram

Figure 3: Application Architecture Diagram

e A e %
E.
Azure SQI configuration
database API >
Eé E booking API 0365
identitie provider notification
API ; i
Qzure ) v2 \_ microsoft )
A
4 D
‘ ------- ’
APl management
google calendar
API management qoogle )
i N
e g

\-

app app
web application Application D
Laptop computer tablet
on prem

P




Annex 1/ 20

4.2 Architecture diagram detailed

4.2.1 On-prem layer

This layer is about everything the developer can see and interact with. It contains four
components: the laptop/computer, the tablets, the web application, and the application on the
tablets. One can see the web application and the application both communicate with the API

management layer.

4.2.2 APl management layer

This layer is the gateway between the application and the APIs. The APl management is going to
take all the different APIs and put them all together as one big API. Because of this, the tablet will
not know anything between the different APIs. It only knows that that is the endpoint and it has to

communicate with it.

4.2.3 Azure layer

This layer contains five components: the booking API, the identity provider, the notification API,
the configuration API, and the SQL database. The booking API is used for the booking of the
meetings. It will communicate with other layers to create and get info from the meetings. The
identity provider will be used for multitenancy. This means that it will provide the creator with
which tenant the user is located. The notification API is going to give the application a notification
when there is an update. The configuration APl is going to give the configuration which calendar
the booking APl has to communicate with. The SQL database will save the data for which

configuration belongs to which user.

4.2.4 Microsoft 0365 layer

This layer contains the 0365 server from Microsoft. The booking APl is going to communicate with
this server to create the meetings in teams. Since Tobania’s main way of communication within

the company is through teams, the author should leave that unchanged. The author thinks it is
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best to not create a new meeting application but just use the one that the company already uses

for the creating of the meetings.

4.2.5 Google layer

This layer contains the Google calendar application. Tobania will use this in a later version of the
application but it is already good to put it in there for future reference. This layer talks with the
booking API and every time there is a new booking the user’s Google calendar will add this to the

user’s calendar.
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5 Results

All the research questions have been answered. The first research question was how the security
was going to be between the tablet and the web API. The answer to this was that the project is
going to use OAUTH 2. This is because it provides authorization to applications without needing to
share private data. The next question was how the communication is going to work. For this
question, the answer was a Pub/Sub messaging communication. This was suggested by the boss as
a very good solution to look into. It was true, the subscriber and publisher are not too heavy for
application since the subscriber will request data when it gets a notification from the publisher
that there has been a change. The last question was how is the architecture going to look like. This
is answered in the architecture part. There is a sketch of how it all should look and a description of
every component. We also decided that we are going to use android tablets instead of the
raspberry Pl tablets. The main reason being that the company already owns android tablets. The

author also decided that it will use Xamarin as the SDK after testing the options.

5.1 Further activities

Now the project should be in the early development stage. During this stage, a group will be
created to create and oversee this project. The author will be part of that group as one of the
developers. The author thinks the group needs at least one more developer since the work
experience that the author has is pretty low. The group should also contain someone with

networking experience to set up and oversee the APlIs.
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6 Summary

The thesis was a great experience where the author learned a lot about how projects are set up in
the business environment. The difficulty level for this project was well chosen by the client. It also
covered a lot of different categories in IT. It contained some programming, some security and
communication, and also some hardware. Researching all these different topics was not easy but
it was educational. The author is relieved that the research questions are solved. The most difficult
part for the author was the architecture. The author had no previous experience in creating these
schemes. The author was fortunate that the client advised every step of the way to put the author

on the right track.

The client was satisfied with the result. Anton told me that there are still some parts that need
improvement, but Anton was satisfied with the result. The client told the author that they will
soon start the project and they will use the thesis as their base. The client suggested that it would
be good practice for the author to join the team and create the project with them. The author

accepted this request.
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Annex 1: Material management plan

The diary is stored on drive C of the author's computer and is regularly backed up. The diary is

kept at station C for at least one year after the completion of the thesis.



