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The purpose of this thesis is to study and present the concept of loT and its implementa-
tion. The historical background and the progress of 10T to the present day are presented.
The basic building blocks of an 10T system are analyzed and presented. Different connec-
tivity options for an IoT solution are discussed with each option having its own strengths
and weaknesses.

The different types of architectures for loT, divided based on the number of layers involved
(3 layer/5 layer architectures) and based on the location of the main data processing unit
are presented. Each layer is discussed in its own sub section in this thesis.

The different protocols used in I0T applications are studied across the physical layer, data
link layer, network layer and application layer. These protocols are designed to have
smaller overhead, be able to operate efficiently with low bandwidth, and be able to function
for a long time with low power usage. These requirements are important because of the
constrained resources IoT devices have when compared with other internet connected de-
vices.

The practical loT implementation has been done with a platform called Cayenne which is
provided by a company called myDevices. This platform enables a simpler and quicker de-
ployment of an 10T solution. The results of the implementation are also shown in this the-
Sis.

Keywords IoT, 10T Architecture, 10T Protocols, Cayenne, MQTT, Eclipse
Paho Project, Raspberry Pi,
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List of Abbreviations

CoAP  Constrained Application Protocol
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GUI Graphical User Interface

loT Internet of things
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1 Introduction

The Internet of Things (IoT) is a computing system by which physical devices are con-
nected to the internet and be able to communicate with other devices/systems. 10T de-

vices can communicate using IP connectivity without human interference.

The devices need to have smart systems which are capable of collecting and transferring
the data over the network. The collected data can be processed at the edge device or

can be sent to the cloud infrastructure through different connectivity options.

There are numerous options for connecting the Internet of Things. Among these con-
nectivity options are cellular, satellite, Wi-Fi, Bluetooth, RFID, NFC, LPWAN, and the
Ethernet.

A suitable connectivity option is chosen based on power consumptions level, range that
can be covered and bandwidth for the data transfer. Usually a tradeoff between these

factors needs to be made when choosing the most suitable connection option.

After the data has been transferred to the cloud, software platforms perform data pro-
cessing on it. The software can send back instructions to the ‘thing’ or it performs action

automatically based on the instructions programmed on it.

There are different 10T platform options by different vendors. An IoT platform called Cay-
enne from a company called myDevices is used in this thesis. Cayenne is a GUI (graph-
ical user interface) based IoT project builder.an Air condition monitoring system had been
built using the Cayenne platform. The sensors will send air temperature and humidity
values to the Cayenne cloud infrastructure. There is an MQTT connection protocol be-
tween the sensors and the Cayenne cloud. This IoT platform can be accessed from the

web or a mobile application.

This thesis will discuss the theory behind the 10T operation in chapter two. Chapter three
will be about the different layers of 10T architecture. Fog and Cloud computing architec-
tures are also discussed in this chapter. Chapter four will be about the different protocols
used in IoT applications. These protocols will be divided and discussed across the four

layers of the Internet protocol suite.in chapter five there is a practical IoT implementation
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using the Cayenne platform. The results of this implementation are also discussed.in

chapter six, the conclusion about the thesis is discussed.

2 Overview of Internet of Things (loT)

The Internet of Things is a system whereby physical devices are connected to the inter-
net and are able to communicate with other devices. This communication allows the de-
vices to send and receive data over the network. Human-human communication is the
main form of present day internet technology. The internet of things (IoT) can be consid-
ered as the next breakthrough of the internet by enabling machine-machine communi-
cation (M2M). [1]

IoT enables autonomous and secure transfer of data between physical devices and soft-
ware applications. The physical devices can have different sizes, data storage capabili-
ties and processing power. They also support different set of applications. 10T brings the

physical world and the virtual world together. [2][3]

The term ‘Internet of things’ was first coined and used by Kevin Ashton, a British tech-
nology Innovator who was working on the implementation of radio frequency identifica-
tion (RFID) technology to connect physical devices to the internet. Since then, Internet
of Things (IoT) has seen rapid development and expansion into different fields. Organi-
zations in different sectors are increasingly adopting 10T to gather more data about phys-
ical devices, their services and customers. This allows companies to operate more effi-
ciently, improve customer experience and create new business models thereby gener-

ating more revenue.

The internet of things is a big network and is getting bigger. Different organizations pro-
vide different estimates on the number of connected devices in year 2020. The technol-
ogy research firm Gartner Inc. forecasts that this number could be about 8 billion. [4]
Ericsson and Cisco provide separate forecasts and put the number at 50 billion devices.
[5-6]
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According to IBM, 90 percent of all the data generated by smart devices are never ana-
lyzed. And about 60 percent of this data starts losing its value within milliseconds of being

generated. [7]

The IOT concept refers to the use of objects, sensor devices, communication infrastruc-
ture, and data processing. The sensor devices can be RFID tags, electronic sensors,
scanners, actuators and other sensing devices. The objects in 10T are the physical de-
vices that are uniquely identifiable (for example with IPv6 addressing) and can be ac-
cessed through the internet. The data processing unit on the cloud helps decision making

and control of the whole system. [8]

Sensors and actuators are physical devices that allow the 10T system to interact with
the outside environment. In this case, the term sensor can be broadly defined as a device
that provides inputs about the current state of the environment/system. The same way,
an actuator can be defined as a device used to induce a change on the environment/sys-
tem such as the temperature controller of a smart air conditioner.

The data collected by the different sensors can be stored and processed on the edge of
the network or on a remote server. Data processing is typically more efficient when per-
formed in close proximity to the physical device/object. This is because no time will be
wasted traversing to a remote server and some decisions need to be made quickly with-
out the need for a remote processing unit. Due to the processing capacity limitations on
physical devices, part of the data or a pre-processed data can be sent to the remote

server with bigger computing power for more robust and advanced analysis.

The exchange of the data happens based on protocols specifically designed for IOT ap-
plications. These applications are suitable for working with the constrained resources
(like processing power, memory capacity, bandwidth and battery power) loT devices
have. The 10T is an implementation of more than just a single technology; instead it is a

blending of different technologies that operate together. [9]

The following figure shows a simplified example of a typical 10T system. The system
comprises three building blocks. The first is a set of 10T devices like sensors, antenna or
microcontroller used for collecting data. The second one is the 1oT hub used as the con-
nectivity infrastructure on which the communication occurs. The third block represents

the business applications, user interfaces or back-end systems on the server.
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Example of an loT system

Collectdata ———» Collateand = Analyzedata,

transfer data take action

User interface
(e.q., smartphone,
human-machine)

loT device
(e.g., sensor)

Analytics of
business
loT device 10T hub or application
(e.g., antenna) loT gateway (e.g., customer
relationship
management, ERP)

loT device (e.g., Back-end
microcontroller) systems

#2010 TICHTARDET, AL mioHTS Arsuvio TechTarget

Figure 1: IoT system building blocks [10]

Figure 1 shows a simplified block diagram representation of the internet of things.
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Among the numerous applications of the internet of things in the real-world are smart
cars, wearable devices, smart appliances, home automation, agriculture, industrial 10T

(lioT) and healthcare.

Smart car
Smart city Wearables
Smart health ﬂppllﬂﬂtlﬂl’lS Smart appliances
Smart farming Ssmart buildings
smart TV Smart home

5“"
TeckTarget

Figure 2: Example Applications of 1oT [10]

Figure 2 shows that the areas of 10T applications are diverse and can affect the lives of

billions of people.
Examples of lIoT Applications:

Smart cars containing different vehicle sensors can be used to gather real-time data

about the working condition of the car, its location, the road conditions, traffic condition,
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safety condition and others. IoT application in the automotive industry can improve fleet
monitoring systems, logistics management, road traffic management, and safety. Pre-
ventive maintenance suggested by an IoT system can avoid operations breakdown
thereby saving time and money. So a more efficient and safer running condition for cars

can be achieved with proper implementation of loT.

Wearable devices can collect and analyze data about physical fithess and health condi-
tion of a person.

Smart appliances like refrigerators can send important information to the user and also
run more efficiently using IoT applications. The information can be about the refrigera-

tor's working conditions or the amount/kind of food items inside it.

Smart buildings can increase their energy efficiency using temperature sensors and turn-
ing the air conditioner only when the temperature level goes below a certain temperature.
Motion sensors can also be employed whereby the lighting bulbs will remain OFF if there
is no motion detected in the rooms for a certain amount of time. The moment motion is
detected, the lights will turn ON. Or smoke sensors can detect a potential fire accident

and send alert message to the appropriate body.

loT-based smart farming systems gather information about environmental conditions like
rainfall level, temperature, humidity, soil moisture and others. Artificial air conditioning
systems can then use this data to keep these parameters in a suitable range so that the

plants will produce the most yields at the lowest cost.

Remote monitoring of patients health condition and analyzing the effectiveness of drugs

can be performed using an IoT system in healthcare.
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3 Architecture of IOT

The internet uses the TCP/IP protocols suit for communication between different hosts.
Physical devices were not thought to be integrated into the internet at first, as mainly
computers were considered to be able to do that. But the development of IoT protocols
has enabled the connection of billions of physical devices globally.as more and more
devices are connected to the internet, the traffic has become larger and more data stor-
age & data processing capabilities are required. The different devices also operate with
different protocols and standards. There is no uniform standard for the Internet of Things
(IoT) to operate with. This poses a major challenge to the current internet infrastructure
which was not designed to handle these additional billions of 10T devices. There would
also be security related challenges.so when designing new IoT architecture, the issues

of scalability, interoperability, and security need to be addressed properly. [11]

3.1 Three-Layer and Five-Layer IOT Architectures

Although there is not a widely agreed and accepted architecture of the Internet of Things
(IoT), dividing the IOT system into three layers or five layers is the most widely used
approach.

The three layer structure is considered as the basic 10T structure comprising of the per-
ception layer, network layer, and application layer. The three layer structure is not suffi-
cient when dealing with the detailed analysis of the Internet of things. This led to the
addition of more layers and the proposition of five layer and seven layer architectures.
The five layer approach adds Middleware layer and Business Layer to the three layers

on the basic three-layer architecture.
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Application Business layer
layer
Application layer
Network .
layer Processing layer
Transport layer
Perception
hayer Perception layer

®

Figure 3: A (three layers) and B (five layers) [12]

Fig 3A shows the basic three layers; perception layer, Network layer and Application

layer on top of each other while Fig 3B shows the five layer model.

The 5 layers of IOT architecture are discussed in the following sections.

3.1.1 Perception Layer

This layer consists of the physical devices and the sensing units. The main function of
this layer is collecting and catching information. All kinds of sensors, sensor gateway,
RFID Tag, camera, and GPS information can be included in this layer. Objects are also
uniquely identified on this layer. Once the information is collected in this layer, it will be

passed onto the Network layer.

3.1.2 Transport Layer

This layer consists of the converged network infrastructure with different kinds of com-
munication technology. Data gathered from the perception layer is transmitted to the data
processing unit through this layer.

Different kinds of communication technology are used on the network layer. Among
these are 3G, Wi-Fi, Bluetooth, LPWAN, etc.
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The data is then transferred to the Middleware layer. [12]

3.1.3 Middleware Layer

This layer performs information processing and management of the different devices and
services in the IOT. The processed information is linked to a database. This layer can

also decide which devices can and cannot communicate with each other.

3.1.4 Application Layer

This layer consists of application solutions that can bring Information technology solu-
tions to the whole IOT (internet of things) architecture. Securely sharing information is

the key issue on this layer.

3.1.5 Business Layer

This layer performs system management of the whole IOT architecture.
Careful analysis of results from this layer assist in making informed decisions about the

business model. [12]
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Figure 4: IoT architecture [13]

Figure 4 demonstrates the different layers and the corresponding protocols involved on
the five layers.

3.2 Cloud and Fog Based Architecture

This architecture classification into cloud and Fog-based is based on the location of the
data processing unit in the 10T system while the classification in the previous section(sec-
tion 3.1) is on the basis of protocols used. [14]

3.2.1 Cloud Based Architecture

Cloud based architecture is a system where the data processing is done in cloud com-
puters which usually have bigger processing power and storage capacity than machines
in the vicinity of the IoT devices. [15]

Cloud based architecture offers scalable solutions as the processing power and storage
capacity can easily be adjusted based on the complexity and type of the problem. The
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scalability of this architecture allows application of a solution to a bigger network of things

with large amounts of data to be processed.
3.2.2 Fog Based Architecture

This architecture involves data processing at the local vicinity of the physical devices.
Sensors and network gateway devices perform part of the data processing.
Recently, there has been a move toward this architecture rather than relying exclusively

on cloud resources located remotely. [16-18]

This architecture adds monitoring, preprocessing, storage, and security layers on top of

physical layer and below the transport layer as shown in the figure below.
Transport layer
Security layer
Storage layer
Preprocessing layer
Monitoring layer
Physical layer

Figure 5: Fog architecture of a smart IoT gateway [19]

The seven layers used in an IoT architecture are shown in Figure 5.

The monitoring layer monitors power utilization, device resource utilization, device re-
sponses and different services.

The preprocessor layer partly performs data filtering, data processing, and analytics on
data generated at the physical layer.

The storage layer performs data replication and data storage.

The security layer ensures data confidentiality and integrity of the data.
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4 10T Protocols

The TCP/IP model has 4 layers with different protocols employed at each layer.
The 4 layers in the TCP/IP stack are the Data Link layer, Network layer, Transport layer

and Application layer.

4.1 Data Link Layer

This layer connects two or more physical devices together and a gateway device con-
nects the whole set of devices to the internet. The physical devices or sensors can be
thought of as devices in the Local Area Network (LAN).

The different devices within the LAN can communicate with each other without the need
for the external internet. But if the communication involves a device outside the LAN,
then data is routed to the internet by the gateway device.

The traditional data link layer protocols used by computers, mobiles, and tablets are not
suitable for IoT application. They have big overhead frame size and consume too much
power. 10T devices usually have less processing power, smaller data storage capacity
and are expected to run with low power(usually on batteries) for extended time. This
requirement led to the development of a different set of protocols for 0T applications.
IoT protocols are normally required to have less overhead frame size and low power

consumption. [20]

Some of the IoT protocols at the data link layer are:
e |EEE 802.15.4

e |EEE 802.11 AH

o \WirelessHART
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e Z-wave

e Bluetooth Low Energy

e Zigbee Smart Energy

e DASH7

e Long-Term Evolution Advanced (LTE-A)
e LoRaWAN

4.2 Network Layer Protocols

With the IPv4 addresses running out, the wider implementation of IPv6 addressing is
enabling 10T devices to have uniquely identifiable IPv6 addresses. But since IPv6 ad-
dresses are too long with 128 bits, most IoT devices will have problem incorporating it.
This led to the adoption of new IPv6 protocols for loT devices. [20]

The following standards have been developed by the IETF for 10T applications.

e 6 LOWPAN (IPv6 over Low power Wireless Personal Area Network)
e O6TIiSCH

e 6Lo (IPv6 over Networks of Resource-constrained Nodes)

4.3 Transport Layer Protocols

Different organizations have proposed and implemented different kinds of standards and
transport protocols. 10T applications can use the TCP or UDP protocols for transport. But
there are special transport protocols designed for 0T applications with consideration of
the unique requirements in 10T devices. The protocols need to be light enough to run on
IoT devices with low memory, low processing power, low power usage, low bandwidth

and low cost. [21]

MQTT and CoAP are the two most common IoT transport protocols in use today.

(4.
Metropolia

University of Applied Sciences



14

4.3.1 MQTT (Message Queue Telemetry Transport)

MQTT is a lightweight transport protocol for loT devices. It is also suitable for loT devices
with low and it consumes low power. It is the most widely used IoT protocol nowadays.
[22]

MQTT uses publish/subscribe architecture which responds to new events. Subscribers
register their interest in certain kinds of data from certain devices. Publishers are the
source of new information. MQTT broker plays a central role between the publishers &
subscribers and it helps in making sure that a device receives data that it previously
registered for. [22]

Publish/subscribe

Subscrbeto g Publish
B &

temperature temperature

Figure 6: MQTT Publish & Subscribe Architecture [22]
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Figure 6 shows that the devices on the right side first subscribe for the temperature data.
When new temperature data is published to the broker, the broker publishes the data to
the devices.

MQTT uses port 1883 for plain-text communication and port number 8883 for encrypted

transfers.

4.3.2 CoAP (Constrained Application Protocol)

CoAP is atransfer protocol for loT devices.it is implemented in machine-to-machine com-
munication. It was designed by the IETF to provide lightweight RESTful interface be-
tween HTTP client and servers. But with the constrained computing and power resources
in 10T, REST is not suitable for 10T devices. CoAP is designed to offer reliability in low
bandwidth and high congestion.

With CoAP architecture following the client/server model, clients can make requests to
servers (GET), clients can create new entries on the server (POST), servers can give
appropriate response to the request (PUT) and servers can remove a certain entity
based on a request (DELETE). [25]

CoAP can be represented in the following abstract layer,

Application

CoAP

Figure 7: CoAP abstraction protocol layer [23]

As Figure 7 shows, CoAP has two sub layers: messages layer and request/response
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5 1oT Implementation for Air condition Monitoring

In this section of the thesis, the practical application of 10T using the Cayenne IoT plat-
form is demonstrated by building an air condition monitoring system. The system con-
sists of a temperature & humidity sensor (DHT11) connected to a raspberry pi. The sen-
sor gathers the data from the atmosphere and forwards it to the raspberry pi. The rasp-
berry pi performs pre-processing on the data and forwards it to the Cayenne 10T cloud

which performs a more robust data analysis.

The special IOT session protocol; MQTT is used when collecting sensory data from de-
vices and sending it to the cloud. A Python application for performing the MQTT session
is installed on the raspberry pi. This application also performs the MQTT authentication
between the publishing devices and subscriber applications on the cloud. The cayenne
cloud acts as a broker for the MQTT process.

The Cayenne dashboard is the graphical user interface displayed on the Cayenne cloud
application. The dashboard is available in both the web application and the mobile appli-
cation (for both Android and IOS devices).

Users can get the access to the data and can control different aspects of the device
operation using the cloud applications.it is possible to define rules algorithms on the
dashboard using if....else statement. This allows performing a certain task when certain
requirements are met. Notification and alert messages can also be configured to receive

important information about the system via text message or an email.

The raspberry pi, DHT11 temperature & humidity sensor, the Cayenne loT platform and

the findings of the practical implementation are discussed in the following subsections.

5.1 The Raspberry Pi

The raspberry pi is a small single board computer used mainly for educational and pro-
totype development purposes.it uses a Broadcom System on Chip (SoC) with an ARM-
compatible central processing unit (CPU). All the series up to pi 3 model B+ have on-
chip graphics processing unit (GPU).

Secure digital (SD) cards are used for storing the operating system, other programs and

files.
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Figure 8: raspberry pi Model B+ v1.2 [24]

Figure 8 shows the raspberry pi model B+ v1.2, the different ports, the GPIO pins and
the different PCB components.

The model used in this implementation project was Raspberry pi Model B+ v1.2. It was
by developed and released by the Raspberry pi Foundation in 2014. This model has a
Broadcom CPU clocked at 700MHz and 512MB RAM. It supports wireless, Bluetooth

and Ethernet communication. Its specification can be summarized as follows: [25]

e Basic size, 85mm x 56mm

e Broadcom SoC clocked at 700MHz

e 512MB RAM soldered on top of the chip

e Micro USB power connector

e Dual step-down (buck) power supply for 3.3V and 1.8V
e 5V supply with polarity protection and 2A fuse

e 4 USB ports

e 40 GPIO pins

mzropolia
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e HDMI port

e 3.5mm 'headphone’ jack

e Camera and DSI(Display Serial Interface) Display connector
e MicroSD card socket

e Ethernet socket

The USB ports can be used to connect any USB-based devices like mouse, keyboard,
Wi-Fi dongles, Bluetooth adapters, etc. external monitors can be connected to it using

the HDMI connector.

The raspberry pi works with different operating systems; both Linux based operating
systems and non-Linux based Operating systems like Windows 10 loT core. But the
Raspberry pi Foundation provides a debian-based Linux distribution called raspbian

which can be downloaded from their website for free.

By connecting the raspberry pi to different sensors, and using its different connectivity
options, different 10T projects can be implemented. The sensors will send the collected
data to the raspberry pi for processing. The raspberry pi can process the data locally and
make necessary decisions based on its program or if the data gathered is too much/too
complex for the raspberry pi, it can send it to a more powerful remote server for a more
detailed data analysis and storage.

In the IoT implementation for this thesis, the raspberry pi was connected to a temperature
and humidity sensor (DHT11) and part of the data processing was performed by the
raspberry pi and the remote Cayenne IoT cloud handled the more demanding and com-

plex problems.

Locally the raspberry pi had been connected to the internet through an Ethernet cable.it
could also be connected using the Wi-Fi which would require a Wi-Fi dongle connected
to the USB port of the raspberry pi. The pi could be accessed using an SSH connection
from another computer and programs could be installed and run remotely. SSH remote
connection offers more security as the packets are encrypted during transmission. A
command line interface (CLI) also consumes less processing power to the raspberry pi

when compared with a graphical user interface.

MQTT was the chosen messaging protocol for the transport layer in this IOT project. The

cayenne MQTT API was used to connect the raspberry pi to the remote cayenne cloud.
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Once the pi is connected, data can be transferred from the sensors and displayed on the
cayenne dashboard application. The data can also be displayed in the form of widgets.
Commands can also be sent from the cayenne cloud to the local devices.

The cayenne cloud infrastructure acts as a broker in the MQTT architecture.it manages
the sensors, actuators, applications and devices. MQTT uses a subscriber-publisher ar-
chitecture model with the broker acting in the middle.

To connect and communicate with an MQTT, broker, an open-source MQTT client called
the eclipse paho project was used. The eclipse paho project can be used for different
languages like C/C++, Python, Java, JavaScript, Go and C#.

The eclipse paho MQTT Python library provides a client class that enables clients to
communicate to the MQTT broker (the cayenne cloud) to publish messages. Different
applications (subscribers) can also subscribe to different topics and receive the pub-

lished messages.

5.2 DHT11 (Temperature & Humidity Sensor)

DHT11 is a temperature & humidity sensor complex with a digital signal output.it provides
reliable and stable output by using digital-signal-acquisition technique. The sensor is
composed of a resistive-type humidity measurement block and an NTC temperature
measurement block. These blocks connect to an 8-bit microcontroller that can offer a
high quality, fast response, and interference resistant capability.

It could be used in different applications such as HVAC, dehumidifier, weather stations,

home automation, automotive, etc. [26]
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Figure 9: DHT11 [26]

Figure 9 shows the pins on the two variants of DHT11.the first one has three pins while

the second has four pins.

5.3 The Cayenne loT Platform

Cayenne is an 0T project builder for developers, designers, engineers or students and
can be used in different 10T applications. It makes the loT development process easier
& faster. It has cloud based web applications as well as mobile apps for Android and 10S
devices. Both the web and mobile apps have a main graphical user interface called the
dashboard.

The Cayenne loT platform was created by an 10T Solutions company called myDevices.
myDevices was founded in 2013 by Kevin Bromer who also had been the CEO of the

company.
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The cayenne mobile apps can be used to monitor and control remotely located physical
devices. The Cayenne dashboard contains widgets that can be configured to visualize

data, create rules, schedule events, and make notification rules and more.

The Cayenne platform can be used to connect different kinds of sensors, lights, motors,
valves, relay and generic actuators.it also supports the Raspberry pi, Arduino, ESP8266,

LoRa devices and other development boards.

For this specific thesis, the raspberry pi was connected to the Cayenne loT platform. A
temperature and humidity sensor (DHT11) was connected to the raspberry pi and was
used to monitor and control air temperature and Humidity.

The raspbian or any other Linux-based operating system need to be installed before
starting installation of Cayenne on the raspberry pi. Cayenne installations take place in

4 steps:

=

Installing libraries
2. Installing agent
3. Installing software
4

Installing drivers

Once the installation is done, the Cayenne Online dashboard will appear automatically.it
shows information about the raspberry pi model, the Operating system, CPU, RAM and
Disk usage level.

Once sensors are connected to the raspberry pi and the raspberry pi is connected to the
Cayenne cloud platform, advanced rules can be made on the dashboard. These rules
can be about what needs to be performed when a certain reading level is reached.one
simple example can be to turn ON a fan once the room temperature reading reaches a
certain level.

The notification engine can send notifications through text messages or email. The rules

for the notification can be configured from the dashboard as required.

Events scheduling can be used to perform certain actions during certain time intervals

without the need for external action.

The Cayenne loT cloud uses Cayenne MQTT API to connect devices. This lightweight
protocol enables smooth transfer of data. MQTT is designed especially for loT applica-

tions where there is a constraint of computing resources, battery power and bandwidth.
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The Cayenne cloud acts as a broker and manages the different sensors and actuators
(publishers).the applications running on the cloud act as subscribers that will receive

data about events that they subscribed to.

The client devices used in this thesis interact with the MQTT broker (Cayenne cloud)
using the Eclipse Paho project. The Eclipse Paho project offers open-source MQTT cli-
ents for C, C++, Python, Java, JavaScript, Go and C#. It comes bundled with the Cay-

enne libraries making it easy to use for this application. [27]

When establishing MQTT connection between devices and the Cayenne cloud, the
MQTT credentials; MQTT Username, MQTT Password and Client ID are used. The val-
ues for each credentials need to be included in the code (Python in this case) on the
raspberry pi. When the program with the MQTT parameters is compiled and run on the
raspberry pi, an MQTT connection is established and data transfer starts. When new
devices are added, these MQTT credentials from the online dashboard need to be used

again. This ensures that the device is connected to the correct account. [28]

The Cayenne Cloud API enables interaction and development of applications using the
mydevices IoT RESTful API. the REST API offered by mydevices uses OAuth2 protocol
which offers increased security.in order to utilize the Cayenne Cloud API, the App Key
and App Secret need to be obtained after signing up for the service. After using these
applications credentials, the custom applications can connect to the Cayenne cloud API.
Cayenne offers authorization and Authentication features to ensure data security and all

transport communications are encrypted using TLS/SSL endpoints. [29]
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\Createfipp | Submit Project Community Docs  User Menu

App Credentials

APP KEY:

MnBQ7r4HfW

APP SECRET:

ZFwWhOPRItY

©) Get sample app source code on Github

NEED HELP?

Use the Cayenne REST API to build your own custom mobile app or online dashboard.
Works with any connected device, or combination of devices including sensors,
gateways, motors, actuators, single board computers and more.

Need help building your App?

if you are interested in reselling solutions.

Figure 10: Cayenne Cloud API Authentication [30]

Figure 10 shows the credentials needed for the API authentication.

5.4 Cayenne Practical Implementation

This section will describe the steps involved in connecting the DHT11 (Temperature and
Humidity) sensor to the raspberry pi, installing the Cayenne software on the raspberry pi
and then setting up the connection between the raspberry pi and the Cayenne cloud.
Cayenne application dashboard features are also shown at the end.

Once the connection is setup, then sensory data can be uploaded to the Cayenne cloud
using the Cayenne MQTT Python Library. The Cayenne dashboard application allows
defining rules algorithm, scheduling important events for devices and sending alert (no-
tification) to the user. [31]

The following steps were followed for this implementation:
1. The first step will be creating a free account on mydevices Cayenne. [32] Cayenne

offers paid services which are preferable for more scalable solutions with more features
added.
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2. Register/connect the raspberry pi to the account created earlier.this can be done either
through a smartphone or the SSH terminal to the raspberry pi.the SSH terminal option
was used in this thesis, and the cayenne software was installed.

myDevices Cayenne Smartphone App

wriload an the ANTR0ED APF 08

@& AppStore P> Google Play

Commng soon

Terminal f S5H

gt Whips o mpdevioes. confdl vl

o 48 g ¥

Figure 11: Cayenne Installation and connection [33]

As it can be seen from Figure 11, there are two options of installing myDevices Cayenne

on the raspberry pi, using mobile phone application or through the SSH terminal.

3. Connecting the DHT11 sensor to the raspberry pi
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Figure 12: DHT11-raspberry pi connection [34]

Figure 12 shows the pin connection between the raspberry pi and DHT11.

4. Once Cayenne is installed, then the Cayenne dashboard will appear and show the

device
ALl 20000000000

& C @ httpsy/cayenne.mydevices.com/cayenne/dashboard/raspberrypiMQTT/5375b060-bce3-11e8-9747-bb363659b178 & 0 60

e L) h =

DHT11 + Createfpp | Submit Project  Community  Docs ~ User Menu

12 ovenview [ GPIO Raspberry Pi
! 0S: | Hardware: Raspberry Pi Model B + (Sony, UK) &
/. CPU RAM Storage Temperature Network Speed

» Device df63 i 3&’]7 (DW?)O

:,zs Raspberry Pi

Percent (%) MB 6B Reset Shut Down

4

Figure 13: Device Information on the raspberry pi
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Figure 13 shows basic information about the raspberry pi like the Operating System,
device model, and the specifications of the device. The temperature and humidity values

are also displayed.

5. Setting up an SSH connection to the raspberry pi and installing the following packages
and libraries. [37]

First the following packages were installed:

sudo apt-get update

sudo apt-get install build-essential python-dev python-openssl
git

Then a pre-built library from Adafruit was used (other library options are possible) [37]

git clone https://github.com/adafruit/Adafruit_Python DHT.git &&
cd Adafruit_Python_DHT
sudo python setup.py install

Once the library is integrated, the sensor reading can be obtained by running the Ada-

fruitDHT .py file in the examples folder using the following commands:

cd examples
sudo ./AdafruitDHT.py 11 6

The number 11 in the second command indicates that DHT11 was used and the number
6 is the GPIO number on the raspberry pi to which the sensor is connected. The readings

on the terminal can be seen as follows.
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&P pi@raspberrypi: ~/Adafruit_Py

Figure 14: Sensor readings on the Terminal

The results in Figure 14 are from the SSH connection to the raspberry pi.

6. With the MQTT authentication checked to be correct, the raspberry pi connected to

the Cayenne cloud properly, the dashboard setting for the sensory reading configured,

the following result was obtained.

Humidity

21.00 20.00

Figure 15: DHT11 reading on Cayenne

Figure 15 shows the Temperature and humidity readings from the Cayenne dashboard.

The reading with their corresponding timestamp can also be displayed in Excel spread-

sheet format as follows:
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Device df63 gy

E Live m h d w 1Tmo Custom Query & Download
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§ Raspberry Pi 2018-11-30 3:54:32 Device df63 2 Humidity 32d8cb10-bb4b-11e8-9f7b-1d 1cb. lum lux 20
& 2018-11-30 3:55:32 Device df63 2 Humidity 32d8cb10-bb4b-11e8-9f7b-1d 1cb. lum lux 20
7 2018-11-303:55:38 Device df63 2 Humidity 32d8cb10-bb4b-11e8-9f7b-1d 1cb. lum lux 20
z 2018-11-30 3:45:44 Device df63 1 Temprature 19381fd0-bb4b-11e8-bf81-6b1a7. temp c 21
Z 2018-11-30 3:47:06 Device df63 1 Temprature 19381fd0-bb4b-11e8-bf81-6b1a7. temp € 21
b 2018-11-30 3:47:02 Device df63 1 Temprature 19381fd0-bb4b-11e8-bf81-6b1a7. temp c 21
Z 2018-11-30 3:47:02 Device df63 1 Temprature 19381fd0-bb4b-11e8-bf81-6b1a7. temp c 21
Figure 16: DHT11 readings with their timestamps
Figure 16 show the tabular form of the sensor readings.
The result can also be visualized in graphical format as shown below:
Tem DI'HTLT'(? X
Live m h d w 1Tmo 3mo 6mo 1y Custom
From: 2018-11-15 To: 2018-12-19 Done
- Celsius
225
L 4 T LA mwi A L] LI L [ |
2 220
@
3]
S 215
210
Dec 02 4:00 PM Dec 02 8:00 PM Dec 03 12:00 AM Dec 03 4:00 AM Dec 03 8:00 AM Dec 03 12:00 PM
& Download Chart Data
Tip: Use your mousewheel to zoom. Click and drag to pan.

Figure 17: Graphical output of Temperature values

Figure 17 shows a graphical output for the Temperature readings.
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Figure 18: Graphical output of Humidity Values

Figure 18 shows the graphical output of the Temperature readings.
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6 Conclusion

The objective of this thesis was to study Internet of Things and implement a practical IoT
solution using Cayenne cloud platform. The background theory about 10T had been cov-

ered in this thesis.

There had been a need to come up with a widely accepted and used loT architecture
model. But no single standard had be brought into practice. Instead there are different
IoT architecture models in use today. The absence of a uniform standard among the loT

industry poses a challenge in terms of interoperability of different architecture.

The three layer architecture and five layer architecture are the most widely used models
for 10T. The three layer option comprises basic component blocks of IoT.
The three layer model offered only the basic blocks in 10T and there was a need for a

more detailed block layering and hence the five layer architecture was introduced.

IoT devices do not have the processing power, memory and bandwidth capability that
other network devices have. The different protocols in the internet protocol suite would
not run smoothly on an loT device with these communication and computation con-
straints. This led to the creation of different working groups in the IETF (Internet Engi-
neering Task Force) standards organization. These working groups developed open in-
ternet protocol standards for 10T systems. These different 10T protocols have been dis-

cussed in this thesis.

The loT implementation with the Cayenne platform was used to demonstrate the practi-
cal application of I0T. This showed that connecting devices, transferring data and running
different applications is simpler when performed using the Cayenne platform. The plat-
form also offers scalable solution that can be applied in a system with hundreds or thou-
sands of devices. Since all data is encrypted during transmission, it would be more diffi-

cult for an attacker to get access to the data in case of a cyber-attack.

Although the internet of things is expanding rapidly and more devices are being con-
nected to the internet, there are some challenges facing the IoT industry. Some of these
challenges are security, interoperability, weak internet infrastructure and lack of govern-
mental regulation. Currently different actions are being undertaken by the different stake-

holders involved to address these challenges and there had been advances made.
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These developments need to continue if the industry is to have a more secure and in-

teroperable system that can support billions of devices.
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