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In this thesis I will take a look at principles of cloud computing, and what obstacles there are 
on the way of its further adoption in Russia. I believe that cloud computing is a very current 
topic, and it is even more of a case in Russian business environment. Russian cloud market 
is currently falling behind European and United States’ markets, although it is developing 
quite rapidly. Also, Russian market is quite unique in many ways, and I am expecting that it 
will have certain specific tendencies. I think that it is important to understand specifics of the 
Russian business environment and its specific obstacles on the way of the cloud in order to 
be able to predict the future trends. 
 
In order to understand the phenomenon better the report contains theoretical research on 
cloud computing, including its key characteristics, service and deployment models, and cur-
rent trends. Then it will present qualitative research in the form of interviews with Russian 
businessmen in order to understand the specifics of the Russian market to the greater ex-
tend. All of the research was performed between October 2014 and May 2015. 
 
This thesis will cover the basics of cloud computing, its history and evolution, current trends, 
and what obstacles there are on the way of successful adaptation of cloud computing in Rus-
sia. It is intended mainly for businessmen, so the technical details are out of the scope. Also, 
the research is focused mainly on Russian cloud market, and therefore all the interviews 
were conducted with Russian businessmen only. 
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1 Introduction 

In latter years, cloud computing becomes more and more popular for both private users, 

as well as companies of all sizes. And we can see that the number of people and busi-

nesses using cloud computing grows very fast. According to the data available on the In-

ternet (Statista 2015), the popular cloud storage Dropbox had been adding about 100 mil-

lion users per year in the last few years. In November 2012, they had 100 million users, 

200 million users in November 2013, and by November 2014 the total number of users 

went over 300 million users. If we take a look at some of the more business-specific prod-

ucts, e.g. cloud-based project management software; we will see that they also have hun-

dreds of thousand customers, with millions of users. It is difficult to give the exact figure 

for the total value of the cloud market, although it exceeds 100 billion per year, and it is 

going to grow further. According to Gartner (STAMFORD, Conn., February 28, 2013),  

“from 2013 through 2016, $677 billion will be spent on cloud services worldwide”, and 

those are not the numbers to be ignored. 

The Russian cloud market is not that big, even in comparison with such a small country 

like Finland. Nevertheless, the Russian market is also growing very fast, and the fact that 

Russia is behind means that there can be more opportunities. According to J’son & Part-

ners Consulting (East-West Digital News, October 21, 2013), “by 2017 the market will 

reach not less than eight billion rubles (approximately $250 million)“. 

 

We can see that cloud is becoming more and more popular for both small and large busi-

nesses, and there are good reasons for that. 

First of all, with the growth of the market a lot of new opportunities arise. There are much 

more options now than before, that cover most of the aspects of nearly any business. 

There are cloud storages, project management software, customer relation management 

systems, accounting software, cloud platforms for software development etc. And all of 

those useful services do not usually come alone, but there are always options that would 

suit your particular needs. And even if there is no suitable application for your very specific 

tasks, it could be possible to design an application from the scratch to tailor it exactly for 

your needs. 

One of the biggest advantages of cloud services is scalability. Because of the fact that you 

can easily scale your services towards current needs businesses can react much faster to 

the constantly changing environment, whether the impact is positive or negative. Another 

bonus is that scalability negates high initial costs. Licensing costs are reduced, because 

you are only renting the service rather than buying a right to own your own copy. This re-

ally helps smaller businesses, because high initial costs can be extremely significant 

downside to adopting new services. On top of that it is much more common for cloud ser-
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vice providers to take care about all the updates, and include the price in the rent fee, 

which takes quite a lot of pressure from the users, who often does not have sufficient 

technical support to manage their hardware and software efficiently. 

 

1.1 Justification of the topic 

 

One of the biggest problems that Russia is facing now is the fact that its government 

structures, as well as most businesses, are terrifyingly inefficient. The fact that Russia is 

behind the most developed countries in their use of cloud technologies is not only the ef-

fect of this situation, but also to the certain extent the cause of it. We can witness now that 

more and more companies as well as the government structures are trying to digitalize 

their business processes. Being able to understand what obstacles and hidden stones 

there are on the path of adopting cloud services can be very useful for those businesses 

that try to move forward and become more competitive and efficient, as well as for those, 

who see this rapidly growing market as a source of opportunities. And even more im-

portantly, this information should help to move around those obstacles, and provide clues 

for where the market might be heading in the future. 

 

2 The research question and objectives 
All of the questions of this research are targeted at people doing business in Russia, and 

the answers should reflect their own perspective. 

 

2.1 The research questions 

1. What is cloud computing? What are its key characteristics, how did it evolve over time, 

and how is it applied in practice. 

2. What are the main obstacles on the way of cloud computing? How the situation in 

Russia differs from the situation in other parts of the world? 

3. How do Russian businessmen and experts see the current situation regarding cloud 

computing in Russia? Which obstacles or opportunities do they see? 

4. What conclusions can be drawn from this information? What are the trends, and where 

will they lead us? 

 

2.2 The research objectives and the scope 

The main aim of this research is to understand what Russian businessmen see as the 

major obstacles on the way of adopting cloud computing in Russia. In order to build a 

foundation for this, basics of cloud computing will be researched, as well as its history and 

the process of evolution of the concept, which will help to understand how it got to the 

current state. 
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The scope of this research only covers the business side of the problem, and does not 

look into technical details behind it. Its results should be useful for anyone with the mini-

mal knowledge of computers. Also the research focuses mainly on the Russian market, 

and therefore interviews will be conducted only with Russian businessmen. Nevertheless, 

the theory part will be universal, and relevant not only in Russia. 

 

2.3 Definition of the research 

 

The first part of the research will be the theoretical background, which will provide infor-

mation on definitions of the concept of cloud computing, service models, deployment 

models, etc. Then I will look at the history and evolution of cloud computing, as well as the 

most common trends. After that I will take a look at the aspects of the practical application 

of the cloud computing, including some examples of the Russian software-as-a-service 

solutions.  

In the second part I will take a look at the obstacles on the way of the cloud revolution. It 

will include problems that are typical for the cloud computing, as well as the comparison to 

the situation in Russia. 

In the third part I will conduct my own qualitative research of the Russian businesses in 

order to learn more details about what is the current situation, and how do they approach 

cloud services, and the problems that they face. 

 

3 Cloud computing 
 

3.1 Definition of cloud computing 

Cloud computing is an information technology concept that implies providing universal and 

convenient remote access to the pool of configurable computing resources, which can be 

promptly provided and released with minimal operating costs and on demand. Since its 

first appearance in 2006 the concept had deeply infiltrated different information technology 

fields. 

 

3.2 Key characteristics of cloud computing by NIST definition 

There is a widely used framework suggested by National Institute of Standards and Tech-

nology (NIST), which incorporates the key attributes of cloud technologies. 

 

3.2.1 On-demand self-service 

The consumer has the opportunity to access the computing resources provided unilateral-

ly, if necessary, automatically, without the need to interact with the staff of each service 

provider (Peter Mell &Timothy Grance, 2011). 
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3.2.2 Broad network access 

Computational resources available on the network through a standard mechanism for a 

variety of platforms, thin and thick clients (mobile phones, tablets, laptops, workstations, 

etc.) (Peter Mell &Timothy Grance, 2011). 

 

3.2.3 Resource pooling 

Computing resources from a single provider serve multiple consumers on models of mul-

tiple rent (multi-tenant). Pools include various physical and virtual resources that can be 

dynamically assigned and reassigned according to the consumer demand. There is no 

need to understand or control on the part of the consumer the exact location of resources, 

but it is possible to specify the location at a higher level of abstraction (eg, country, region 

or data center). Examples of such resources can be storage, computer processing power, 

memory, network bandwidth (Peter Mell &Timothy Grance, 2011). 

 

3.2.4 Rapid elasticity 

The resources can be flexibly allocated and freed (returned to the supplier) as soon as 

possible, in some cases automatically, to quickly scale commensurate with demand. For 

the consumer the possibility to provide resources may seen as unlimited, they can be as-

signed to any number at any time (Peter Mell &Timothy Grance, 2011). 

 

3.2.5 Measured service 

Cloud systems and services should have the functions of automatic measurement, control 

and optimize the use of resources at the level of abstraction, with regard to all sorts of 

services (for example, the volume of storage, processing, bandwidth, or active user ses-

sions). Use resources can be tracked and monitored, providing transparency for both the 

provider and the consumer using the service (Peter Mell &Timothy Grance, 2011). 

 

3.3 Service models 

3.3.1 Infrastructure as a service (IaaS) 

The possibility of consumers handling systems, storage, data networks and other funda-

mental computing resources where the consumer can deploy and run arbitrary software, 

including the operating system and applications. The user thus does not control the under-

lying infrastructure clouds, but has control over operating systems, storage systems and 

deployed applications, and possibly limited control over the choice of network components 

(for example, a host with firewalls) (Peter Mell &Timothy Grance, 2011). 
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3.3.2 Platform as a service 

The possibility of the consumer to be deployed to the cloud consumer, created or acquired 

applications created using programming languages and libraries, facilities and services, 

supported by the service provider. The consumer, in this case does not control the basic 

cloud infrastructure including network, servers, operating systems and data storage, but 

has control over the deployed applications and possibly some configuration options host-

ing environment (Peter Mell &Timothy Grance, 2011). 

 

3.3.3 Software as a service 

The possibility of the consumer to use application operating in the cloud. Applications are 

available from a variety of client devices, or through a thin client interface such as a web 

browser (eg, web mail), or the program interface. The user thus does not control the un-

derlying infrastructure cloud, including networks, servers, operating systems, storage, or 

even individual application settings, except for some custom application configuration set-

tings (Peter Mell &Timothy Grance, 2011). 

 

3.4 Deployment models 

3.4.1 Public cloud 

Cloud infrastructure prepared for public use by the general public. It may be in the owner-

ship, management and maintenance of the business, academic and government organi-

zations, or any combination thereof. Cloud exists on the territory of the cloud provider (Pe-

ter Mell &Timothy Grance, 2011). 

 

3.4.2 Private cloud 

Cloud infrastructure prepared for the exclusive use of a single organization consisting of 

several users (eg business unit or a part of a single holding company). This cloud can be 

in the ownership, management and maintenance of the organization, third party, or any 

combination of these, and is both within the organization and outside it (Peter Mell 

&Timothy Grance, 2011). 

 

3.4.3 Hybrid cloud 

The cloud infrastructure that is a composition of two or more different infrastructures 

clouds (private, community, or public) that are unique objects, but are linked together by 

standardized or proprietary technology, allows you to transfer data between applications 

or components (for example, for load-balancing between clouds) (Peter Mell &Timothy 

Grance, 2011). 
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3.4.4 Community cloud 

Cloud infrastructure is prepared for the exclusive use of a specific user community from 

organizations sharing common problems (eg, mission, security requirements, policy, and 

general requirements). The cloud may be in the ownership, management and mainte-

nance of one or more organizations in the community, to a third party, or a combination of 

these, and is both within organizations and beyond (Peter Mell &Timothy Grance, 2011). 

 

4 History and the evolution of cloud computing 
Despite the fact that cloud computing is based on relatively old technologies, its use was 

somewhat limited until 10-5 years ago. At the moment we are in the final stages of devel-

opment of cloud technologies, still open for inventions, or adjustments in business models. 

The term cloud computing became wide spread around 2007, although it has much longer 

history. Most of technologies that come into the cloud paradigm had existed long before, 

although the market did not have the solution that would include them in a commercially 

attractive. During the past 10 years public cloud services that were both easily available 

for developers and clear for businesses emerged. 

 

4.1 The dawn of virtualization 

 

One of the key technologies that lay in the foundation of cloud computing is virtualization, 

which is nearly 50 years old. Virtualization was first suggested for IBM mainframes in mid 

60s, although after the transition of computer technologies from expensive mainframes to 

much smaller and affordable personal computers based on x86 architecture virtualization 

was forgotten for quite a while. At that time virtualization was still a possibility only for 

those, who could afford mainframes. 

It was not until mid 2000s when the situation begun to change rapidly. Until then the x86 

VMware mostly monopolized virtualization market, although in time its monopoly was 

threatened by both commercial and open-source projects. Under their influence VMware 

made the desktop version of the software for launching virtual machines free. In 2006 Mi-

crosoft also made a free version of MS Virtual PC.  

The first company that fully understood the commercial potential of widely available virtu-

alization technologies was Amazon. Until 2006 virtualization was seen as an opportunity 

to run required number of virtual servers on your on hardware. Amazon Elastic Compute 

Cloud introduced the idea of running virtual servers on rented hardware, which is essen-

tially the Infrastructure As A Service model. The benefits of such rent is obvious – all you 

have to do is pay for the service, and you immediately get a fully virtual server, which is 

just as good as your own server. 
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4.2 Technologies that paved the way for cloud 

 

Virtualization is very important, although it is not the only technology that laid the founda-

tion for cloud paradigm. Among the other trends that worked as a prelude for the modern 

cloud computing were Service-Oriented Architecture (SOA), Application Service Provider 

(ASP), Information Technology Infrastructure Library (ITIL), IT Service Management 

(ITSM) etc. Some of those concepts included quite specific technological approaches, 

while others were mostly used as a marketing term. 

Availability of widespread high-speed Internet connections made possible data exchange 

between computers in the cloud. Maturity of Web 2.0 allowed interactions with functionally 

rich applications right in the web browser, without the need to download them and launch 

on a local computer or in the local network. Internet services that allow access to their 

resources via special Application Programming Interfaces (API) also contributed to the 

success of cloud computing. When a developer is providing a service for remote users 

based on the data from the remote source (such as Facebook) it is quite logical that data 

processing would also be done on remote platform. 

Cloud computing accumulated a lot of ideas from preceding concepts, and that is why it is 

a very versatile term. It is a technical paradigm, as well as a marketing term. Essentially 

cloud computing absorbed IT industry ideas from the couple of past decades. 

 

5 Specifics of transition to cloud computing 

In the context of global excitement it is sometimes difficult to objectively judge the extent 

of usefulness of cloud computing. In real life economical advantages for one side can in 

some cases become disadvantages for another, and not always can adaptation of cloud 

technologies overcome the risks that it brings. So it is important to look what actual bene-

fits does cloud computing brings. In this part I will use the understanding of cloud compu-

ting suggested by University of California at Berkeley In their understanding cloud compu-

ting is a collection of Software as a Service and utility computing. According to this model 

utility computing includes both Infrastructure as a Service and Platform as a Service. 

SaaS is oriented on the end users, while both end users and other suppliers of SaaS ser-

vice can demand utility computing. Therefore, it is possible for one participant in the cloud 

market to be both the supplier and the provider (Michael Armbrust, Armando Fox, Rean 

Griffith, Anthony D. Joseph, Randy H. Katz, Andrew Konwinski, Gunho Lee, David A. Pat-

terson, Ariel Rabkin, Ion Stoica and Matei Zaharia, 2009). The model does not take into 

account the private clouds, because they are too individual, and it is difficult to assess 

them alongside the private clouds. It is not the only approach to classifying the cloud 



 

 

8 

computing, although it is easier to assess the economical value of clouds using this mod-

el. 

 

5.1 Economies of scale 

When talking about the economical benefits of cloud computing the most common eco-

nomical effects relate to the economies of scale. Owners of large data centers are able to 

achieve competitive advantages over smaller datacenters because of the scale of their 

platforms. Unlike their smaller competitors owners of large data centers are able to signifi-

cantly reduce the costs for electricity, network infrastructure and personnel. 

Another reason why larger platforms are able to become more economically effective is 

because they are much less vulnerable to the uneven load caused by daily, yearly or in-

dustry related fluctuations. While private highly specialized platforms are built to meet the 

peek loads, larger data centers can afford to spread the load between users whose cycles 

of the resource use are negatively correlated. 

Because of those reasons larger suppliers are able to save up to 30% on the hardware 

alone when comparing to smaller competitors. Very high entry threshold (building a large 

data center can cost hundreds of millions) means that perfect competition is highly unlike-

ly in this field, at least in the near future. 

 

5.2 Transfer of capital expenses to the operating 

Another very common argument is a possibility of replacement of capital expenses with 

operating (CAPEX/OPEX). If economies of scale relates mostly to the owners of data cen-

ters, that possibility of getting rid of capital expenditures sound very attractive for users of 

computing powers provided by those data centers – users of IaaS and PaaS solutions. 

Transition of capital expenditures to the operational expenditures allows the company to 

avoid diversion of capital investments into non-core assets. With the current pace of IT 

advancement the amortization period for a server is about 2-3 years. Transition to cloud 

computing allows the company to free up the resources from investments into the hard-

ware, and using those resources for something more useful. 

Adopting cloud computing also allows the company to reduce the risks related to the ex-

ploitation of servers. If a company would decide to close an IT project, or the load would 

decrease because of the optimized software, the company would not be left with the ex-

cessive hardware, and will be able to easily decrease the amount of resources used. It is 

especially useful for pilot implementation, where the amount of required resources is the 

least predictable, and the perspective a project is not obvious. 
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5.3 The cost of migrating to the cloud 

It is easier to talk about the economical advantages of moving to cloud when the system is 

being created from scratch, because you do not have to consider optimizing and rewriting 

existing applications, compatibility with inherited systems, reeducation of employees, uti-

lizing old hardware etc. Nevertheless, this situation is very rare, and migration to the cloud 

involves not only the economical benefits, but also the additional costs. 

When developing new applications from scratch traditional model is much less attractive, 

because it involves a lot of additional one-time investments not only into development of 

application, but also in the hardware. In the long run it involves significant expenditures 

related to the use of own computing powers. But in the case of updating the existing sys-

tem the cost of adaptation might make transition to the cloud much less attractive, or even 

not feasible. 

 

6 Obstacles on the way of the cloud 
 

6.1 World-wide legal issues with the cloud 

Cloud computing is very inconvenient from the legal point of view. Internet became a plat-

form for distributed applications: a company can keep confidential information inside an 

SaaS application that also uses resources or hardware of the other IaaS or PaaS provid-

er, and all of them can be located in different parts of the world. Legal issues that arise 

from situations like that are difficult to solve using current legislations. What are each sub-

jects right and responsibilities, how do they differ from each other, how do they differ in 

jurisdictions of different countries, how do those legislations interact with each other, etc.? 

All of those problems are still mostly unsolved, especially if we look at the global picture. 

Another problem of regulating the relationships in cloud computing is that interests of us-

ers and providers are very different. Users are interested in maximizing their data protec-

tion, while providers are interested in maximizing the freedom in terms of development of 

their services. This problem is quite typical for most new technologies, and will be solved 

eventually. Nevertheless, it still remains a problem for now. 

 

6.2 Legal issue related to cloud in Russia 

The problems of cloud technologies are personal data protection are relatively new for 

Russia. In current legislation there are no obstacles for processing data in the cloud, and 

responsibility for use and protection of personal data can be passed on to the third parties, 

although it is quite difficult to apply current laws in many situations. Some providers argue 

that if the system would fit the requirements for the on-site version, then there is nothing 

preventing it from being deployed in the cloud. Although in some cases it is not possible to 
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build the system according to the legislations, and therefore it is not possible to create a 

solution in the public cloud, so there is only the private cloud option. The complexity of the 

situation is very individual and varies from one solution to another to the great extent be-

cause information systems are divided to categories depending on the types of data that 

they hold. In order to avoid problems with legislation, businesses have to perform an audit 

of all of their information, and optimize it accordingly. It is crucial to build at least the threat 

model, and implement the means for protecting local systems that process the personal 

data. This task involves a lot of work that requires a lot of finances, which is a lot more 

that most of the cloud service providers would pay in other countries. This is not a prob-

lem of the cloud as such, but rather of the chaos in the corporate IT legislations. 

In the situation of excessive regulations there is always the risk that some of the suppliers 

would not comply with the requirements of regulators. Especially it is important in relation 

to the ФСБ (Federal Security Service), because according to the current requirements it is 

only possible to transfer data through the channels with the use specialized encryptions, 

which most of the smaller companies cannot afford. In some cases it is simply not possi-

ble to satisfy the current legislations, even if you try. It is physically impossible for some 

the companies to satisfy all of the requirements of current legislations regarding the clients 

rights, personal information processing etc. 

 

6.2.1 Processing of personal data 

It is important to understand what processing of personal information in the cloud means. 

There is an opinion that provider of the cloud service is treated as a legal representative of 

the operator, and therefore in order to process data in the cloud platform he is required to 

have permission from the subjects of the personal data. The law states that it is required 

for providers (who are the third parties in this case) to have permission from the subject of 

the data. Although, if the provider obtains information from a third party, then he is re-

quired to inform the subject about the data being processed. Unless the subject refuses 

processing, the provider is allowed to use the data. Therefore, in order to process any 

personal data in the public cloud provider is required to obtain a specific permission. Also, 

it is required for operators to provide data regarding all its cloud providers, and list all the 

possible action that can be done with the data in the cloud platform. 

Despite the fact that this opinion is based on the current legislation, in real life the situation 

is different. Most of the businesses tend not to comply with the law, but base their deci-

sions on their own understanding of risks related to not complying the law. This is caused 

by the fact that within current legislation regulators requirements are too strict. Following 

the law to the letter, even if it would be possible, would mean that the business will like 

loose its competitive advantage, or even would not be able to operate at all. Knowing this, 

businesses in Russia tend to keep their business process that involve processing of per-
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sonal information as they see fit, until they are faced with an actual case of discontent 

from users, or trouble from the government.  
 

6.2.2 Cross-border transfer of personal data 

At the moment cross-border transfer of personal data is not so much of an issue. Current-

ly there are no restrictions on providing the personal data to any European countries. 

There are certain restrictions regarding acquiring of permissions from subjects of the data 

in case of providing the data to third parties, although it is not a big issue. 

Processing the data abroad can be quite beneficial for Russian cloud users. In this case 

they do not have to comply with Russian government structures legislations, and instead 

have to work with legislations of foreign countries, which tend to be much more adequate. 

On top of that European conventions restrict additional requirements and restrictions while 

performing cross-country data transfers, unless it is a matter of national security, and 

therefore there is no need for additional encryption of data. 

The new version of the law regarding protection of the personal data will come in force on 

the 1st of September 2016. This law states, "when collecting personal data […] the opera-

tor is required to provide a record, systematization, accumulation, storage, updating, re-

trieval of personal data of citizens of the Russian Federation, databases located on the 

territory of the Russian Federation" (Dan Worth, 2014). This is a major change that effec-

tively means that IT companies providing services to Russian citizens will have to either 

move their servers to Russia, or seize their operations in Russia. Big companies have 

already taken actions to anticipate the change: Microsoft is planning to build additional 

data centers in Russia, SAP and IBM are negotiating renting computing and storage pow-

ers from Russian providers, etc. more companies mentioned that they are not planning to 

leave Russian markets, and will watch the changes of legislations closely. It is not possi-

ble to fully understand the implications of the law until additional related regulations will be 

in place. There are a lot of possible threats and opportunities for both foreign and domes-

tic stakeholders. One of the important factors is that it might be very difficult to track data 

is used by applications, especially in the case of applications with the closed code. Rus-

sian businesses tend to easily avoid the excessively strict legislations, which might hap-

pen in the case of this new law. For example, a company would keep some data on Rus-

sian servers just for the show, but will actually use the data from the outside source. 
 

6.3 Internet availability 
 

Availability of fast and affordable Internet channels is the key to successful adaptation of 

cloud computing. Even the simplest SaaS systems adopted in a company significantly 

increase the load on the Internet channel. Most of the major applications in the cloud-
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computing field are created with American or European markets in mind. It is safe to as-

sume that the quality of Internet connections in states and Europe are good enough for 

modern cloud computing, although some might argue that in Russia the situation is not as 

clear.  

The level of prices for the broadband Internet connection in Russia are generally lower 

that in Europe or United States, although lower prices does not necessary mean that 

broadband Internet is cheap in Russian. If we would recalculate those prices in relation to 

the average GNP per person, we would see that the actual cost is the same, or even 

higher. 

The average download speed of the broadband Internet connection in Russia got a lot 

better in Russia in recent years, and, according to http://www.netindex.com, is marginally 

slower than Europe and USA. An important factor that should be taken into account is that 

both prices and speed of the broadband Internet connections in different parts of Russia 

differs very significantly, and average results might not be as representative. European 

part of Russia, including two major cities (Moscow and Saint-Petersburg) will have much 

better download speeds for much less than cities in Siberia or in the Far East. Most of the 

major and most progressive businesses are accumulated around those major cities, and it 

seems that there are no major problems with broadband Internet there. Although if we will 

take a look at other parts of Russia availability of good enough Internet connection will 

likely to be an issue. 

Another important factor that is specific for Russia is the difference between private and 

corporate tariffs for broadband Internet access. Prices for corporate customers are gener-

ally higher than for private users all over the world, simply because they tend to need 

more services and of higher quality. Although most of the times those prices are maximum 

twice as high, while in Russia corporate tariffs cost significantly higher. This means that 

for some smaller companies having a better Internet connection is a significant increase of 

costs. 

Reliability is also an important factor. Adopting cloud technologies means that the re-

quirements for the quality of services and reliability of the Internet provider increase dras-

tically. A company that has its data in cloud storage, or whose business processes de-

pend on availability of certain cloud application, simply cannot afford loosing Internet ac-

cess, because it can bring the whole operation to a halt. USA based providers seem to 

found a solution for this problem. In their practice it is common to openly publish detailed 

liabilities for the quality of services that come into the Service Level Agreements. In this 

case they a superior not only to Russian, but even to some European colleagues. In this 

scenario if a provider fails to meet the requirements, he is financially liable for the fault. 

The amount of payments to a single user is relatively small, although considering the 

amount of users the payments can be huge, which forces providers to ensure the level of 
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quality. Service Level Agreements include parameters like availability, latency, lost IP-

packets, and even reactions to DoS attacks. Despite ridiculous prices for corporate cus-

tomers in Russia, there is nothing of that sort.  

 

6.4 Psychological conservatism  

One of the difficulties of adaptation of any kind new technologies is psychological con-

servatism. Most of the people and companies are very resistant to change, and cloud 

computing can be a good example of that kind of change. The biggest problem is the lack 

of understanding of the subject, its pros and cons, and possible consequences of adapta-

tion of new technologies. Especially it is the case for Russian government structures, but 

not limited to them, because in many cases they still have some kind of Soviet mentality, 

and strongly resist any kind of innovations. The reason for that is that innovations are 

mostly welcomed by generation of younger professionals, while in the government, as well 

as in many companies, key positions are still held by older people. 

Another problem with cloud technologies, and automation in general, is that there is a 

question of what to do with the people who used to perform duties that are now being 

done automatically. This situation is worsen by the fact that nepotism is very common in 

Russia, in government structures as well as in big companies, which leads to sustained 

level of inefficiency and resistance to optimizations.  

Adaptation of cloud computing in big companies and government structures also might 

case changes in financial currents within their structures, which can also be opposed de-

spite of the obvious benefits. Reduced costs, as well as very low initial costs can also be 

undermined by the fact that companies had already invested significant amounts of mon-

ey in there systems, and no one wants to admit that there is a better alternative.  

 

6.5 Security 

 

One of the most common problems of adaptation of cloud technologies is security. Cloud 

does have certain security risks associated with it, and it is important to understand them 

in order to avoid problems. According to the survey, the most relevant threats according to 

users are: 

1. Data loss/Data leakage 

2. Insecure APIs 

3. Malicious insiders 

4. Account/Service & Traffic Hijacking 

5. Abuse of Cloud Computing 

6. Unknown Profile Risk 

7. Shared Technology Vulnerabilities 
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8. Distributed Denial Of Service Attacks 

(CSA, 2012) 

 

6.5.1 Data breaches 

Sensitive information falling into the wrong hands is a threat, which existed long before the 

cloud computing, but with digitalization of the majority of business data it became even 

more of an issue, and more active use of cloud computing made the situation even worse. 

In case of a successful attack on the cloud server it is possible that bad guys would get 

access to all of your sensitive data, and possibly your clients’ data as well, which can lead 

to devastating results. It is possible to protect yourself against those situation, and miti-

gate significant amount of risk, although it is not possible to eliminate all the risk, and as 

long as you use the cloud, there is always a possibility that some of the information will 

leak. 

 

6.5.2 Data loss 

Depending on the situation, loosing you data might be even more devastating than data 

leakage. Loosing year’s worth of work, or loosing data that cannot be restored at all can 

be fatal for businesses. And if data breach in vast majority of situations is likely to be initi-

ated by some kind of ill wisher, data loss can be caused simply by natural events. Apart 

from being someone’s fault (e.g. provider’s carelessness), it can be caused by unpredict-

ed catastrophic events, or even your own mistake. Of course it is very important to store 

your data safely, create regular back-ups etc., although sometimes you just have to rely 

on your provider of the cloud service, and nothing in this world is perfect.  

 

6.5.3 Account Hijacking 

Account hijacking is one of the threats that is mostly dangerous for the cloud services, 

because by definition you have to use the web and some sort of account authentication. 

Such methods as phishing, fraud, and exploitation of software vulnerabilities can lead to 

results varying from relatively harmless to complete loss of control over your data. The big 

problem of this particular type of threat is that most of the times the weakest link is the 

user itself. If for any reason you fail to notice that you are on the phishing website and 

enter all of you authentication details there, then you practically gave bad guys all they 

need to get full access to your account, and password strength, encryption methods etc. 

do not matter anymore.  

 

6.5.4 Insecure APIs 

Some cloud providers allow the use of APIs for their services, and as it is with most of 

enhancements, those additions can increase the risks. It is very important for the user of a 
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cloud service to understand the possible implications of the use of such software interfac-

es, and ensure that they are designed properly, and are protected against malicious at-

tempts accordingly. 

 

6.5.5 Denial of service 

Denial of service is seemingly less dangerous threat, but it is compensated by the fact that 

it is much easier to perform. In the case of distributed denial-of-service attack, it is quite 

ironical that scalability of cloud computing power is what makes it easier to perform. Deni-

al-of-service attacks do not damage your data, or give access to the inappropriate users, 

although it prevents you from accessing it. Nevertheless, considering the timing and other 

factors, it is possible to significantly damage a business simply by not denying access to a 

specific data. 

 

6.5.6 Malicious insider 

According to CERN (https://www.cert.org/insider-threat/), an insider threat is “A malicious 

insider threat to an organization is a current or former employee, contractor, or other busi-

ness partner who has or had authorized access to an organization's network, system, or 

data and intentionally exceeded or misused that access in a manner that negatively af-

fected the confidentiality, integrity, or availability of the organization's information or infor-

mation systems.”  

The problem with this is again that a particular person is a weak link here. It is possible 

that this insider would be a member of your team, or an employee of the provider. Since in 

most cases you are not able to affect the provider’s staff, you really don’t have much con-

trol over it, and therefore is constantly exposed to this risk. 

 

6.5.7 Abuse of cloud services 

Scalability of cloud services can be turned to bad cause, and easily available computing 

powers can be used for DDoS attacks, cracking encryption etc. This threat is more viable 

for cloud providers than for customers, and we won’t look too much into it. 

 

6.5.8 Insufficient due diligence 

The biggest threat to businesses that come from cloud services is the lack of understand-

ing of risks and implications. Most of the threats can be countered, or at least mitigated, 

although that would only be the case if the appropriate measures would be taken. Lack of 

basic knowledge of the subject will leave all of the data stored in the cloud and beyond 

extremely vulnerable to attacks, as well as accidents.  
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6.5.9 Shared technology issue 

With all of the delivery models, the case with the cloud services is that a provider provides 

a similar service to many clients. This means that in this multi-user environment there is a 

risk of shared vulnerabilities, which would leave the whole provider’s cloud of users com-

promised.  

 

7 Interviews 
7.1 Marketing director of Compulink. 

 

How would you assess the level of readiness of Russian businesses for transition 

to cloud computing? 

I would begin, perhaps, with the definition of cloud computing. In addition to the three ser-

vice models - IaaS, PaaS and SaaS, - there are three deployment models: private cloud, 

public cloud, and the hosted cloud. Public clouds are the clouds of global Providers: Mi-

crosoft, Google, Amazon, and so on. They have their own datacenters with which they 

use to provide cloud services, including on Russian territory. Currently no global providers 

have datacenters in Russia, although it is about to change, especially in the light of the 

new legislation. Hosted clouds are the clouds of service providers, which are typically lo-

cated near their consumers, like Parking.ru, Infobox, Oversan, Masterhost, etc. Private 

clouds belong to the specific organization. 

If we are talking about private clouds, there are no significant problems: in general, organ-

izations are ready to use them. We can see this in the current practice: there is a lot of 

projects, both pilot and industrial, to introduce private "clouds". The only obstacle to the 

implementation of private clouds is the need for standardization of IT services, which are 

used in the organization. After the company manages to standardize its own services for 

internal users it is ready to use the private cloud. 

 

Can you give examples of standardized services that Russian companies can adopt 

in their own private "clouds" at this stage? 

Take a look at the implementations in Svyaznoj. One of the tasks that were possible to 

solve here is the fast provision of infrastructure for testing. Previously it took IT depart-

ment about two days to provide the necessary hardware infrastructure for testing new 

applications. With the help of the private cloud they are able to perform the same tasks 

within hours. This is the example of the standardized service – the provision of virtual 

servers. The characteristics of those servers are also standardized: we can determine the 

typical configuration for them to deploy them faster. 
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So, the service in this case, is it a server with certain characteristics, or the applica-

tion that operates on the remote server? 

It is certainly both. Any IT service in the company that can be virtualized can also be 

standardized. The company should catalogue its standard services that it is supplying to 

itself. 

 

Can we say that in the future all of today's data centers will be in the cloud? 

Private clouds have so many advantages and so technologically attractive in terms of 

management that everyone will come to that eventually. The question is which applica-

tions it will affect. It does not always make sense to move the entire load to the cloud. 

Sometimes it is better to leave some on the pure hardware, or even keep it outside of the 

company. 

It also linked to the technological maturity. If we take UK as an example, them we will see 

that 40% of infrastructure in large and mid-sized companies is outsourced. It is unclear 

when Russia will rise to the same level. 

 

What should companies that already invested in their own infrastructure do? 

Yes, indeed, there are companies that invested a lot of finances in their own data centers. 

The biggest companies in terms of management are multi-branch networks, which are 

served by several data centers. Although those companies do not have the task of mini-

mizing costs, there are different priorities. In this case private cloud is implemented to pro-

vide more adequate infrastructure for business. Therefore we are talking about scalability 

of applications, faster deployment of infrastructure for new applications and projects, in-

cluding deployment of virtual machines, interactive monitoring, configuration management 

etc. – those technological advantages are very important. So we are not talking about 

some kind of extra investments, but about receiving more return from the existing infra-

structure and more rational management of further development.  

 

It turns out that the initiative for the implementation of cloud computing in this case 

comes from IT, not from the business. Can the paradigm change at some point? 

I think that the key argument for business is the quality of their services, and if private, 

public or hosted cloud helps to improve the quality of service, then IT department should 

choose infrastructure that will be optimal for satisfying the service-level agreement. This is 

why we are saying that there will be no mass migration into the public clouds and refusal 

from private data centers. Cloud computing will reach the hybrid model, that will have el-

ements of both models.  

 

Is Russian public sector ready for the cloud? 
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In government structures the situation is significantly worse. The level of IT maturity in 

much lower, although it is a matter of time, and the lag is not critical. There are structures 

that work on the very high level, and they will be able to set the pace. Although, an im-

portant obstacle are the requirements for the deployment of information. In case of the 

current legislation talking about the full-scale use of cloud services by our government 

structures is premature. I think that the most perspective model is community cloud, when 

some kind of cloud provider that could provide services all around Russia will emerge. 

 

So the readiness of the public sector for adoption of cloud computing is depended 

on the provider?  

On two things, to be more precise. First is the quality of IT management in the public sec-

tor as a whole, readiness to standardize the infrastructure, and to optimize the IT systems. 

The second is availability proposals. Supply should satisfy the demand. 

 

According to your observations, how Russian approach to implementation of cloud 

technologies differs from the foreign? 

Lets start with which types of business differ the most. Of course, we are talking about the 

startups and online businesses. Look at how many such companies emerge in USA and 

Europe. New businesses and websites are being created on constant basis. Those super 

innovative young startups show good example to the rest of the industry, and the rest fol-

low their lead. The situation in Russia is different, because we do not have such examples 

to follow, and it shapes the market accordingly. Availability of high quality broadband In-

ternet and experience of users in Russia is lower than in USA and Europe. 

 

Apart from the innovative startups, what are the specifics of the approach to the 

cloud computing in Russian companies? 

If we are talking about the corporate customers, there is a tendency to build your own IT 

empires in Russia. It is a dream of every IT director to build his own data center. It is not 

the case in Europe, because there his aim is to satisfy the requirements of the business, 

and to keep his place. Building your own data center does not always help as, nor does it 

help to improve the quality of service. Here I would like to mention the lack of dynamics in 

the Russian market. If we will take a look at top 100 of the Russian market, we will see 

that in the last decade they did not change much, and with the top 10 the situation does 

not change at all. In USA the market is much more dynamic, and infrastructure has to re-

spond to changes much quicker.  In USA merges and acquisitions are much more com-

mon, and companies have to have infrastructure that adapts to the situation much faster. 

As soon as the Russian market will become as dynamic, infrastructure will soon follow. 
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On the other hand, Russian corporate sector might as well become the leader in terms of 

cloud usage. Big companies will build their own data centers and will switch technologies 

to the private clouds. It will eventually raise the question of investments in non-core activi-

ties. Why would financial or media institution have extremely expensive data center on its 

balance? After that data centers will either be moved into outsourcing, or will be sold or 

transferred to someone else.  

 

How can a problem of lack of qualified specialists be solved? 

First of all there should be a desire to learn, kind of a need, the feeling of inner discomfort 

from inconsistency of your knowledge according to your position. Secondly, as they said 

in Microsoft, 80% of learning happens during the work, and only 20% outside of it.  

 

How would you assess the dynamics of implementing of cloud computing by the 

segment – IaaS, PaaS, SaaS? 

I believe that the future lies in PaaS, and SaaS will become the niche for the complete 

applications based on PaaS. IaaS will, of course, still remain, although the future is mainly 

linked with PaaS. If we will take a look at the percentage of standard software used by 

companies we will see that there are replicated software, although there are also non-

standard solutions personally created, or tailored for particular company. In Russia this 

number is much smaller, because there are not as much independent software vendors. 

In USA on the contrary standard software is used not as frequently. Most likely with time 

the percentage of non-standard software will rise, which will lead to growing demand of 

PaaS solutions, because it is the most efficient and the easiest way for deploying soft-

ware. 

 

What other obstacles do you encounter while promoting cloud computing? 

I would say that the most common is the lack of practice. People don’t tend to become 

pioneers in some kind of new technology, and our economical ecosystem does not stimu-

late interest in those innovations unfortunately. In USA if a company sees an opportunity 

to reduce costs by 1% and increase margin by 10% they would take the risk. If they would 

succeed is a different question, regardless of that the culture of innovation is much more 

common. We do not have as much pioneers who feel the need to get rid of its own infra-

structure. Nevertheless, they begin to appear. 
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7.2 Head of IT department of VTB bank 

What is your opinion on cloud services? 

I observe the development of cloud technologies from two points of view. From one point 

of view I am the professional corporate IT specialist, and I am happy that information 

technologies are developing, and the industry will gain new ideas. From the other point of 

view I am a top manager of a bank who is interested in saving money, and I understand 

that cloud ideas will not introduce any radical changes to the bank, while still require sig-

nificant financial expenses. And I am not alone in my conservatism. While talking to my 

colleagues from other banks and major companies I see that many of them are sure that 

cloud is just a marketing feature that is aimed at gaining additional financing from addi-

tional clients. 

In my opinion there is nothing technologically revolutionary in clouds. Public cloud is kind 

of a new mental paradigm, which holds new threats and opportunities for all of us, and 

should be strictly regulated by law from the point of personal data protection and customer 

rights. Regulation of possibility of removing any kind of personal data from any resources 

on demand is a good step towards legitimizing public cloud infrastructure. 

The private clouds from technical point of view are simply the common centralized appli-

cations that serve business interests. Renting software as a service is an interesting op-

tion for smaller companies that use standard applications. For newly established compa-

nies it is a very attractive possibility of an easy start, which help to reduce costs and time 

significantly. It is obvious that standard software will work just fine for small businesses, 

which are much less sensitive to data leakage. 

There are no so many SaaS users in Russia, therefore the market has a very good poten-

tial. Nevertheless the question of responsibilities of suppliers remains open. In the case of 

SaaS a company moves the data outside of the perimeter of its internal network. If SaaS 

provider is a Russian company, then it involves some risks for their users, because this 

information falls out of control of its security service. If we are talking about the foreign 

companies, then this information becomes extraterrestrial. From one point of view it is 

much better protected from the Russian government structures, but on the other hand it is 

not clear how are they going to exercise its legal functions. It is not a secret that classical 

raid in an office generally starts with the seizure of computers and servers by the “compe-

tent authorities“. In the case of a foreign provider it is not possible to seize anything, or get 

the access to any information by legal means. 

 

So, do you think that the government will oppose active promotion of clouds? 

No, I don’t think so. Government will no mind clouds up until the point when there would 

be enough practical situations when corporate information would be unavailable to law 
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enforcement agencies. It is not a secret that some Russian companies seek to keep their 

sensitive data abroad. It would be possible that using SaaS based outside of Russian 

borders would become a massively popular. That is why the government is interested in 

regulating the rights for the deployment of information and personal data.  

 

Did VTB had any experience with cloud applications? 

Again, cloud applications for corporations are simply well integrated virtual applications 

that are deployed in a corporate network. All in all, it is not an innovation. We are using 

this kind of approach for quite a while now in our corporate information system. Cloud is 

just a new name for the existing paradigm. I would not object if one would interpret it as a 

transition to the cloud if the market dictates it, if it helps to better understand what do we 

do, and if it helps us to exist in some kind of trend. 

Using SaaS is constrained for us by the lack of standard applications that would fit the 

requirements for functionality, agility and productivity, as well as by regulations regarding 

bank operations and protection of information. 

Nevertheless, I will mention one single example of the use of an outside service. It is an 

application that helped us with recruiting. We use it because the hustle of caring about the 

rights of users for their personal data is their responsibility. When a new employee is re-

cruited and provides his personal data to the bank is one thing, and a potential candidate 

posting his personal data on some kind of resource without signing any kind of written 

liabilities is a totally different thing. That is why we decided to use the service of an outside 

provider in order to pass the responsibility of keeping the personal data on them.  

 

How did you solve the problem of elasticity of resources for personal data centers? 

Did you purchase extra resources, or did you manage to achieve an internal elastic-

ity by combining and optimizing the computing tasks? 

Like in many large companies virtualization of computing resources has reached quite a 

high level. We have not been buying any hardware for any specific tasks for a few years 

now. Every single application is given required part of resources – memory and pro-

cessing power. It does not matter where the resources are physically located any more. It 

is a cloud in a way, because it happens in computing cloud. Nevertheless, it used to be 

called virtualization, and everyone was happy with that. 

 

Are there any non-critical systems that you are ready to deploy on a hybrid of pub-

lic platforms? 

Well, maybe only the systems that are oriented for the outside functions. Even the banks 

portal is too critical for that, because we use it to provide remote services valuable infor-

mation about our products. So, I would say that we are not prepared to deploy any signifi-
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cant part of our resources on the outside platforms, and I do not think that this position is 

about to change any time soon. At least not before the legislation regarding bank secrets 

will change. 

 

What is your strategy for the future regarding clouds? 

Our cloud strategy is to integrate internal resources in order to build a kind of an internal 

cloud by uniting the existing systems. In this case the level of comfort for users will in-

crease, because there would be no need to move the data from system to another. It will 

be as comfortable to use as cloud Internet applications. 

Obviously there are significant problems associated with specifics of banking field, be-

cause integration of banking resources is much more difficult comparing to most of the 

other fields. Nevertheless, we are oriented towards comfort and usability of modern Inter-

net resources, and would like to avoid cumbersome and outdated systems. In this sense 

cloud computing seems very useful. 

 

7.3 Manager of IT department of Gazprombank. 

How do you assess the state of cloud computing in Russia? 

If we would compare the Russian market of cloud computing to those of USA or Europe, 

we will see that it is a bit underdeveloped. Not even in terms of technologies, but in terms 

of understanding of how to deploy information in public clouds. On top of that our legisla-

tion in kind of unpredictable, and the main obstacles lie not in technological or infrastruc-

ture factors, but in the legalization of clouds. The habit of using clouds would require a 

period of adaptation, which is mostly relates to human factor than to the technology. 

 

Which specific problems did you encounter with the current legislation? 

First of all I mean the notorious law about the protection of personal data. It is not just the 

law, but the maturity of the society for which this law is created, and which will comply it. 

From my point of view it is important not to run into extremes. We could try to close every-

thing, and switch off all the computers.  It will help to reach maximum security and perfect 

level of data protection. But this kind of protection will kill the business, and there should 

be more reasonable solution, which will allow both protecting the personal data and allow-

ing business to prosper. 

 

Would it be possible to say that legal requirements prevented some kind of actual 

implementations in your company? 

I would not say that they prevented implementations, although they did slow many of them 

down. This federal law requires a serious attitude. When we talk about complying with its 
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provisions, including the questionable ones, there are a couple of approaches: there are 

those who take the risk, and those who choose more conservative position. I do under-

stand the consequences of reckless decisions that were not thought through enough, alt-

hough conservatism, complexity and lack of transparency of legislations led to many of 

our projects being significantly delayed because they were loaded with tasks that related 

to information security. 

In general, it is necessary to look at the problem of compliance with the legislation com-

prehensively: it includes not only questions of information security and preparing the infra-

structure, but also calculation of risks that the bank is willing to take. If we will stick to the 

most conservative approach, then we will have to essentially close the service of Internet 

banking, providing online profiles, etc., which will eventually lead to great losses and will 

make the bank uncompetitive. It will bring us back to the 90s in terms of level of service, 

which is not acceptable. 

 

Is Russian financial sector ready for implementation of cloud computing? 

Despite cloud technologies being a part of our strategy, I am still relatively conservative, 

because I do not feel that this concept is mature enough. I think that maturation of cloud 

concepts in Russia requires few more years. But that only concerns public clouds, be-

cause creation of private clouds is possible even now. 

 

How do you define private cloud? Is it just a virtualization of corporate infrastruc-

ture? 

Yes, although this virtualized infrastructure must be multi-user. Also it is crucial to have 

resource monitoring, virtualization management, automated resource allocation, possibility 

of dynamic scaling, as well us understanding of related costs. It is not possible to avoid 

financial part, because clouds involve significant investments, which should be compen-

sated by optimization of working process. 

 

There is an opinion that using cloud computing in banks is prevented not only by 

legislations, but also by simple lack of trust in outside providers, especially con-

sidering the fact that banking market is already saturated in Russia, and banks 

compete between each other for existing clients. Do you agree with that? 

Generally yes, I agree. Every bank is interested in keeping its financial data safe. But lets 

take a look at how banks evolved in USA. There data is often processed in other coun-

tries, like India for example. Practically no one knows where the data is located, and it 

does not really bothers anyone. Therefore we are back to the problem of market maturity, 

and the cultural behavior. 
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Lets take a look at the example of online trading. When we just begun to transfer the data 

via Internet, we were all very scared that it would be stolen. And, of course, from time to 

time it was, but just like it was stolen from physical banks as well. Therefore we are talking 

about the required adaptation period, which is likely to happen faster, because every new 

technology makes the adaptation for next one easier. 

 

Is there anything that can be done to speed up this process? 

Maybe we need a special voluntary certification of security of cloud solutions, similar to 

the certification of websites that will ensure the required level of privacy and data security. 

It has to be some kind of consortium that specifically deals with certifications for clouds. 

When a provider of a solution will be able to post a stamp, just like trusted Internet re-

sources can post the eTrust stamps, then people would feel more confident when using 

those resources, and it will associate with a sign of serious approach. 

 

How willing is your bank to use SaaS solutions for non-key applications? 

We do use some of those applications: for example, we use it to receive the credit history 

and other information. But as for transactional applications, using SaaS is highly unlikely. 

Maybe in the case of analytical systems, or systems for market analysis, it might be pos-

sible, but providing the data from CRM system to some kind of cloud provider is hardly 

relevant. It would be much more interesting for smaller companies that are not interested 

in infrastructure related costs and application support. The situation is very different for big 

companies, and it is difficult to assess the possibility of relying on an outside provider in 

the case of CRM. Although I do not deny the possibility, because IT outsourcing was ini-

tially perceived with hostility, but everyone eventually got used to that. That is why the 

bank chose a strategy of slow turn towards new technologies, and we constantly keep 

new possibilities in sight. 

How actively do you experiment with new cloud technologies? 

We do have several pilot implementations related to desktop virtualization. In a sense it is 

the trial of new technology that had already proved to be efficient. While testing we work 

closely not only with IT block, but also with representatives from businesses in order to be 

able to see better how the technology works with the distributed platforms. Only after re-

ceiving evidence of positive results we will be able to come up with suggestions regarding 

new infrastructure. 

 

Have you encountered any kind of troubles during the course of pilot projects? 

Yes, we did. First of all it is the immaturity of technologies, but also the lack of competent 

resources, both internal and external. But it is the normal process of establishing of a new 

paradigm. It requires time and prepared infrastructure, processes, people and technolo-
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gies. It requires to accumulate the critical mass and to make the initial capital investments, 

and only after some time the technology starts to work for us. 

8 Deputy chairman of the Information Technology and telecommuni-
cations of the Vologda region government 

How serious in your area is the problem of a lack of IT resources that can be com-

pensated with the help of cloud computing? 

 

Indeed, in many regions, the problem of shortage of IT resources is very serious, and the 

Vologda region is not an exception. I would have broken the problem of a lack of IT re-

sources, into two parts: on the one hand, the hardware, software and network infrastruc-

ture, and, on the other hand, the IT staff. 

So, Vologda and Cherepovets - are the largest centers with a population of over 300 

thousand residents. Cherepovets, moreover, is a major industrial center. For those cities 

the issue of infrastructure is not so relevant, and is solvable. But the question of shortage 

of specialists is sharp enough. On the one hand, there is a good training base in the form 

of universities and institutes that train specialists in the field of IT, on the other hand - the 

proximity of Moscow and St. Petersburg leads to an outflow of trained personnel from the 

region - this is due to various reasons, including lower wages. 

But as for the rest of the, the problem of infrastructure and specialists is very serious, to 

the point that experts are absent. I mean, these professionals who can properly maintain 

the infrastructure, on the one hand, and those who can competently support and develop 

application software - on the other. 

 

Can we say that cloud computing will facilitate the task of regional informatization? 

The short answer is yes, of course. But you have to think about how it can be done. Take 

the infrastructural problems for example. Yes, indeed, the creation of the "right" data cen-

ter and access to it can solve the infrastructure problem. But who will they belong to? I am 

convinced that it should belong to the regional subject. For profit companies use both their 

own data centers and data centers belonging to other large companies, such as "Mega-

phone". Why is the data center that serves the government and the municipalities should 

belong to the regional subject? There are many reasons, and it is difficult to explain all of 

them. 

 

Could you at least name the most important ones? 

For the most important reason I would mention the following. Firstly, security and access 

mode to restricted information. For example, information to the Department of Finance, for 

obvious reasons, can hardly be placed in the outside data center. As is the case with fi-
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nancial information on the activities of the authorities. And it's not that officials want to hide 

something, but the fact that the leak of such data may be used for personal gain. And that 

does not include the fact that the government has state secrets, and the data for internal 

use only. Secondly, I am skeptical about the typical decisions at the regional level, and I 

believe that the management of software infrastructure, including the development, should 

be concentrated in the subject. Third, the use of joint data center will be hindered due to 

the huge amount of information that must be stored in the data center, for example, the 

level of federal district. Finally, the data center level entity may organize the work of even 

small municipalities that cannot afford to pay for services cloud large data centers. 

 

Do you think it possible to create a collective "cloud" for the needs of regions and 

municipalities? 

This question is difficult to answer. I just want to say that the subjects are very different 

from each, and something right for one might be unacceptable for another. This is associ-

ated with many problems - in particular, the fact that each entity has its own legislature, 

and its laws. By the way, this is not a problem for the federal government - it is possible 

and necessary to use standard solutions, the same for all the territorial bodies of the Fed-

eral government. As for municipalities, they also differ from each other not only in different 

regions but also in the territory of one territorial association. 

To conclude, it is possible to say that it is possible to build a cloud in order to solve partic-

ular subjects typical problems. Although it is not possible to build one cloud for municipali-

ties of different subjects. 

The problem of cloud computing is largely a problem of standard solutions, and sample 

solutions, as you know, are not working in the municipalities at the moment. Every single 

one has its own specifics. It is possible to solve some problems of minicipalities with the 

cloud. As for the number of data centers, each entity should dicide for itself. For example, 

the Vologda region should have two data centers, according to the the number of large 

cities. 

 

Are there any significant obstacles to the use of third-party IT resources in the re-

gional and municipal informatization? 

No, there are no specific technical problems. There are political as well as security and 

regime of access to information. Many municipal leaders are worried that their data would 

be located in a data center, and they are not able to provide the proper mode of using this 

data. It seems to me that this issue is primarily in the plane of legal regulation. 
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9 Conclusions and discussions 

During this project I have made the research of the theory behind cloud computing, and 

the qualitative research of the opinion on the topic of Russian high profile businessmen. 

Researching theoretical background helped me to understand the concept of cloud com-

puting to much greater extent, and allowed to provide the view on the concept for the 

reader. It did not involve technical details that would be difficult to understand for non-

professional users, and therefore is mostly useful for those who are only vaguely familiar 

with the topic, such as businessmen, or non-IT specialists. It also involved some infor-

mation about the history and evolution of the concept of cloud computing. The theory part 

also included the list of the general obstacles on the way of adaptation of cloud compu-

ting, as well as some that are specific to the Russian market. 

The second part included interviews with high profile Russian businessmen, who are re-

sponsible for the IT aspect of the business. It was done in order to get a deeper under-

standing of problems that exist in the reality of Russian cloud computing market, and to be 

able to better understand their roots and implications. This gathered information led to 

several conclusions. 

First of all, I was able to draw a conclusion that despite the fact that Russian market is 

behind USA and Europe, the situation has a strong tendency for improvement. Although 

problems such as Internet availability and conservatism are still an issue to the certain 

extent, their implications are diminishing. The potential of the Russian market is very high, 

and more and more people starting to see arising opportunities, while technological ad-

vancements help to utilize those opportunities. It has to be noted that the progress in Eu-

ropean part of Russia is much faster that in the regions, although it is possible that ad-

vancements in the bigger cities (such as Moscow and Saint-Petersburg) will pave the way 

for the rest of the country by setting an example. 

Secondly, the research helped me to realize that the biggest obstacle for adaptation of 

cloud computing in Russia is the problems with the current legislation. Most of the inter-

viewed expressed their concerns about the problems that Russian laws regarding security 

and personal data processing create for businesses. Effectively, it is nearly impossible to 

follow those laws to the letter, and most businesses have to balance advantages of cloud 

computing with the risks that using them arise. It is difficult to say what exact implications 

the new laws will have, although they are very questionable. It seems that the reason for 

that is not only the immaturity of the market and lack of practical knowledge of the legisla-

tive powers, but also the specifics of Russian politics. It is quite possible that this kind of 

excessively harsh laws have a specific purpose. It is not a secret that the most power in 

Russia lies in the hands of law enforcement structures, and the fact that effectively every 

business have to bend the law to the certain extent gives them even more control. The 
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fact that now it is effectively illegal to keep the personal data outside of Russian borders 

makes the situation even tougher for many businesses. Nevertheless, at the same time it 

can raise a lot of opportunities for Russian market, because despite the fact that Russian 

data centers at the moment are hardly competitive comparing to the foreign alternatives, it 

is obvious that they will be developing in the upcoming years. 

Because of those obstacles it can be concluded that currently the biggest potential for the 

bigger companies lies in private clouds, because it gives those companies the most con-

trol. 

 

I consider the project successful, because its aims were met. Nevertheless, I think that 

one of the significant downsides of the research is that interviews were conducted with the 

people who are part of the large companies. That means that this research is biased to-

wards the bigger companies, and miss out on problems that relate to smaller businesses.  
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