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The purpose of this bachelor’s thesis was to create an educational guide about ransomware
for organizations as well as other individuals, which raises awareness in defending against
ransomware attacks. In this thesis a well-known ransomware called “Black Basta” was investi-
gated and analyzed. One objective was to compile a comprehensive theoretical framework
about malware, focusing on ransomware, which provides the necessary foundation for later
understanding how ransomware attacks work. Another goal was to examine what happens

when a ransomware gets detonated.

The theoretical part of this thesis answers to questions such as what malware are, how do
they differ from other malware, how do ransomware work. This part also goes through the
process of a ransomware attack and how attackers succeed in a ransomware attack. The em-
pirical part of this thesis was done with qualitative methods. It further inspects the topic on a

practical level to truly gain an understanding about ransomware.

The outcome of this thesis was successful since an educational guide that answers to each re-
search questions with theoretical or practical examples was compiled. As ransomware attacks
evolve rapidly, it is essential to be up to date with this subject and the tactics, techniques,
and procedures that the cyber attackers use. This thesis can be used for this purpose of
teaching organizational staff or other individuals wanting to be aware on how to be prepared

for a ransomware attack.
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Mika on kiristysohjelma ja miten se toimii?

Vuosi 2023 Sivumaara 38

Taman opinnaytetyon tarkoituksena oli luoda yrityksille seka yksityisille henkiloille koulutus-
opas kiristysohjelmista, joka auttaa suojautumaan kiristyshyokkayksia vastaan. Tassa opinnay-
tetyossa tutkittiin ja analysoitiin hyvin tunnettua kiristysohjelmaa nimelta ”Black Basta”. Yh-
tena tavoitteena oli koota kattava tietoperusta haittaohjelmista, keskittyen kiristysohjelmiin,
joka tarjoaa tarvittavan pohjan myohemmin ymmartaakseen, miten kiristyshyokkaykset toimi-

vat. Toinen tavoite oli tutkia, mita tapahtuu, kun kiristysohjelma laukaistaan.

Taman opinnaytetyon teoriaosuus vastaa kysymyksiin, mita haittaohjelmat ovat, miten ne
eroavat muista haittaohjelmista, miten kiristysohjelmat toimivat. Tama osio myos kay lapi ki-
ristyshyokkayksen prosessit ja miten hyokkaaja onnistuu kiristyshyokkayksessa. Opinnaytetyon
tutkimusmenetelmat olivat kokonaisuudessaan kvalitatiivisia. Tutkimusosassa tarkastellaan
syvemmin aihetta kaytannon tasolla saadakseen entista paremman ymmarryksen kiristysohjel-

mista.

Opinnaytetyon lopputulos oli onnistunut, silla kattava opetusopas, joka vastaa jokaiseen tut-
kimuskysymykseen teoreettisin tai kaytannon esimerkein onnistuttiin kokoamaan. Koska kiris-
tyshyokkaykset kehittyvat nopeasti, on tarkeaa olla ajan tasalla tasta aiheesta ja kyberhyok-
kaajien kayttamista taktiikoista, tekniikoista ja menetelmista. Taman opinnaytetyon avulla
voidaan opettaa yritysten henkilokuntaa tai muita henkiloita, jotka haluavat olla tietoisia

siita, kuinka valttya kiristyshyokkayksiin lankeamiselta.

Asiasanat: kiristysohjelma, kyberturvallisuus, haittaohjelma, haittaohjelma-analyysi



Table of Contents

R 131 o Yo 13Tt o I 5

2 Background of the thesis .....uieeiiitiiii i i 6

T (1T 1T T 6

3.1 History Of MalWare ..o.euueiiiiii i et e e e et e eiee e eeeaeeeeaennas 7

3.2 TYPES Of MaAlWaAI. ittt et e ettt it iieeeeeeeeeeesessennnnnnnnsnnneeens 8

3.2.1 Viruses @and WOIMS . .. ceeennnntteteettereeneeereennnnereennnneseannnneseennnneseenns 9

G 00 A I o} - o 9

3.2.3 RANSOMWAIE .. ttttnnttereeneeereenneereennneereaannneseesnnnessssnnneseesnnnessenns 9

3.3 Statistics about malware.......ooouiiiiiiiiiiii e 10

4  Implementation of a ransomware attack .......cceeiiiiiiiiiiiiiiiiiiiiiiii i, 12

4.1 Ransomware’s fuNCtioNality ...o.c..neneeeeeieeiiiniiiiiiiiiiiiiiiiiiieeeeeeeeaaannnnns 12

4.2 Cyber Kill Chain ....ueeieiiiiiiiii ittt e et e et i e i ieeeee e e e eeaeanannnnes 13

4.3 Stages of @ ransoOMWare attacCK......oovviiiieiiiieeiitiiiiiiiiiiiiiiiereeeeeeeeenennns 15

5 Testing and analyzing a ransomware in a safe environment ...........ccceeeiiviiiiiiinnnnnn. 16

5.1 Testing ENVIFONMENT ..t uteiii it iiiiiiiiiieeeeeeeeeeeeeenennnnnnnnaeaesessannnns 17

5.2 Lt Tz U= L= 1 4o N 20

6 SUMMArY & CONCIUSTON. .o iiiiiiiiiiiiiiiiiii ettt eeeeeeeiiiaeeeeeeeeeeeseseesnnnnnnnssenanees 34

RS =T =1 = 35

B QU ES it iii ittt ittt e eteeeeeeeeeneenannneeeeeaaesesesensnsansnnnsssesesessssssnsnnnnnnnnannens 38
1 Introduction

Ransomware isn’t a new topic in the cyber industry, but it has become even more relevant

than ever. Organizations fall into ransomware attacks continuously and this is difficult to mit-

igate as the threat actors keep constantly evolving their tactics, techniques, and procedures.

This thesis is an educational guide to gain knowledge about malware, understanding how

threat actors’ processes work in ransomware attacks, and how a ransomware functions in

practice. With this, the reader should be able to avoid falling into a ransomware attack even

in the earlier stages.

Chapters 3 & 4 are theoretical, and they will give the reader an understanding on what is a

malware, what types of malware are there, history of malware, malware statistics, how ran-

somware operate, what cyber kill chain is, what stages are in a ransomware attack, and what

happens in each stage of a ransomware attack. Chapter 5 is about testing and analyzing a ran-



somware sample and trying to understand the behavior of it. This will demonstrate how ran-
somware work and show in practice what happens when a ransomware gets detonated. This
chapter also covers malware analysis on a basic level with practical examples of static and

dynamic analysis methods.

2 Background of the thesis

Ransomware attacks have become very popular recently and this is why | wanted to further
educate myself on this topic and to compile an educational guide about ransomware. This
work is for the new people in the cyber industry, for them who wants to be more familiar
with this topic, and for organizations as this gives all around information about malware, and

more specifically about ransomware.

This thesis teaches what kinds of malware are there, statistics and history of malware, how
do malware operate, how do threat actors succeed in ransomware attack, ransomware at-
tacks processes, how to setup an environment where you can analyze malware, and a demo
on what a famous ransomware looks like. It is good to know how threat actors do their attack
and how their processes work to create even better defensive methods. Ransomware can do a
lot of damage and it could cost organizations millions if they get attacked by a ransomware,

so it is important to be aware of this topic.

Research methods used in this thesis are a mixture of theoretical and empirical research
methods. The theoretical method gives the reader a clear understanding about malware,
their operations, and processes. In the empirical research part, a ransomware was demon-

strated, observed, tested, and analyzed.

3 Malware

The term malware comes from words “malicious” and “software”. It is a software which in-
tents are malicious. It is not a typical software that you would purchase or install knowingly,
but instead, it is installed onto your systems to gain access and to perform malicious acts.
Some symptoms of an infected system can be slow performance, unexpected pop-up win-

dows, starting unknown processes, loss of bandwidth, etc. (Gibson, D. 2017)

Malware can be delivered through various methods such as via phishing emails, downloading
something from a compromised website, plugging in an infected USB drive, clicking on a pop-

up window and more. (Theprisi, T. 2023)



Some people have the misconception that virus and malware is the same thing which is incor-
rect. Virus is only a type of malware, and malware has lots of different forms such as worms,

adware, logic bombs, Trojans, rootkits, to name a few. (Gibson, D. 2017)

Malware is continuously evolving and according to AV-TEST Institute, they register over
450 000 new malware and potentially unwanted applications (PUA) every day. These new mal-

ware are usually just slightly modified versions of existing malware. (AV-TEST. 2023)
3.1 History of Malware

The history of malware dates to the late 1940s, when a Hungarian mathematician John Von
Neumann created a theory about self-replicating computer programs. Some of his work in-
cluding this concept we now know as malware, was compiled in 1966 to a paper called “The-

ory of self-Reproducing Automata”. (Livingston, Z. 2022)

While the theory of a malicious program relates to the 1940s, malware’s first actual proof of
concept was introduced in the year 1971, when a computer programmer Bob Thomas created
the first computer virus called “Creeper”, named after a character from Scooby-Doo. Though
the program is usually credited as the first “virus”, it behaves like a computer worm with the
difference of spreading without human interaction. Bob Thomas wanted to know if an execut-
ing program can have the possibility to move between computers without interrupting ongo-
ing operations of a program, and this led to the creation of Creeper. The creeper isn’t tech-
nically classified as a malware because its intentions were not malicious and the only thing it
did was to display a message “I’m the creeper, catch me if you can”. This program was re-
leased to the ARPANET, the precursor of today’s internet, and it would move around between
computers displaying the aforementioned message. The program was coded to remove previ-
ous copies of itself from the host before moving to another computer, and in later versions
(created by Ray Tomlinson) it would copy itself to other computer to make it spread like a vi-
rus. The program became an annoyance to some, and later Tomlinson created a different pro-
gram called “Reaper” which basically cleaned up the mess and became the first antivirus
software. (Bagde, A. 2021)

The second most significant event about malware happened in 1982 when a high school stu-
dent made a practical joke by writing a piece of code. Little did he know that piece of code
turned out to be the first known malware on Apple computers. This was a boot sector virus
called “Elk Cloner” and it would only target Apple 2 computers. At that time when floppy
disks were common, they were passed around to share software’s. Richard Skrenta, who is
the creator of Elk Cloner started this by distributing altered floppy disks to his friends as a
prank. This boot sector virus made a copy of the virus in the computer’s memory and then
stayed there to find a new clean floppy disk to spread the virus. The Elk Cloner was not as

harmful as nowadays malware and everything it would do was to display a poem every 50t



boot. Despite of its harmlessness, the program was the first one to spread in the wild, so also

untargeted people were affected by Elk Cloner. (Saengphaibul, V; Kelly R. 2022)

One remarkable event in malware history happened in 1986 when first PC virus was devel-
oped. This virus was created by two brothers from Pakistan with their intention of proving
that PCs are not secure. This was also a boot sector virus, meaning that it spread by sharing
floppy disks. The virus listed information about the creators including phone number so that
people can contact them about the virus. This virus had a global impact since it spread from
Pakistan to USA. The virus became well-known and after this point in time, new malware
started to appear more regularly with little modifications. Information security became im-

portant after this event. (Milosevic, N. 2013)

In 1989 appeared the first ransomware which was far more crucial than the above-mentioned
viruses. The ransomware was a trojan, meaning it disguises its true malicious intent by acting
as a normal software that don’t make anyone suspicious. This ransomware’s name was “AIDS
Trojan” created by Joseph Popp. The ransomware was in a floppy disk and the disks were dis-
tributed to researchers worldwide by physical mail. The disks had questions related to human
AIDS which was relevant at that time, and it would act as a normal software. The true inten-
tion became clear when the disk was booted the 90 time displaying a ransom note and en-
crypting/hiding files from the user. The demands were to send a specific amount of money to
a PO Box located in Panama. The encryption key to recover all the files was “Dr. Joseph Lewis
Andrew Popp Jr.”. (Saengphaibul, V. 2022)

The history of malware has lots of significant events, but these are some of the most im-
portant ones. Malware started in a form of a simple virus, without doing any harm and now

they have become more complicated and malicious with the intent of doing harm.
3.2 Types of Malware

There are different unique malware types where each works differently. Common types of
malware are viruses, worms, trojans, and ransomware. In the wild, there are plenty of other
malware such as polymorphic malware, fileless malware, keyloggers, bots, botnets, and so
forth. Adversaries sometimes need to get through different defense mechanisms like anti-vi-
rus and anti-malware solutions, so they need to use different kind of evasion and obfuscation
techniques to get through them. To avoid signature based anti-virus solutions, adversary
could use a polymorphic malware which modifies its code to get through signature-based de-
tections. The anti-virus solution might detect the malware’s hash value and say that it is
harmful, but as the malware keeps changing the code, the hash value also changes, and the
anti-virus solution doesn’t anymore understand that it is the same harmful malware. It is good
to understand what types of malware are out there and how do they differ with each other to

know how to defend against the threat actors. (Tunggal, A. 2023)



3.2.1 Viruses and worms

Viruses and worms are one of the most common malware types that exists. They have their
resemblance, but they are little bit different from each other. Virus is a piece of code that
spreads from computer to computer. It must be executed in order to perform its malicious
act. The execution can happen by opening an attachment you got to your email or simply by
inserting a USB drive. Virus attaches itself to a program and can spread in the system when it
is executed. Viruses need some kind of human interaction for example clicking a link, but

worms in other hand don’t.

Worms are basically the same thing as virus, but they can spread in a network without the
need of a user action. A worm uses transport protocols to move around across a network.
Some of the most common signs of a device that has been infected with a virus or worm can
be slow computer performance, loss of network bandwidth, system crashes modified or miss-
ing files and more. They both are alike with the only key difference being viruses need some

kind of interaction and worms can self-reproduce by themself. (Malwarebytes)
3.2.2 Trojan

Trojan is a type of malware that got its name from the trojan horse in Greek mythology. This
computer trojan has the same functionality, it looks something good but ends up being a ma-
licious trap. Trojan can for example be a normal looking software that you download and in-
stall, but when you run it, it performs other actions that the victim is not aware of such as

stealing information, damage computer or files, making a backdoor so that attackers can get

access to the machine and more. (Aycock, J. 2006) (McAfee)

One common type of trojan is a trojan-downloader which lays low on the system and waits for
an internet connection, so that it can later connect to remote servers to download malicious

programs to the infected system. (F-Secure)
3.2.3 Ransomware

One type of malware that has expanded incredibly in the past years is ransomware. Ransom-
ware is a malware that gets control on victim’s data and usually encrypts them so that the
victim can no longer access the data. The attacker then demands a payment from the victim
if they want to retrieve their data back. To get the data back you need the decryption key to
get all the encrypted files back. If the victim chooses to pay the ransom for the attacker in
hoping to receive the decryption key, there is no guarantee the attacker gives the key or even

has it.

Ransomware has evolved significantly and has different forms or types. The most common

type is crypto ransomware which encrypts all the data in a system and to access them, you
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need a decryption key. One very similar type is a locker which completely locks the user out
of their system, and then usually a screen is displayed informing about the ransom. Other
ones can be scareware which purpose is to scare without doing any damage. Scareware usu-
ally floods the users screen with pop up alerts. Doxware/ leakware is another type of ransom-
ware which claims to have personal information and they will share that information on pub-

lic if a ransom is not paid. (Crowdstrike, 2023)

In research done by cybersecurity venture, it was said that the annual ransomware damage
cost for victims will be 265 billion dollars by 2031 and that a new ransomware-attack for or-
ganizations will occur every 2 second. The estimations in 2019 was that these attacks oc-
curred every 14 seconds and in 2021 every 11 seconds. The growth of ransomware-attacks has

been very noticeable in the past years. (Morgan, S, 2023)
3.3 Statistics about malware

AV-TEST Institute is information technology related research institute from Germany. They
have one of the biggest malware sample databases in the world. They have analyzed the data
about malware and with this we can easily see what types of malware are common and which

operating systems have the most malware.

In the figure below (Figure 1), the red bars display the amount of malware and blue ones are
potentially unwanted applications (PUA). The first chart shows the total amount of malware

that AV-TEST Institute have in their collections. In 2023, the number of malware is little over
one billion and number of PUAs is 200 million. 10 Years ago, there was only 100 000 malware,

so there has been a clear rise on them.
 —m 4
1,400,000,000 97
1,200,000,0004%=
1,000,000,000
800,000,000
600,000,000

400,000,000

200,000,000

2010 2m 2012 2013 2014 2015 2016 2017 2018 2019 2020 201 2022 2023
Malware PUA

Figure 1: Total amount of malware and PUA (AV-Test 2023)
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If we compare the total amount of malware by operating systems, Windows is the most affec-
tious. Almost 800 million of these malware have been detected in Windows machine, which is
80% of all the malware. Android has the second largest amount of malware detections which
is only 30 million. Linux has little over 4 million and MacOS almost one million. With this in-
formation we can see that Windows operating system is the most targeted one. AV-TEST Insti-
tute has analyzed which malware are the most common in Windows operating system and in
the chart below we can see newly discovered malware from the past 14 days. The total
amount of malware in Windows machines has been over 3 million and one quarter of them has
been trojan horses. The second most common malware in this operating system has been
Worms with over 600 000 samples. Downloaders have been lately the third most common mal-
ware in Windows operating system with over 450 000 samples according to AV-TEST Institutes
research. According to the analysis there has been over 300 000 samples of backdoors and the
last category in the figure below (Figure 2) is “other” which has 500 000 malware samples.
(AV-Test. 2023)

Trojan

Worm
Downloader

) Backdoor
Others

Figure 2: Windows malware categories (AV-Test 2023)

Although Windows operating systems are the most likely to be a target of a malware, it is still
important to make other operating systems as secure as possible. Over half of the malware
sample on Linux operating systems have been detected in the past two years. Five years ago,

Linux was barely targeted with these malware but these days it is not so uncommon anymore.
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4  Implementation of a ransomware attack

Ransomware have been one of the most growing types of malware recently and many organi-
zations have been targeted by ransomware attacks. To better defend for these attacks, it is

good to know how threat actors think when they plan and execute ransomware attacks.

When threat actors do their malicious intents for example by delivering a ransomware and
getting the user to execute the malware, there are lots of steps and preparing that the threat
actors do. It is not an easy process, and this chapter explains how ransomware operate and
what cyber kill chain (CKC) is and how do malicious actors implement that framework in their

attacks.
4.1  Ransomware’s functionality

Over the years, techniques used for ransomware attacks have become far more complex and
now there are multiple methods on how to get the malware from attacker to the target with-
out anyone noticing a thing. Ransomware can be delivered in many ways. Usually, attackers
deliver their ransomware via email with an attachment or malicious link, and this is called
phishing. There are other delivery methods such as delivering malware through drive-by
downloads, removable media like USB drive, exploit kits, malvertisement which is a malicious

advertisement and more.

After the ransomware is delivered, it then stays on the system and tries to locate all the user
data on the system while evading important directories so that the system’s stability remains.
When the ransomware has located the important user data, it then encrypts the data usually
with symmetric or asymmetric encryption. Symmetric encryption uses the same key for the
data encryption and decryption, which means that if the password for encryption is “Test”,
then the password for decryption also is “Test”. Asymmetric encryption uses a public key and
a private key which means when the data is encrypted with the public key, you then need the
private key to decrypt the data and vice versa. (Gibson, D. 2017) After the ransomware has
encrypted the data on the system, it sometimes tries to exploit vulnerabilities to spread to
other systems but normally at this point the ransomware displays a ransom note on the screen
with instructions on how the user can retrieve their data back and how much money or cryp-

tocurrency they need to pay. (Miller, L. 2020)
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Attack

Phishing campaign with mali-
vector cious link or attachment.

When clicking the link, the ransom-
Payload ware is installed, and payload exe-
cutes.

The malware starts to search for directo-
ries, files etc. and encrypts them with sym-
metric or asymmetric key.

Encryption

Ra nsom A note is displayed with in-

structions on how to pay the
ransom for data recovery.

note

Figure 3: How ransomware functions (adapted from Miller. L 2020)

It is important to know that if you fall into these traps and your files get encrypted, you
shouldn’t pay for the ransom because there is no guarantee that the malicious actor will give
you the necessary key for the decryption of the data. This only tells the bad actor that their
ransomware works. To recover files by yourself you can try to use free ransomware decryp-
tion tools such as No more ransom decryptor. In some cases, you can back up your data and
wait for a decryptor to be published to retrieve your data eventually. Ransomware are as an-
noying as any other malware, and everyone should think twice before opening any attach-

ments or clicking links to avoid these situations.

4.2  Cyber Kill Chain

Advanced Persistent Threats (ATP) are deeply planned, complex intrusion campaigns that
modern day’s adversaries are doing. To analyze and understand how these attacks work and
how to defend against them, we need to use attack frameworks specifically designed for de-
fending and understanding what stages sophisticated attacker will go through. There are dif-
ferent well known attack frameworks to choose from and, in some cases, organizations might
create their own attack framework, but this section will describe what cyber kill chain is and

how it can be used in defending against cyber intrusions. (Chapple & Seidl, 2020)

Cyber kill chain is one of the most well-known attack frameworks used by cybersecurity spe-
cialists. This framework was originally created by Lockheed Martin in 2011. The model’s pur-
pose is to identify what stages adversaries take to achieve their goal. If any of these chained
links (stages/steps) break, adversaries plan for intrusion will fail. Cyber kill chain consists of 7

stages as shown in Figure 4: Cyber kill chain (adapted from Martin. L 2015).



14

Actions on Objective 7
o
Command and Control 6
o

[ Installation 5
@
0/
L Exploitation il
@
. ~/ Delivery 3
@

oo® 3 Weaponization 2
e ©®

[/
Reconnaissance 1

Figure 4: Cyber kill chain (adapted from Martin. L 2015)

Cyber kill chain starts with a reconnaissance phase where the attacker plans, selects their
target, and does their research on what kinds of vulnerabilities they can exploit. The more
information the attacker gathers in this phase, the more complex and successful the attack
is. (Martin, L. 2015) (Yadav, T & Mallari, A. 2015)

Weaponization is the phase where attacker utilizes the information gathered in reconnais-
sance phase and designs the right attack vector that can be used as an exploit. This phase is
important for the defenders to understand what payload the attackers used and how it was
made. (Yadav, T & Mallari, A. 2015)

The third stage in cyber kill chain is delivery in which the attacker launches their operation
for example by sending an email containing the payload, with a storage device, or from a ma-

licious website depending on the scenario. (Yadav, T & Mallari, A. 2015)

After the attacker has successfully delivered the payload, then comes the exploitation stage
where the payload is executed, and the attacker gains a foothold to the target’s environ-

ment. This can happen in various ways such as plugging in a USB drive, opening attachment
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received via email, drive by download or by clicking malicious links. (Yadav, T & Mallari, A.
2015)

Fifth stage is installation, and here usually attacker creates a backdoor to communicate with
external parties and to gain persistence on the system. After this starts a stage called com-
mand and control. This is where the attacker establishes a two-way communicating channel
with a remote server to exfiltrate sensitive data, getting further control, to download more
tools for expanding the attack surface, and to stay undetected by mimicking ordinary traffic.
(Yadav, T & Mallari, A. 2015)

The seventh and final stage is actions on objectives, and this is when the goal of the attack is
succeeded. Here the attacker usually has full control and can do whatever they want meaning
they can encrypt all the data, collect credentials, move laterally, and escalate privileges, do
damage on the system or network, exfiltrate confidential information, and more. (Martin, L.
2015) (Yadav, T & Mallari, A. 2015)

4.3  Stages of a ransomware attack

This section goes quickly through the cyber kill chain specifically in ransomware attacks. A
ransomware attack can have 4 to 8 steps depending on how you look at the situation. If the

payment steps are included in the lifecycle, then the cyber kill chain will be longer.

Exabeam has analyzed the behavior of 86 strains of ransomware and in their ransomware
threat report, they included the most common steps involved in typical ransomware attack.
The Exabeam’s ransomware lifecycle has 6 steps, and these steps are almost always involved
in a common ransomware attack to achieve the goal to deliver the ransomware to the target
computer and then to find files, encrypt them and demand ransom. The ransomware lifecycle

steps are shown in figure 5. (Exabeam, 2017))

1 p) 3 4 5
Campaign 4 Infection . Staging . Scan . Encryption

Figure 5: Ransomware kill chain (adapted from Exabeam 2017)

The first step usually starts with social engineering which can be in a form of a phishing at-
tack. That is usually the easiest way to get the target to make an error which is by acci-
dentally opening some attachment in an email. The attachment can be a word document with
macros. If you are not familiar with macros, they are used to automate tasks with commands.
When macros are enabled in word, they can do something malicious. The phishing word docu-

ment can include a text “An error has occurred. Could not load this word document because
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of disabled content. Try to enable content to display the file”. Some people might enable
macros if they are for example in a hurry or tired and everyone really could accidentally fall
into a phishing scam. When the macros are enabled, it might create a trojan-dropper and
here starts the second steps called infection where the dropper downloads an executable
from a remote server for the installation of the ransomware. Then starts the third step called
staging where the ransomware starts to gain persistence in the infected system by making it-
self to run even if the system is booted or in recovery mode, modifying registry keys, looking
for important information from configuration settings, modifying shortcuts and such things. In
this step the ransomware also tries to find shadow copies and then deletes them so that the

infected machine can’t recover the system to the recent saved snapshot. (Graziano, D. 2015)

At this point the ransomware has gained its persistence in the system even when shutdown so
now the ransomware starts the scanning phase with local scanning which completes in sec-
onds then continuing with network scanning and cloud scanning. When all the files have been
located, the encryption step starts, and the ransomware begins to encrypt all the detected
files. Newer versions of ransomware use a new technique called hybrid encryption where the
ransomware uses both symmetric and asymmetric encryption. This technique gets rid of the
downsides of both symmetric and asymmetric encryption algorithms. In the last step the ran-
somware displays a note to the target system by changing the desktop background to the ran-
som note with instructions. Sometimes there is a timer in the note and when the timer ends
the attacker then won’t give the decryption keys, the price of the payment goes up or they

leak all the information online. (Graziano, D. 2015)

5 Testing and analyzing a ransomware in a safe environment

Malware analysis is the process of testing, studying, and understanding the behavior of a mal-
ware. Malware analysts use different tools and techniques to understand how a malware
work, what type it is, how to detect it, and how to eliminate it. This can be done with two
different techniques which are static analysis and dynamic analysis. The difference between
these two are that in static analysis, the malware is not executed and in dynamic analysis it is
executed in a safe environment. Both techniques are good in their own way and to fully un-
derstand the malware, these both are used to gather as much information as possible (Mon-
nappa, K. 2018)

Static analysis provides information about a malware without running it. There are different
ways to do this, and each way provides small bits of information about the malware. You can
scan the malware sample in multiple antivirus programs to find out if it has already been
identified. You can try to fingerprint the malware with hashing. This means that the hash is

run through a hashing program which gives the malware unique hash value. This hash can
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then be shared with other malware researchers to find further information about it, or you
can search the hash in VirusTotal which is a service that has multiple antivirus scanning en-
gines. Sometimes hex editor or other types of tools such as ‘file’ utility or CFF Explorer are
used to identify the file type. Hex editor can examine each byte of the malware sample to
find the file signature. With the file signature you can easily identify what type of a file the
malware is, and which operating system is the malware trying to target. Other ways to per-
form static analysis can be by finding strings (this can give you clues on how the malware
functions), Inspecting PE headers (contains metadata about the malware), using tools like im-
port hash or fuzzy hashing to classify in which malware family the malware belongs to. (Mon-
nappa, K. 2018) (Sikorski, M & Honig, A. 2012)

In dynamic analysis it is important to note that you are running an actual malware in the anal-
ysis process. This means that you must have a proper, secure environment for the testing. If
the testing environment is not secure, then the malware could potentially spread on the net-
work and infect your system and others as well. Dynamic analysis also known as behavioral
analysis is the process of executing a malware sample and examining how the malware be-
haves. This can be different types of monitoring such as process monitoring, file system moni-
toring, registry monitoring, or network monitoring. Common tools used for these can be Pro-
cess Monitor, Process Explorer, Regshot, and Wireshark. Process monitor is a Windows moni-
toring tool used for monitoring file system, registry, process, and thread activity. Process Ex-
plorer is basically a more powerful task manager. Regshot is a registry comparison tool, used
for taking a snapshot before and after executing a malware and comparing the differences.
Wireshark is one of the most known tools for network packet analyzing. With this you can
capture network traffic when running the malware to understand the communication used by
the malware. (Monnappa, K. 2018) (Sikorski, M & Honig, A. 2012)

5.1  Testing environment

Safe environment is the key for malware testing. When an environment doesn’t have secure
in mind it can have severe consequences. Malware analysis environments vary a lot, and they
can be very complex depending on the needs of testing. This part covers how to set up a sim-
ple Malware analysis environment where a malicious software can be safely detonated. Some
aspects are not covered such as doing network analysis, since it needs a bit complex lab
where there are communicating virtual machines to log network traffic safely. Malware can
be analyzed using physical machines on air-gapped networks, but this part covers the easier

and more common way which is by using virtual machines.

Virtual machines (VMs) are basically a virtualized computer, in another words a computer in-

side a computer. On a virtual machine, a guest operating system (OS) is installed within the
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host OS. Here the OS running in the VM is isolated from the host OS, so that the executed

malware cannot do any damage to the host OS.

Physical Machine

Virtual Machine
Application
Virteal
Application
Application
Virtwal
Application
Application
Guest 05
Host O5

Figure 6: Illustration of a virtual machine (Sikorski, M & Honig, A. 2012)

If the malware does damage to the VM, then you can just reinstall the OS in it or use snap-
shots to return to a clean state. Snapshots are a way to return to a clean state just like a
backup. When you take a snapshot of a clean state of an environment, you can execute a
malware knowing that you can return to the earlier snapshot if things don’t go as planned.
(Sikorski, M & Honig, A. 2012)

To use a virtual machine, a hypervisor must be first installed. Hypervisor is a virtualization
software that can create and run VMs. Typical free hypervisors are Oracle VM VirtualBox and
VMware Workstation Player. VirtualBox will be used in this testing environment. VirtualBox
can be download from their website by simply choosing the suitable installation for your host
0S. (VirtualBox, 2023)

The virtual machine used in this case will be REMnux. It is a open source distribution used in
reverse-engineering and malware analysis. It provides a collection of pre-installed tools, so
you don’t have to install them yourself. Easiest way to install REMnux is to download it in OVA
(Open Virtual Appliance) format and import it into your hypervisor. VirtualBox has its own
specific OVA file for this which can be seen on picture x. When using other hypervisors such as

VMware, the general OVA must be chosen. (REMnux, 2023)
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Step 1: Download the Virtual Appliance File

The REMnux virtual appliance approximately 5 GB. It comes as an industry-standard OVA
file, which you can import into your virtualization software. It's based on Ubuntu 20.04
(Focal).

Decide which OVA file to download. Unless you're using Oracle VM VirtualBox, get the
general OVA file. If you're using VirtualBox, get the VirtualBox version. Download your
preferred OVA file:

VirtualBox QVA

This VirtualBox OVA file is specifically for VirtualBox. Get the general version from
the other tab if you're using other hypervisors:

Download the VirtualBox OVA file from Box (primary) or SourceForge (mirror)

Figure 7: Downloading the virtual appliance file (REMnux 2023)

After the download, it is recommended to verify that the files hash value matches to ex-
pected value. The right value can be found in the step 2 of REMnux installation manual when
downloading the file. When the hash value corresponds to the correct one, then the OVA file
can be imported to VirtualBox. To do this, open VirtualBox, click on file on the upper left cor-
ner and select ‘Import Appliance...’, then the Import Virtual Appliance wizard pops up and
the REMnux OVA file should be selected to be imported. On the next page, resource adjust-
ments can be made but usually the default settings are enough. These can be later custom-
ized if any changes are needed to be made afterwards. After this the importing starts and
when finished, it is ready to be used in the home screen. (REMnux. 2023) Few things should
be remembered when analyzing malware in the environment. Keeping virtualizations software
up to date is good practice, so that it limits the chances of the malware to exploit vulnerabili-
ties in the virtualization software or escape from the virtual environment. Not connecting any
removable devices such as USB drives or a charger connecting to a phone. Using different host
OS that is in the malware testing VM, meaning that when analyzing a Windows malware, an
OS such as Linux or macOS should be used (even if the malware escapes the VM it can’t infect
the host machine). Taking snapshots regularly and not storing any sensitive information in the
virtual machine. Last key thing to remember while analyzing a malware is to use ‘not at-
tached’ network adapter setting, host-only network or simulated services in the environment,
this way the malware is contained within the VM and isn’t connected to the internet. (Mon-
nappa, K. 2018)
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5.2  Malware demo

Here | will be using a Windows 10 computer with VirtualBox version 7.0.10 installed and a
REMnux VM. First thing to do in this demo is to take a clean snapshot of the machine. This is
done by clicking on the three dots in the VM on the home screen, then choosing the snapshots
setting. On the snapshots screen, clicking to the ‘Take’ button takes a snapshot of the current

status of the VM. A name can be chosen for the snapshot and a description can be set.

Y Oracle VM VirtualBox Manager

File Machine Snapshet Help

FEE e -
Take Properties Clone  Settings Start

=, Shrek Name Taken
f @r:.mered Off » B snapshot1 7.9.2023 14.15 (10 days ago)

B, (*_*).
fJ @ Powered OFF

B, Metasploitable
@ Powered OFf

@r ® : ﬁ Details
(&
Logs

@ Activity

% File Manager

Figure 8: Taking a snapshot of a clean virtual machine in VirtualBox

On the default settings page, clicking on the network lets you modify the network settings. At
first the network should be on network address translation displayed as ‘NAT’, or similar

where the internet connection is working properly for downloading the malware safely.
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Y Oracle VM VirtualBox Manager

File Machine Help
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New  Add Settings
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B %) O sy
fJ @ Powered Off o 1 Adapter 1 Adapter 2 Adapter 3 Adapter 4

v Enable Network Adapter
EZ, o Metasploitable
@ Powered Off Storage Attached to: | MAT

[ca] | e

, . |

- o i » Advanced
f () _ - \dvan

B s
Control - Shared Folders

E User Interface

|

Host Dr
Control!

& Ne
Adapter
# uss

Figure 9: Network settings page in VirtualBox

Malware samples can be downloaded from different sources such as MalwareBazaar, theZoo,
VirusShare, etc. Here we are going to download two similar Linux samples from MalwareBa-
zaar which is a project of Abuse.ch where IT-security researchers can share malware samples
for free and further analyze them. (Abuse.ch, 2020) These two samples look to be almost
identical to each other. They both have a ‘BlackBasta’ signature which is a well-known ran-
somware group that offers ransomware as a service. Black Basta group became active in April
2022, and they have an approach where they usually choose their targets and not spam phish-
ing attacks and hope for the best. They usually use a double-extortion tactic where they not
only ask for a ransom payment for recovering files but also ransom payment for not leaking
any data publicly. (Trend Micro Research, 2022) Here the file type is ‘elf’ (Executable and
Linkable Format) indicating it to be a Linux based sample. The SHA 256 is different on both,
so we know that they aren’t identical. Ransomware have encryptors which encrypts all the
data and decryptors which is used to recover the data, so here the other file is probably en-
cryptor and other decryptor. MalwareBazaar has 36 Black Basta malware samples when
searching by signature and 37 when searching for Black Basta with tags. 5 of the Black Basta
samples are Linux based and the rest are Windows based. To download these as zip file,
simply click on the ‘download sample’. The zip files are password protected automatically to

avoid accidental detonations.
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MALWARE bazaar Q Browse & W} Hunti
& ABUSE[™

Intelligence @ 10Cs YARA © File information Comments Ac =
SHA256 hash: 96339a7e87ifcebeed247feb9b4ch7c05h83ca315976a9522155bad 726h8eShe
SHA3-384 hash: e53bbc664cb90c029c50c8819e8c014216bd79f98b3d618f942f4d70418a56ea38270bcd2db937fa8517a8659301ac78
SHA1 hash: 8ccac360e2cal37b2fa9f5fa81b221141b8936120
MD5 hash: 7688c1b7al124c1cd9413f4b535b2f44
humanhash: nine-yellow-winter-tennis
File name: 96339a7e87ffcebeed247ieb9b4ch7c05h83ca315976a9522155had726b8e5he
Download: [® download sample
Signature ®
File size: 209'170 bytes
First seen: 2022-06-09 12:35:15 UTC
Last seen: 2023-07-25 23:35:03 UTC
File type: A elf
MIME type: application/x-executable
ssdeep @ 6144:0UjgtclKpigk LICZM5cUq29shXs6u7ulx97Z52Gd:fgt4KoVkCm9aV
TLSH T12C144B47F2D61CFFCE6CADE304797A1266D62B82193211D3F2584C6301A9BF681F1EBG6

telfhash @ 1115¢0120498680h4c4d635620dd9d1b5150436c26b5ae3b016ff8d995411c64f424ae5f

MALWARE ba%i?n2;|-‘ Q Browse &3 U WHunting <> APl BE
Intelligence € 10Cs YARA @ File information Comments
SHA256 hash: 0d6c3debaebbbe85939d7588150edf7h7hdc712fceh6a83d 79e65b6f79bfc2ef
SHA3-384 hash: 39e90510e908e2e6ab8fc3186d5992ba7c2e2d4c386ee86a2f8d115668f4f811b48039e88c92b379241ab41d7f92153
SHAL hash: b363e038a6d6326e07a02e7ff99d82852f8ec2d2
MDS5 hash: 32f17040ddaf3477008d844c8eb98410
humanhash: nebraska-four-berlin-equal
File name: Od6c3de5aebbbe85939d7588150edf7b7hde712fceb6a83d79e65b6f79bfc2ef
Download: & download sample
Signature ®
File size: 222'120 bytes
First seen: 2022-11-15 11:02:41 UTC
Last seen: 2022-11-15 13:01:45 UTC
File type: A el
MIME type: application/x-executable
ssdeep ® 6144:qHxwGbi2dn97rh3akMS2vEUrhsQpN1W4XaOZ/6gpZF7:XG+y97KvDW2N
TLSH T18B245C4BF7961CFFCS5CADET08687A1256D22B83192211D3F2544CB30199AF6C2F1EBGE
telfhash @ 113cc0120588691b4849635630c199d175151436c66b5ae3b113fhcd9d5411c64h0246e5f

B ¥ 6 0ok

Figure 11: Downloading second malware sample from MalwareBazaar (MalwareBazaar 2023)

Now that the samples have been downloaded, the network settings should be changed to ‘not
attached’ and turn off the ‘cable connected’ option. After this another snapshot is recom-

mended to take to avoid any accidents.
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Network

Adapter 1 Adapter 2 Adapter 3 Adapter 4

+ Enable Network Adapter

Storage Attached to: | Not attached

Audio

¥ Advanced
Network
Adapter Type: Intel PRO/L000 MT Desktop (B2540EM)

gt Serial Ports

USB . . _
MAC Address: 080027689361

Shared Folders Cable Connected

E User Interface

Cancel
¢ Network
Adapter 1: Intel PRO/1000 MT Desktop (Mot attached)
¥ use

Figure 12: Customizing network settings of REMnux

To get information about the file straight away, we can do a quick static analysis with Vi-
rusTotal. VirusTotal is an online service that uses multiple antivirus (AV) scanners and block-
lists to analyze malicious files, URLs, hashes, IP addresses and other types of malicious
threats and shows which vendor’s AVs find the samples malicious by flagging the sample. (Vi-
rusTotal, 2023) If we copy and paste the hashes of the files downloaded to VirusTotal, it gives
you some indicators whether the files are malicious or not. | checked all the Linux based
Black Basta files that where in Malware bazaar and two of those had been flagged by 9 ven-
dors in VirusTotal, one file was flagged by 34 vendors and two which I’m going to analyze in
this thesis were flagged by 39 vendors. The file sizes of the two files that were flagged by 9
vendors are both around 95 KB and the files that were flagged by 39 vendors are little bit
over 200 KB. From this | would assume that the files flagged by 39 vendors have both the en-
cryptor and the correct decryptor because they have similarities. Although the samples (Fig-
ure 13 & Figure 14) analyzed by VirusTotal might look identical and share many similarities,
they should be different since the hash values differ from one another, the file sizes are dif-
ferent with a 12KB difference, lot of the same vendors have flagged both of the files but not
all of them, and the file names named by vendors differ often indicating that they are from

the same families but still differing from each other.
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A MalwareBazaar | SHA2569633%: % | A MalwareBazaar | SHA256 Od6c’ ~File - VirusTotal - File - 0d6c3deSaebb X “+

&« C @ virustotalcom/qui/file/9 E &7 > v ®» 0O

> e Q & s CEED

eanalyze == Similar =

96339a7e87ficebced2a7febIbach7cO5b83ca315976a95221550ad726b8eShe S
96339a7e87ffcesced247feb9bach7c05b83ca315976a9522155bad726b8esbe.elf 204.27KB 6 daysago

ef  s4bits

Community Score

DETAILS RELATIONS BEHAVIOR COMMUNITY 13

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label Threat categories ransomwers  trojan Family labels biackbasta  kbbwf  yscit
Security vendors' analysi Do you want to automate checks?
Ahnlab-V3 AlYac

Antiy-AVL Arcabit

Avast AG

Avira (no cloud) BitDefender

Cynet Cyren

Figure 13: VirusTotal's analysis of first malware sample (VirusTotal 2023)

A MalwareBazaar | SHA256 96339: X | A MalwareBazaar | SHA256 Od6c: al - File - Qd6c3det

C & virustotal.com/gui/file/0d6c bl 9 3 d I 8 ST » OO0
canalyze = Similar -
0déc3deSacbbbeB5939d7588150ed7b7bdc712fcebbaBId79e45b6179bic2et

0déc3desaebbbe85939d7588150edi7b7bdc712fceboaBld79e65b6179bfczet etf 21691KB 24 days ago

olf  abits

Community Score
DETAILS RELATIONS BEHAVIOR COMMUNITY 2+

Join the VT Community and enjoy additional community insights and crowelsourced detecti APl key to automate checks.

Popular threat label Threat categories ransomware  trojan Familylabels blackbasta  yxcfi  arol

Security vendors' analysis () Do you want to automate checks?

AhnlLab-V3 AlYac

Antiy-AVL Arcabit

Avast AVG

Avira (no cloud) BitDefender

Cynet Cyren

Figure 14: VirusTotal's analysis of second malware sample (VirusTotal 2023)

Before detonating the ransomware, some test files should be created to see if they get en-

crypted or not. | have three .jpg files and two .txt files in my Documents directory.
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Flo Machine View Input Devices Help

Activities & SciTE Text Editor = Sep19 08:05

$ —le——
& ==
cat-4912213_1280. cupcakes-5116009_ dessert-932820_
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Test2.xt _—
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File Edit Search View Tools Options Language Buffers Help |
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4SS Test2 bt - SiTE st
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Figure 15: Test files in Documents folder

In my downloads directory are the ransomware extracted as shown in the picture (x). Here

the files don’t have execution right automatically and to detonate it must be given.
= remnux@remnux: ~/Downloads Q = — o b4

1 s$ 1s
7588150edf7b7bdc712fceb6a83d79e65b6T79bfc2ef. el f

96339a7e87Tfcebced247Teb9b4cb7cO5b83ca315976a9522155bad726b8es5be. el

emnux:~/Downloads$ I

Figure 16: Ransomware shown in Downloads folder

Here | used the chmod command to give the necessary rights and | only gave the user the exe-
cution right with the following command: chmod u=rwx,g=r,o=r <file>. Here the letters u, g,
and o stand for user, group, and other, and r, w, and x stand for read, write, and execute. In

the picture x you can see that after the files have the execution right, it changes colour.
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) remnux@remnux: ~/Downloads Q = - o x
x:~/Downloads$ ls -1

remnux remnux 222120 Se :30 @d6c3de5aebbbe85939d7588150edf7b7bdc712fceb6aB3d79e65b6T79bfc2ef. e
remnux 96835 g
remnux 209170 Se 3 :30 96339a7e87ffcebced247feb9bdchb7cO5b83ca315976a9522155bad726b8e5be. e
remnux 91913 g
nloads$ chmod u=r r 8dé6c3de5aebbbe85939d7588150edf7b7bdc712fceb6a83d79e65b6T79bfc2ef. e
1s -1

X 222120 Sep :30 odéc3deSaebbbes 50edf7 712fce 9e65h6f79bfc2ef.elf
8

x 96835

x 209170 3 :30 96339a7e87ffcebced247feb9b4cb7cO5bB83ca315976a9522155bad726
91913 8

$ chmod u=rwx,g=r,0=r 96339a7e87ffcebced247feb9b4cb7cO5b83ca315976a9522155bad726

$ s -1

222120 Sep 0 0d6c3de5aebk 150edf7 712fceh6 9e6 79bfc2ef.elf

96835 Sep
X 209170 Sep 18 5 96 ffce6ced247feb3bdch7co 315976a9522155 b8eShe.elf

n 91913 Sep
/Downloads$ [

Figure 17: Giving executable rights to the ransomware files

To execute a file in the command line, simply put “./” in front of the file name you want to
execute. | executed the files but for some reason they didn’t work as they should have. A
message “ENCRYPTION/DECTRYPTION Path not exists in this system” was printed. Now at

least | can assume that the other file is encryptor and the other is the decryptor.

| remnux@remnux: ~/Documents Q = - o X

remn
Testl.txt Test2.txt

remn

remn

odé6e:

9633¢

remn emnux:~/Downloads$ ./0d6c3deSaebbbe85939d7588150edf7b7bdc712fceb6a83d79e65b6T79bfc2ef.elf
ENCR

Path n i in this em

remn :~/Dow E ./96339%a7eB87ffcebced247feb9b4cb7cO5b83ca315976a9522155bad726b8e5be. el

Testl.txt Test2.txt

Figure 18: Execution of ransomware

To find out why the ransomware are not working properly I’'m going to do some malware ana-
lyzing. For this | will use a tool named ‘Detect It Easy’ that is pre-installed in REMnux. Detect
It Easy is an easy-to-use tool for doing static and dynamic analysis. It has a simple interface

where the file only has to be selected and lots of information comes up.
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File Machine View Input Devices Help
Activities [ Detect It Easy v Sep20 09:49

Detect It Easyv3.08 [Ubuntu 20.04.4 LTS] (x86_64)
File name
>

File type File size Base address Entry point
> | vl Advanced
Demangle
Fileinfo | Memory map|| Disasm Hex Strings | Signatures | | VirusTotal

MIME Visualisation || Search Hash Entropy Extractor

Binary

Scan Endianness  Mode Architecture
Automatic
Shortcuts
Options

Signatures| v/ Recursive scan v/ Deep scan | | Heuristicscan v/ Verbose About

pirectory | [ECCCIN > Alltypes Exit

Ubuntu 20.04..

BOWE SWET T G0 o

Figure 19: Displaying the default screen of Detect It Easy

When either of the files are selected the tools tells what kind of a file it is, operating system

information and the executables are written in C/C++.

Detect It Easy v3.08 [Ubuntu20.04.4 LTS] (x86_64) - o x
File name
> | [homefremnux/Downloads/0d6c3deSaebbbe85939d7588150edf7b7bdc712fceb6a83d79e65b6179bfc2ef elf
File type File size Base address Entry point
ELF&64 v 216.91KiB 20000000400000| 100000000404958 > | ¥/ Advanced
Demangle
File info Memory map| Disasm Hex Strings | | Signatures | | VirusTotal
MIME Visualisation Search Hash Entropy Extractor
ELF
Programs Sections
0008 > 0020 >
Scan Endianness Mode Architecture Type
Automatic v LE 64-bit AMD64 EXEC
~ ELF64
Operation system: Red Hat Linux(ABI: 2.6.18)[AMD&4, 64-bit, EXEC]
Compiler: GCC(4.9.120140922 (Red Hat 4.9.1-10))
Language: C/C++
Shortcuts
Options
V| Recursive scan v Deep scan Heuristic scan v Verbose About
Scan N
Directory All types > 4 msec Exit

Figure 20: Detect It Easy revealing information about the ransomware

It is possible to analyze the hex values of the files with this tool. This gives some basic infor-

mation that can be retrieved in static analysis.
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ELF - o x

Reload ‘ < Hex Disasm Strings Memory map | Entropy | Heuristic scan| v/ Readonly

= Info =

Data inspector
Nauz File Detector(NFD)

Detect It Easy(DiE) hiex

VirusTotal offset 00 01 02 03 04 05 06 07 A8 09 0a Ob Oc 6d Oe 6F | Symbals E
Visualization ©000:0000 | 71145 4c 46 62 01 01 63 60 00 6O B0 B0 00 B 60
Hex ©000:0010 | 02 00 3 00 01 60 60 A0 58 49 40 00 00 00 60 00
" ©000:0020 | 40 00 00 0O 0O BO B0 BO 60 c2 62 B0 B0 00 B 60
Disasm 8000:0030 | B0 BO 60 60 40 00 35 B0 B8 60 40 00 20 80 1d 60
Hash ©000:0040 | 6600 00 0O B5 6O 00 B0 40 00 6 B0 B0 00 B 60
Strings 0000:0050 | 40 60 40 60 00 00 00 OO 40 00 40 00 00 60 00 00
Signatures ©000:0060 | cO 01 00 0O 0O BO B0 BO cO 01 60 B0 80 00 B 60
Memory map ©000:0070 | 08 00 60 60 0O 60 B0 A0 63 0O 6 B0 04 00 B 00
Entropy ©000:0080 | 60 02 00 0O 0O BO 0O BO 60 02 40 B0 B0 00 B 60
Extractor ©000:0090 | 60 02 40 60 0O 60 6 B0 1c OO 6 B0 B0 0O B 00
Search ©000:00a0 | 1c 00 00 6O 0O 6O 0 B 01 60 6 B0 B0 0O B 60
EIf_Ehdr ©000:00b0 | 0100 60 60 05 60 60 A0 0O OO 6 B0 B0 0O B 00
- ©000:00c | 60 00 40 0O 0O BO 0O BO 60 00 40 B0 B0 0O B 60
~ Sections 2000:00d0 | de b3 62 00 68 00 80 0@ de b3 02 06 00 B0 B 60
Interpreter[.interp] ©000: 0020 | 0O 0O 20 0O 00 66 60 60 81 6 6 B 86 06 B0 00
Notes[.note.ABI-tag] 0000:00f0 | 0 b3 62 00 6 0O 60 PO €0 b3 62 00 80 6O BA 60
Notes[.note.gnu.build-id] ©000:0100 | e0 b3 62 00 00 6O 00 B0 98 ¢ 6O B0 B0 00 B 60
Symbol table[.dynsym] ©000:0110 | 9013 60 60 0O 60 60 6O 0O OO 20 B0 B0 0O B 60
String table[.dynstr] ©000:0120 | 62 00 00 0O 06 6O 00 B0 c8 bE 62 B0 B0 00 B 60
RELALrela.dyn] ©000:0130 | ¢8 b6 62 60 0O 60 60 B0 ¢8 b6 62 B0 6O OO B 60
RELA[ rela.plt] ©000:0140 | 30 02 00 0O 0O BO 0O B0 30 02 6 B0 B0 00 B 60

‘ : ©000:0150 | 68 00 60 6O 0O 60 66 B0 04 OO 6O B0 04 00 B 00

~ Dynamic tags[.dynamic] -

string table - Selection:0000000000000000 Size:0000000000000000

Options

v| Recursive scan V| Deep scan Heuristic scan V| Verbose About
Scan N
Directory All types > 4 msec Exit

Figure 21: Detect It Easy displaying hex values

To find and understand where the issues are | can try to find clues from the strings section of

the tool. With this | can maybe get an understanding how the program functions.

Detect It Easy v3.08 [Ubuntu 20.04.4 LTS] (x86_64) P - -

ELF - B X
Reload < Hex Disasm Strings | |Memorymap| Entropy | Heuristicscan v/ Readonly
Detect It Easy(DiE) = vl ANSI - UTF8 ¥ Unicode CStrings |5 2 Links Search
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Hex Save
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‘ M 00000200] ___1blA_/ib64/ld linuxx86-64502 |
Signatures 2 000002e7 09 A I0H50zkQ
Enir:;‘;? map 3 00001479 0a A librt.se.l
Extractor 4 00001484 Oe A __gmon_start__
Search 5 00001453 13 A _Jv_RegisterClasses
Elf_Ehdr 6 000014a7 Of A libpthread.so.0
~ Sections 7 000014b7 09 A nanosleep
Interpreter[.interp] 8 000014l 0d A clock_gettime
Notes[.note.ABI-tag] 9 000014cf 10 A __ermo_location
Notes[.note.gnu.build-id] 10 000014e0 14 A __pthread_key_create
Symbol table[.dynsym] 1 0000145 14 A pthread_mutex_unlock
f{gm{iﬁ’;“éﬁﬂ”}”sm 12 0000150a 12 A pthread_mutex_lock
RELA[:rela:plt] 13 0000151d Oe A libstdc++.50.6
- Dynamic tags[.dynamic] 14 0000152c le A _ZNSs4_Rep9_S_createEmmRKSalcE
String table 15 0000154b 25 A _ZTVNI10__cxxabivll7__class_type_infoE
RELA 16 00001571 34 A _ZNSsSeraseEN9__gnu_cxx17__normal_iterator|PcSsEES2 _
Libraries |17 000015a6 Of A _ZSt9terminatev -

Options

V| Recursive scan ¥ Deep scan Heuristic scan v Verbose About

Directory All types Exit

Figure 22: Analyzing strings with Detect It Easy

This section gives around 1400 different strings that are associated with each file. When look-
ing quickly through all of the strings it seems that some of the executable is not working

properly, maybe missing something and stopping before it gets to encrypt all the files. Lots of
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error indicating strings can be found. The strings section has a note which seems to be the
ransom note that should be added after the encryption. Even if the executable is malfunc-
tioning, the tool lets you see the ransom note. The ransom note says that my data are stolen
and encrypted, and it will be published if a ransom payment isn’t made. It gives a link to a

TOR site and give a specific login id.

Detect It Easy v3.08 [Ubuntu 20.04.4 LTS] (x86_64) =0 x -

ELF - o x
Reload | < Hex Disasm Strings Memory map| | Entropy | |Heuristic scan| v Readonly
Detect It Easy(DiE) =/ ANSI - UTF8 v Unicode CStrings |5 2 Links Search
VirusTotal
Visualization Filter
Hex Save
Disasm
Hash Offset ~ Size Typ String =
- 706 00025e62 11 A bad_function_call
Signatures 707 0002580 15 A | St17bad_function_call
g;:l‘;?‘ map 708 00025ea0 20 A | NSt13__future_basell_State_baseE
Extractor 709 00025ee0 28 A !qut1§J_future_b35619_Asyn(_stats_[ommonE
Search 710 00026985 07 A '
EIf_Ehdr 711 0002bec0 22 /A Your data are stolen and encrypted
- Sections 712 0002beed 46 A The data will be published on TOR website if you do not pay the ransom
Interpreter[.interp] 713 0002bf2c 41 A You can contact us and decrypt one file for free on this TOR site
Notes[.note.ABl-tag] 714 0002bf6f 4a A (you should download and install TOR browser first https:/ftorproject.org)
Notes[.note.gnu.build-id] 715 0002bfbb 47 A https:/faazsbsgya565vlu2c6bzyyfiebkebtvvcytvolt33s77xypiZnypxyd.onion/
Symbol table[.dynsym] 716 0002c006 40 A | Your company id for log in: 01e881ca-4809-4511-a7ed-51fac40abedf
i‘g&‘f{‘i‘fﬁfg’]”s”] 717 0002c078 2c A | GCC: (GNU) 4.4.7 20120313 (Red Hat 4.4.7-23)
RELA[:reLa:plt] 718 0002c0as 2c A | GCC:(GNU) 4.9.120140922 (Red Hat 4.9.1-10)
- Dynamic tags[.dynamic] 719 0002c0d3 07 A .symtab
String table 720 0002c0db 07 A | .strtab
RELA 721 0002c0e3 09 A .shstrtab
Libraries 722 0002c0ed 07 A interp =
T Options [
v| Recursive scan ¥/ Deep scan Heuristic scan ¥/ Verbose About
Directory All types > || 4msec sean Exit

Figure 23: Strings reveal a ransom note in Detect It Easy

After looking for the strings section quite some time | found an indicator where the file might
malfunction. In row 658 is listed a path /vmfs/volumes followed by “force path”, and 5 rows
after that is listed an output “Path not exists in this system”. | noticed that this kind of path
doesn’t exist in my virtual machine. | tried to find this path, but nothing appeared. Both of
the ransomware files seem to have this same problem.

= el ANICL | =l |LITEQ |4l llnicads CCtrinme D |2 |linlke

remnux@remmnux: [ Q = - o

/% 1s
1ib32 1ibx32 media opt root sbin srv
1ib64 1lost+found mnt proc run snap swapfile

Figure 24: Checking if this virtual machine has /vmfs/volumes path
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My guess is that this executable must scan this directory but since | don’t have it in my sys-
tem, it doesn’t run correctly and skips rest of the instructions it should do. Vmfs stands for
Virtual Machine File System, and it stores data about virtual machines. If a host has virtual
machines, then this executable would probably encrypt data about them too. Next thing I will
do, is to test, if creating a directory named /vmfs/volumes lets the executable run correctly.
| added a vmfs directory to the root and volumes directory to vmfs. | wanted to create a test
file to the vmfs/volumes directory to see what will happen to that file if the ransomware exe-

cutable works.

= root@remnux: fvmfsfvolumes Q = - a] x

/$ s
home 1ib32 1ibx32 media opt root shin srv
1ib64 1lost+found mnt proc run snap swapfile
mkdir vmfs/volumes
ate directory ‘vmfs/volumes’: No such file or directory
mkdir wvmfs
ate directory ‘vmfs’: Permission denied
do mkdir vmfs
mkdir vmfs/volumes
ate directory ‘vmfs/volumes’: Permission denied
sudo mkdir vmfs/volumes
s
1ib32 1ibx32 media opt root shin srv
lib64 lost+found mnt proc run snap swapfile
cd vmfs
mfss 1s

$ cd volumes
cho "Testing 123.." = Testl23.txt
ion denied
echo "Testing 123.." > Testl23.txt

o "Testing 123.." = Tes

JSumfs/volume

Figure 25: Creating /vmfs/volumes path and adding a test file in volumes folder

After running the ransomware encryptor again an output “Text file busy” was outputted and
this happened because | still had it open on Detect It Easy tool. | closed the tool that was dy-
namically analyzing the files and tested to run the ransomware again. This time it displayed

the encryption and how fast it did the encryption.
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= root @remnux: /home/remnux/Downloads Q

Downloads# 1
bbb d Dedf7b7bdc? ce e65b6T79bfc2ef.elf

ffcebce 7feb9b4cbh7cB5b - : -L1.EL: 8eShe.elf

mnux: /home/remnux/Downloads# ./0d6c3de5aebbbe85939d7588150edf7b7bdc712fceb6ad3d79e65b6T79bTc2

bbeg85939d7588150edf7b7bdc712fceb6a83d79e65b6f79bfc2ef.elf: Text file busy
Downloads# 1
50edf7b7bdc? ce d79e65h6f79bfc2ef.elf

e87ffcebced247feb9bach7cO5b 55bad726b8e5Sbhe.elf

¢: /home/remnux/Downloads# cd
Downloads/
home/remnux/Downloads# cd
Downloads/
e/remnux/Downloads# cd
Docume # s
Testl.txt

Done time: 0.0020 seconds, encrypted: ©0.0000 gbroot@remnux:/home/remnux/Downloads#

Figure 26: Executing the encryptor

In my documents folder nothing was encrypted. | opened the test pictures and they worked
normally. | also opened the .txt files created in documents folder, and they weren’t either
encrypted. My desktop also didn’t change, and | didn’t seem to have any ransom note that

was seen in the dynamic analysis.

File Machine View Input Devices Help
Activities I ImageMagick (color depth=q16) ~ Sep21 09:07

root@remnux:/home/remnux/Documents# 1ls
at-4912213_1280.jpg cupcakes-5116009_1280.jpg dessert-932820_1280.jpg Testl.txt Test2.txt
root@remnux: /home/remnux/Documents# cat Testl.txt

This is a test file

root@remnux:/home/remnux/Documents# cat Test2.txt

This is another test file

root@remnux: /home/ remnux/Documents# []

ImageMagick: cupcakes-5116009_1280.jpg -

B 5 ¥ 6 0 oxeacTRL

Figure 27: Displaying test files in Documents folder
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| then checked the vmfs/volumes directory and there seemed to be some changes. A re-
adme.txt was added there which is the ransom note and the .txt file created for testing was
changed to .basta file with execution rights. This means that the encryption might have only
happened in the vmfs/volumes directory and that’s why the encryptor didn’t work in the first
place. There weren’t any other signs of targeted folders, so this might indicate that the tar-
get is VMware ESXi hosts. VMware ESXi server are virtual machines, and their data is usually
stored in the vmfs/volumes directory. This ransomware is a simple variant of other Black
Basta ransomware since this specific one only encrypts a small part and usually Black Basta

ransomware are far more severe.

file Machine View Input Devices Help

Activities [ Terminal » Sep21 09:13

root@remnux: Jvmfs/volumes

emnux: /home/remnux/Documents# Ls
D.jpg cupcakes-5116009 pg dessert-¢ p_1280.jpg Testl.txt Test2.txt
emnux: /home/ remnux/Documents# cat t1.txt
est file
(: /home/remnux/Documents# cat Test2.txt
ther test file

re stolen and encrypted
The data will be published on TOR website if you do not pay the ransom
You can contact us and decrypt one file for free on this TOR site
(you should download and install TOR browser first https://torproject.org)
https://aazsbsgyas65viu2c6bzy6yfiebkebtvveytvolt33s77xypi7nypxyd.onion/

Your company id for log in: ©le88lca-4809-4511-a7ed-51fac4@abedf

:/vmfs/volumes# cat Testl123 [
69hj<|60YH~I16gal/ 6haf! "BenBLZu{ZracTFOBSH0BE " +KE B0B6>0%6 [ 666 (Bhe6s

a
Boucose +§ GnéoE, BELrues
ChyW x B\bé
] tqr‘mf? ie)§ VTHY |65/ NB<668.6, BE-668s63
G0CSLE0EBH00E 166KGHO16006 6

ik }Ginxe2c, #60UBWHGEIG : ' BB656VQ B, Broot@remnux: /vmfs/volumes# ]

=

% ¥ &3 I oKeA CTRL

Figure 28: Displaying encrypted test file in /vmfs/volumes

To recover the encrypted files, | have to run the decryptor that | downloaded. The decryptor
should be the correct one for this specific encryptor since it looked almost exactly the same
in the Detect It Easy tool. | run the decryptor file, but this also gave me some problems. The
test file that was encrypted didn’t change and the bites and hash value also seem to be the
exact same. | then tested if | need root privileges for the decryptor to work correctly and it
removed the .basta extension. The file was still an executable and wasn’t fully decrypted.

The bits had changed but it seemed to be halfway through the decryption.
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o} root@remnux: fvmfs/volumes Q = - =] x

5b6f79bfc2ef.elf

e5be.elf

Figure 29: Decrypting the test file and displaying it

| once again tried to run the decryptor but now it didn’t change the file in any way even with
the root privileges. | then tested if the encryptor changes the file to the previously encrypted

version or does it become even more encrypted file.

= root@remnux; fvmfs/volumes Q = - o x

ot@remnux: /vmfs/volumes# /home/remnux/Downloads/./0d6c3de5aebbbe85939d7588150edf7b7bdc712fcebb
b6f79bfc2ef.elf

T 123.
:/ynfs/u

Hohj=<

% GuTEY|B5/N
AU/

Figure 30: Executing the encryptor for the second time

The encryption became different from the first version. This didn’t make much sense. After
this | decrypted the file again with the root privileges and this time the file turned back to
normal. It still was an executable for some reason, but it was recovered. The decryption
phase might be made purposely a bit complicated, so that if a victim of this attack finds a
correct decryptor for this ransomware they maybe would give up after testing this only one

time.
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o) root @remnux: fvmfs/volumes Q = o o X

rypted: 8.0000 gbro remnux: /vmfs/volumes# 1s

Testl23.txt.basta
“I1Gqall/66afzé, $98 ScnbLZu{ZracTFHHSHQUE " +k§~§

On6ee , 96 1PUGS

s
3RO RIjLEW #1XbOERGGgHEHzZ) NG

@remnux: /vmfs/volume ~C
r @ /Downloads/./96339a7e
2155bad726
DECRYPTION

Figure 31: Displaying the decrypted file

To decrypt the file, you need to run the encryptor, decryptor, encryptor again and last time
the decryptor. This pattern recovers the files. It doesn’t matter how many times in a row you
would run the same encryptor or decryptor, it doesn’t change anything the other time you
run it. So, if you would run the first encryptor three times, it would only change it once, and
if you then would run the decryptor three times, it would change it once, and this repeats un-

til it gets recovered eventually.

This specific ransomware sample was interesting since it really was able to encrypt any data
created to the vmfs/volumes folder. | did some more testing and if a file was created to the
/vmfs folder it wasn’t encrypted when the ransomware was detonated. If a folder was added
to /vmfs folder for example “/vmfs/Test”, its contents would not be encypted either. The
target of this ransomware was very specific, and the decryption method was interesting as
well since only running the decryption once was not enough. Maybe a more professional can
analyze this sample with the right tools and tell why the decryption worked this way, but my
hypothesis is that it is only for making it slightly harder for the victim to decrypt the files and

maybe give up before understanding how the decryption works.

6  Summary & conclusion

Ransomware keep constantly evolving far more complex and organizations must take the
needed steps to mitigate the risks of ransomware attacks. Cyber criminals won’t be applying

the same tactics as they have by now but use new trends as they come. Organizations should
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be up to date as these new trends appear and should update on a regular base their risk man-
agement plans, vulnerability management plans, and incident response plans. Back-ups won’t
be the thing that can be relied solely in the future as cyber criminals are using double extor-
tion or similar techniques. Security awareness training should be more relevant to organiza-
tions since phishing is the most common method how these attacks start, and everyone can
be a target. Doing security awareness trainings by reading a plain text can be a bit boring es-
pecially to non-technical people and a good way is to turn these trainings into an interactive
game which is far more interesting to many people. Least privilege is also an important secu-
rity principle to implement which means that everyone should only have the minimum privi-
leges they need. This reduces attack surface and if an attacker gets access to an account,
they usually still need to get access to a target with more privileges. Other similar method for
preventing these attacks is to use a zero-trust model where no one should be trusted even an-
yone from inside. This way everyone should verify their access multiple times and if multifac-
tor authentication is added to this, unauthorized access would be minimal. There are lots of
different ways to protect from these attacks and even good security practices such as think-
ing before clicking, using strong passwords, keeping software’s and operating system up to
date, not sharing personal information on social media, and regular backups will give a solid

base for defending against these attacks.

The thesis gives a fine theoretical background about malware, specifically ransomware, and
their histories, ransomware attack processes, and practical example on how a ransomware
functions. After reading this the reader should know the basics of malware. Even if the mal-
ware analysis part was included in this thesis, it wasn’t the focus of it, but more on learning
the cybercriminals processes and not to fall into ransomware attacks. This work can be used
as a guide for individual cybersecurity enthusiasts or for organizations. It can be used to raise

employee awareness or to teach cybersecurity students about ransomware.

Ransomware can be very damaging and costly for organizations. It is way better to invest in
defending against ransomware attacks than to fall into one and needing to pay for the ran-
som. Many organizations don’t do enough to protect from these attacks and there are contin-
uously some organizations who becomes a victim. Even big named organizations sometimes
become the victims, and this should be changed. Ransomware attacks have become popular,

and this topic must be taken seriously to protect from these attacks.
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