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ABSTRACT

Organizations of various sizes face two problems regarding their informational
assets. The problem of complying with privacy obligations the role of which is to
protect data owner’s rights in relation to how it is used and how an organization is
communicating with customers. The problem of information security and how
security is organized in general both apply more to recently founded companies.
Founders lack understanding of what to start with, what measures to implement,
and how to prioritize them.

The goal of this thesis was to establish a general understanding of privacy
obligations and compliance variants as well as an understanding of how ISO
27001 contributes to security, how to achieve that certification and assess its
efficiency and value to recently founded organizations. The main aim was to
create an achievement roadmap and assess how the standard contributes to the
confidentiality, integrity, and availability of an organization’s valuable information
and assets as well as how valuable it is for recently founded organizations.
Topics covered should have provided enough knowledge to grasp the vector of
progress and formed a basis for planning and achievement of those goals.

Since the structure of this thesis was shaped around creating guidance for
achieving goals, the research method deviated from recognized methods, it
involved researching requirements from official sources and possibilities to
comply with them considering organizational matters and business needs. The
research methodology for privacy is based on the determination of essential
privacy matters for organizations that the author learned during an internship and
followed research in European law sources on what they impose and how
possibly organizations can comply with them. For the ISO part, the research
methodology consists of material gathering from reputable sources but due to the
lack of coverage for all topics less academically valuable sources such as
implementor’s or auditor’s blogs and forums were also utilized.

The study resulted in the creation of such guidance in which the privacy part was
closely tied to web privacy and included contemporary technological privacy
matters. Studies showed that standard compliance did not necessarily increase
security due to a lack of minimum-security criteria and had lowered value to
recently founded organizations due to high costs, lowered organizational
flexibility, and complex growth if implemented poorly.

Keywords: Privacy, ISO 27001, obligation, risk.
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1 INTRODUCTION

The ever-changing modern threat landscape imposes the need for the utilization
of organizational approach to counter new and existing threats. In its essence the
ISO standard is managing the way in which Information Security Management
System (later ISMS) operates which involves a plethora of processes and
policies. ISO 27001 was chosen as a subject of study due to its heavy emphasis
on the continual improvement concept, unique approach to each business’s
needs and security infrastructure as well as its widespread utilization. ISO 27001
is beneficial for a company not only because of obvious reasons of information
security but also because of the structured approach towards security
management that streamlines processes and increases trust in your company
from existing and future clients, partners, and regulatory organizations as well as
aid in building and strengthening organization’s reputation. Privacy, the goal of
which is to protect client and employee information from misuse and wrong
handling from the legislative point of view, is as well a huge contribution to those
goals. Although privacy requirements are obligatory and more perceived as a
burden, fines from regulators based on not meeting privacy requirements are

counted in millions of euros thus, making another stimulus for implementation.

Due to the specific nature of the research, the structure of this thesis is formed
around achieving compliance with requirements and thus presented in the
following structure: requirements, possible solutions, author’s assessment, other
compliance variants, and thoughts. The scope of the privacy part of this thesis is
broad to involve most personal data handling issues both internally and externally
that recently founded organizations struggle with. The inclusion of fundamental
concepts of data protection concepts and principles is essential for understanding
the privacy framework. The scope of the ISO 27001 part is balanced in a way to
provide enough knowledge of general requirements compliance and a more in-
depth analysis of core processes such as risk analysis and risk treatment.
Processes not listed in the requirements but vital for the integration into existing
management and infrastructure of a company and the alignment to business
needs are also included. As achieving the standard means acquiring certification

almost every section includes the compliance demonstration council part. Due to



the high number of requirements and possible solutions, the structure of the
research is mostly done in a way of listing requirements and providing a solution
proposal afterward. Where understanding of a topic is not strictly tied to the list
structure a more descriptive approach is utilized. The study utilizes
REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF
THE COUNCIL which later in the text will be referred to as the GDPR. The study
also utilizes DIRECTIVE 2002/58/EC OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL which later will be referred to as the e-Privacy Directive. It is
important to note that all GDPR Articles stated in the reference section come
from a single document that incorporates all Articles. For ISO part, most of the
academic material is gathered from the ISO documentation itself, Nine steps to
Success: An ISO 27001 implementation Overview by Alan Calder and
Information Security Risk Management for ISO 27001/27002 by Alan Calder and
Steve Watkins. The first source provides the requirements of the standard, the
second one is utilized for general implementation information gathering as well as
business-related processes whilst the third one is used for information gathering

specific to core processes of ISMS.

The goal of the privacy part of this thesis is to provide general knowledge on
privacy obligations and methods of compliance with them. The goal of the
ISO27001 part is to provide knowledge on how that standard contributes to
security management, guide through requirements and how to comply with them,
assess its effectiveness and implementation value to recently founded
organizations, as well as to discuss problems of implementation and the standard

itself.

In this thesis, the author will cover how to meet privacy requirements with an
example of an imaginary company. Mostly the privacy part will include imaginary
company examples as for ISO standard risk assessment and treatment
processes a detailed sensitive infrastructure documentation including
organizational structure and technological stack is needed which cannot be

produced artificially. The imaginary company is registered as Memphis in the



European Union and is producing biomechanical prosthetics. Memphis collects
data from its customers including health data, utilizes a cloud service, has a site
with cookies, monitors traffic and email service, utilizes BYOD, has a physical
facility with CCTV and biometric locks, 1000 employees, a branch in the US, New

Zealand and Bulgaria, subcontractors and clients in Europe and US.

2 PRIVACY AND GDPR

Privacy regulations set out how companies should treat personal information.
GDPR is a set of European laws structured to harmonize complex ideologies and
perceptions surrounding human rights in a sphere of personal data. Any storage,
processing, or transfer of personal data within EEA should be in accordance with
the GDPR. Although GDPR is considered a gold standard, it should be noted that
it acts as a baseline for data protection in European countries, and further
obligations are imposed by state laws. When dealing with privacy one should
think globally and adapt to each jurisdiction of operation. The emphasis of this
part of the thesis is mostly pointed at GDPR with parts of the e-privacy directive
and working party recommendations where applicable. It should be noted that to
comply with the regulations and obligations provided further, the organization
should have substantial resources. A serious attitude from senior management
should be pointed towards obligations due to possible further neglect from the

rest of the organization to privacy issues. (Appendix 1.)

2.1 Data protection concepts

In this chapter, the main privacy-related concepts from Article 4 will be described
to help the reader understand further obligations and requirements.

Personal data - all data anyhow related to an identifiable or unidentifiable natural
persons is considered personal data. If enough data can be put together to
identify an individual it is considered personal data as well.

Sensitive Personal Data - under GDPR is data regarding racial or ethnic origin,
political opinion, religious or philosophical beliefs or trade union membership,

genetic data, biometric data, data concerning health, or data concerning a natural



person's sex life or sexual orientation. Sensitive data could pose a significant risk

to an individual’s fundamental rights and freedoms if it falls into the wrong hands.

Health data - these are all kinds of data about the physical or mental health of a
natural person. This can also include photos, particularly ones that reveal a
physical condition.

Data Controller- a party that defines the purpose and means of personal data
collection and processing.

Data Processor- a third party involved in data processing on behalf of the data
controller, obliged to follow the controller’s rules. The data controller cannot be a
data processor in normal conditions however if the same personal data is
processed for a different purpose, then collected data controller can be a data
processor.

Joint controllers- If both parties determine processing rules, they are
considered joint controllers.

Processing — operation or multiple operations performed on personal data,
either manually or automatically such as collection, recording, organization,
structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure, or destruction

Terminal equipment — any electronic device that allows access to data.
Establishment - 'Establishment implies the effective and real exercise of activity
through stable arrangements. The legal form of such arrangements, whether
through a branch or a subsidiary with a legal personality, is not the determining
factor in that respect' GDPR Recital 22

ROPA - record of processing activities is a document that incorporates activities
and associated parameters of those activities that organization is performing in
relation to personal data.

Data mapping — documented flow of personal data within an organization that
describes what and how data is treated.

DPIA — Data Protection Impact Assessment is a privacy risk assessment

mechanism that analyzes how new goods or services affect data subject’s



privacy interest and whether it is compliant with regulations. Output of DPIA

identifies those risks for further treatment.

Based on those definitions Memphis can determine that health data is being
gathered to produce correct prosthetics, but it is also important to note that the
fact that other data about person who ordered it has a need for that prosthetic is
also a sensitive information. Memphis is a data controller and is responsible for
the definition of processing rules and should notify its subcontractors of their

responsibilities. Memphis establishment is EU based.

2.1.1 Data protection principles

General principles of data protection which should be followed during collection,
processing, or transfer are described in this chapter. All collected personal data
including sensitive personal data is subject to data protection principles which
include lawfulness, fairness, transparency, purpose limitation, data minimization,
accuracy, storage limitation, integrity and confidentiality, and accountability.

(European Commission site, no date)

Lawfulness

To process personal data, there should be a legal basis for such action. Prior to

processing, the specific purpose for which personal data is collected and further

processed should be determined. Those bases are:

1. Freely given consent in a specific, informed, unambiguous manner. It should
be done in affirmative action such as pressing a button or ticking a box.

2. Processing needed to fulfill contractual obligations to which the data subject is
one of the parties or in cases where prior to entering the contract data subject
request should be processed.

3. Processing is needed to fulfill legal obligations to which the controller is a

subject.
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4. Processing is necessary for public interests for official duties or in the exercise
of authorities vested in the controller. Such interests are formulated by
National EU or Member State Laws.

5. Processing is needed for the purpose of saving or protecting an individual's
life. Only applicable in emergency situations.

6. Processing is a legitimate interest of a company. This is the most opted basis
for processing grounds, and it requires a balance of interest assessment.

Note that this processing should not undermine the data subject’s rights.

In the case of Memphis points number 1 and 6 are applicable where legitimate
interest is the most flexible way but in case of a data subject access request you
are obliged to provide all records as well as justify your legitimate interests. Other
lawful grounds are also applicable but rather in an exceptional manner. If the data
subject disagrees with its justification, it is Memphis’s duty to prove otherwise.

Thus, in this case, freely given consent is the best option.

Fairness

Fairness sets out honest behavior in relation to data subjects. Besides the
general requirement not to mislead or deceive a data subject, this principle
requires data processors to consider the effects of processing on individuals
involved and to stop processing in case of adverse effects to them. Data subjects
should be aware of their data’s processing, which should not exceed the

reasonable expectations of data owners.

Memphis can comply with those requirements by performing an internal privacy
audit to ensure fairness of processing, providing privacy notice, and performing a
privacy impact assessment to ensure no adverse effects to data subjects are

present.

Transparency
Transparency is a principle the purpose of which is to govern and enforce

fairness by imposing organizations to make their processes clear, open, and
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honest. This principle manifests itself in the requirement of simple and plain
language utilization during the notification of data subjects in an accessible
manner. The privacy notice should include details about controllers such as
contact details and purpose of the processing as well as rights of data subjects

and possibly contact of regulators.

Memphis can comply with this requirement by including privacy notice in the early
stages of service provision like registration, by means of including privacy notice

into the contract and/or oral notification.

Purpose limitation

Purpose limitation is a principle that enforces controllers to collect and process
data only for legitimate, specified, and explicit purposes. Any collection or
processing out of the scope of those criteria is unacceptable. In order to be
governable that principle obligates the data controller to identify the purpose,
document it and inform the data subject of the purpose before collection or
processing starts. Data can be used for other purposes if it is within or relates to

original purposes.

Memphis can include purpose limitation checks in periodically conducted internal
audits. It is recommended to make a standalone purpose policy that would set

out rules of collection.

Data minimization

Data minimization serves the purpose of governing criteria of data collection.
Only data relevant and necessary to the purpose of collection should be
gathered. Adequacy of collected data in terms of the amount should not exceed

boundaries of purpose fulfillment.

Memphis to be compliant should enforce that principle into its data collection

processes. This can be enforced by regular internal audits.
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Accuracy

The accuracy principle enforces data controllers to put measures to ensure that
collected data is correct and not misleading. Information tends to be outdated and
it is the controllers’ duty to check and keep it updated. If inaccurate data is
identified, it should be corrected or if it is not possible inaccurate data should be
deleted. Keeping data up to date may face a plethora of challenges, and methods

to overcome them should be contemplated and implemented.

Memphis should implement technical or organizational processes to prevent
inaccurate, incomplete, and misleading information from being gathered. This
might include automatic checks of web pages, comparison of data to other
databases, or requirement to provide government-issued documents. Data
subjects have a right to correct their data, such requests should be checked by
the method above and executed. Recording the source of information change is

beneficial as it might provide justification in case of regulatory inspection.

Storage limitation

Storage limitation imposes obligations on data controllers to not keep data for
longer periods than necessary for the completion of purposes stated for collection
and processing. To comply with that obligation, the controller should determine
the retention period, reason it and follow the requirements. When the data
retention period ends the data should be destroyed in a manner that ensures
deletion, deletion should include all media that contains it. Although there are
exceptions stated in Article 5 (1) which states that personal data might be
archived because of public interest, historical, scientific research, or statistical

purposes.

Memphis might save records of existing clients that might be useful for the
maintenance of existing or the production of new goods and services. Although
scientific research conditions may apply to the development of new goods, such
purposes should also be provided to data subjects. Policy for retention should be

created to set universal rules of retention assessment for various information
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which need various retention periods. As Memphis is utilizing the cloud it cannot
ensure full deletion due to the absence of access to physical drives. This should

be discussed with the cloud provider.

Integrity and confidentiality
Appropriate measures should be taken to ensure that personal data is protected
against unauthorized or unlawful processing. Data loss, damage, or destruction

accidental or deliberate should also be avoided.

Memphis should conduct a risk assessment to determine and address risks
associated with access to personal information, tampering, partial or full loss of
data. Risk assessment in the scope of ISO 27001 will be described in a 3.4
Planning chapter. Access management also falls into the information security
domain, there are several models of access management from which need to
know basis is deemed the most secure in that context. Physical, organizational,

and technical controls should be used to enforce access management.

Accountability
Accountability ensures that data controllers are responsible and can demonstrate

compliance with privacy principles and requirements. This includes:

Appropriate policies and processes proving transparency and compliance.
Appointed Data Protection Officer (further DPO)

Clear contracts are in place with processors.

e DN~

In cases where the processing might result in a high risk to an individual’s
interests a DPIA should be conducted.

ROPAs should be maintained.

Adequate security measures are implemented and demonstrated.
Personal data breaches are being reported to DPO and to authorities.

Data protection by design and by default approach should be considered.

© ©o N o O

Codes of conduct or certification schemes are followed.
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All requirements should be followed by Memphis oy besides requirement number
8 which has a recommendation nature. DPO appointment will be discussed later
in chapter 2.6. Criteria to trigger DPIA must be set to not overlook potentially
hazardous processes. Adequate security measures are achieved by the
implementation of the 1ISO27001 standard but other standards or certifications
that require less effort such as Cyber Essentials might provide enough
justification. Breaches, data protection by design and by default, and codes of

conduct, as well as associated obligations, will be discussed later. (Appendix 1.)

2.1.2 Data subject rights

When an organization is processing personal data it should respect and execute
data subject rights, those eight rights are applied to any data processing or
collection that is related to data subjects. (The European Commission what are
my rights, no date) Articles 12-23 of GDPR stating data subject rights have a
significant impact on an organization’s personal data processing including core
processes. Data subjects have the following rights in relation to their personal

data:

Right of Access

GDPR imposes the necessity to inform data subjects of their personal data
processing for purposes of full understanding of processing. Such communication
should be concise, transparent, intelligible, and in an easily accessible form,

using clear and plain language.

Memphis should be ready to provide data subject with all information that it has
concerning that individual or information about processes that relate to their
personal data including purpose. This might be achieved by creating an action
scheme that would include mechanisms of request and possibly templates that

would be automatically filled with all associated data.

Right of Rectification
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Data subjects have a right to correct their personal data held by the organization.
It is the controller’s duty to erase or correct any inaccuracies in personal data
based on the data subject’s request. Rectification may be done verbally or in

writing and a controller should react within a month of receiving the request.

Memphis should be prepared to change information and possibly create a

request form on its web page as well as plan storage infrastructure accordingly.

Right to Erasure

Article 17 states that the data subject may request the erasure of personal data if
it has fulfilled its original purpose and no new lawful purpose was defined. GDPR
promotes strict protection of children’s personal data and thus strong emphasis is

made on the erasure of children’s personal data.

Also, data should be erased if:

1. Lawfulness is based on consent which later was withdrawn.
2. Data is processed unlawfully.

3. Necessary erasure due to compliance with EU or member state laws.

Exceptions to deny erasure requests under Article 17(3) are:

1. Right of freedom of expression and information.
2. Compliance with legal obligations or necessity to perform the task in public
interest.

3. Exercise or defend against legal claims.

It should be noted that during erasure all copies should be deleted including ones
on backup or any related data on other drives. Memphis should evaluate and

respond to such requests.

Right for Restriction of Processing
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The right to request the blocking of data processing is stated in Article 12. Article
18 of GDPR states that data subject has a right to restrict the processing of their

personal data if:

1. Accuracy of data is being disputed.

2. Processing is unlawful and the request has been sent.

3. Data is no longer needed for the controller, but the data subject exercises
data rights or defends legal rights.

4. Erasure request is being contested and a decision on overriding grounds is

being produced.

Memphis should evaluate whether data subjects’ request have a basis for

processing blocking and comply if such is present.

Right for Data Portability
Data subjects have a right to receive their personal data from the data controller
in a structured, commonly used, and machine-readable format for transfer to

another data controller without any hindrance.

Memphis should plan that in advance and utilize common for a business sphere
uniform data storage format and possibly a template for that purpose. This right
has a relation to the right of access, and it should be incorporated into the

information provision process.

Right to object

Data subjects have a right to object to personal data processing by a controller in
case legitimate interest is stated as a basis for data processing. The request
might be verbal or written. Proper documenting of requests written or verbal falls
under best practice. Unless the data controller can demonstrate compelling
legitimate grounds to override the rights, freedoms, and interests of an individual
data controller is not permitted to process personal data after a valid objection

request.
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Memphis should treat each request individually and assess whether legitimate
grounds are justified enough to continue processing. On the other hand, if a client
is no longer interested in products or services, it is best to comply and not

escalate the situation.

Right not to be subject to automated decision-making.
This right has a narrow application since only decisions based exclusively on
automatic means that have legal or significant effects on the data subject are

affected by this right. The automated decision-making is only allowed if they are:

1. Authorized by law.
2. Are necessary to prepare or fulfill contractual obligations.
3. Explicit consent is provided, and the controller has significant protection

measures in place.

Memphis to produce correct prosthetics might use automated means but it does
not fall under significant effects besides possible data leak or loss which are
countered by the implementation of ISO standard or other security measures. Full
automation is also not applicable as during production QA technics and human
intervention are inevitable due to individual production. Acquiring consent would

be essential in that case.

Data subject requests

Answering the data subject’s request is the duty of the data processor. Receiving
a request should be acknowledged by a processor and then clarification or
confirmation on what was received should be made. GDPR sets a month time
frame since receipt of a request is produced as stated in Article12(3). Although
that period can be extended by two more months in case of specific situations or

complex requests.
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The utilization of automatic email functionality by dedicated request address
should be used by Memphis to provide acknowledgment or a request form can be
filled in on the site which would inform the data subject of acknowledgment. An
organization should decide whether it can process a user’s request within the first
month since the request was received. In case of request processing denial, an
organization should notify the data subject of its decision and advise any

possibilities to lodge complaints to the local regulator.

2.1.3 Privacy and technologies

A drastic need to regulate data handling arises as new technologies are being
developed at a rapid pace. Although most data protection principles stay in place,
specific regulations are put in place as new overwhelmingly powerful ways of
gathering and processing personal data arise. Misusing such technologies may
lead to severe damage to the data subject’s interests. In this part regulations for
existing technologies will be presented and analyzed but one should take extra
caution in utilizing new technologies in their organization from the privacy point of
view and contact the regulator if an approach is unclear. Organizations utilizing
modern technologies are subject to high complexity even if the organization itself
is small. Obligations imposed on these organizations can be frustrating and one
should always seek help with such issues as even the extent and applicability of

these obligations might be unclear. (Appendix 1.)

Cloud

Cloud computing became very popular during the last decade and its
decentralized nature has proven to be worthy from availability, redundancy, and
economical points of view but such nature imposes several privacy concerns.
Organizations prior to the utilization of the cloud in their business should consider
what type of data would be stored in the cloud and what security obligations it
should follow. The geographical location of data centers and accordingly their
jurisdiction have a significant impact on how data should be treated, this includes
the location of primary employees and how transfers are conducted. Further

research on how jurisdictions’ obligations interact with each other is needed for
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each country. Provider’s processes for the security of the cloud should be
examined with particular attention to how it reports breaches, including timings
and documentation. (John C., no date) The relationship between an organization
and the cloud provider in terms of who is deemed the controller of data in the
cloud and the responsibilities of both parties should be established in a written
format. Usually, cloud providers act as data processors but it is in organizations’
interest to share responsibility with cloud providers thus making it a joint
controller. Ultimately controller bears all responsibility for meeting the
requirements of processing. Access to personal data should also be negotiated
and documented as cloud providers may access a partition of data in order to

execute contractual obligations such as support services. (Appendix 1.)

Memphis should contemplate the usage of the cloud for storing sensitive health
data as it imposes severe legal obligations. The author recommends using the
cloud for purposes other than production and instead utilize the internal
infrastructure. Contract with cloud provider should be contemplated thoroughly
and attempt to impose a portion of the obligation conducted. Access to the data
by cloud provider should be separately discussed with the aim of lowering the
access as much as possible. Whether provided services will breach legal
obligations should be established and efforts to mitigate the risk of disclosure
requests from foreign authorities done. Utilization of sub-processors from the
cloud provider’s side should be discussed and agreement of informing of any
mistreatment or misuse by sub-processor achieved. In terms of data transfers to
data centers outside of the European Economic Area, certain conditions are
imposed. It is the controller’s duty to safeguard transferred data and be able to
demonstrate it. There is a variety of methods which will be discussed in more

detail later in chapter 2.7 but applicable to cloud methods of compliance are:

1. Geographical limitation of a cloud.
2. Utilization of successor of Privacy Shield which currently is not working when
it will come into effect when dealing with transfers from and to the United

States.
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Data transfer agreements hand-tailored for specific regions
Derogation under Article 49

Utilization of Process binding corporate rules (BCR)

o g o~ W

Utilization of conduct codes and certifications

Cookies

Widespread technology for “remembering” users and their data by websites
incorporated in the user’'s web browser or device. There are two types of cookies
grouped by their duration: session cookies which last only during the session
period and are deleted after the page is closed and persistent cookies which are
stored within the browser cache and have an expiration date. And there are four
groups of cookies depending on their purpose: necessary cookies which are
essential for the proper work of a website, preference cookies which remember
settings like language or region, statistics cookies which are completely
anonymized and used only for the improvement of site and business processes,

and marketing cookies that are used to determine interests of a user.

When privacy issues arise around cookies usually those are third-party marketing
persistent cookies that are collecting personal information for further sale to other
organizations. (Cookies, the GDPR, and the e-Privacy Directive, gdpr.eu, no
date) Under GDPR recital 30 cookie data in most cases is considered not
personally identifiable data unless it links to an individual. Even when it does not
link to an individual it does link to a particular device thus it can be linked to an
individual. In addition to that it is in the website operator’s interests to link cookie
information to name, postal or electronic address. Those dependencies should be
analyzed to determine whether personal information is being gathered. Gathering
or accessing information already stored on the user’s terminal equipment by
cookie utilization is only allowed under consent given in a clear and
comprehensive form in accordance with the data protection law. The e-Privacy
directive imposes prior informed consent before cookie usage. Cookies prior
informed consent means that notice of cookie uses, and purpose is given to a

user prior to a cookie being set up on a device.
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Users must have a choice to consent or to deny a cookie and must provide an

active indication of consent such as a press of a button. Such consent should be
stored by an organization. If consent was not given, access to the site should still
be granted. Necessary cookies used only for the correct work of a website are an
exception. More exceptions to this rule are described in the information provision

chapter.

Memphis does have a site that uses cookies thus it is important to provide cookie
consent following those requirements alongside privacy notice. The option to
manage cookies that would disable the use of non-essential cookies should also
be present. Access to the web page should be granted regardless of what
cookies were rejected even if the user used tools to reject necessary cookies.
The use of cookies should be mentioned in the privacy policy including the
possibility not to accept them. What cookies are tracking and whether it is linked
to other data thus making it personal data should be carefully examined and such
occurrences avoided. It is considered best practice to have a stand-alone cookie-
use internal policy and develop legal, technical, and market practices according
to this policy. Note that denying cookies should be as easy as accepting them as

well as later withdrawing their consent.

Web metadata information gathering.

The IP address is a numerical label assigned to identify a device over the Internet
that can be treated as personal data by Internet Service Provider (ISP) since it is
possible to link IP addresses to particular users even if the IP address is
dynamic. Organizations mostly capture IP addresses to stop denial of service
attacks by blocking IP addresses. Other information such as browser type,
version, and internet service provider might be tracked as well to analyze trends,
administer the website or gather demographic information. The IP address is not
considered personal data if an organization does not link it to any other
information under GDPR Recital 30.
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Memphis does not track any of that information, but if it did, Memphis should
have included information about tracking in its privacy policy and provide a

purpose for gathering that information.

2.1.4 Data and marketing

Direct marketing is a form of advertising that includes direct contact with potential
customers. The directive and the regulation apply to all forms of communication
such as mail, email, door-to-door visits, web advertising, and telemarketing.
Direct marketing is subject to e-Privacy Directive if it is communicated by
electronic networks such as email, fax, phone, and MMS/SMS. The application of
privacy principles to direct marketing is one of the most complex themes as not
only privacy laws but also consumer rights that vary from country to country are

being touched.

To deliver advertisements personal data such as email address, telephone
number, or data collected via cookies might be used, collection itself for
marketing purposes is already considered direct marketing. Profile creation
regarding potential customers and their preferences as well as personalized
messages are also considered direct marketing. In addition to that third-party
means can be used to deliver advertisements such as instant messengers or
social platforms. E-Privacy Directive (42) imposes acquiring consent and
informing data subjects obligation which is known as opt-in. Under the directive,
the right to object corresponds to cases where prior consent to receive direct
marketing was acquired but later was withdrawn, which is known as opt-out. A
limited exception to this rule exists as marketing emails are delivered on a denial
basis to individuals whose personal data was collected in the context of service
or product sales under e-privacy directive Article 13(2). This is known as Soft opt-
in. It is important to determine whether Directive’s or Regulation’s rules are
applied in a country of operation as it varies. (Direct marketing rules and

exceptions under the GDPR, gdpr.register, 2022)
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Memphis utilizes direct marketing and to be compliant with requirements prior to
marketing should acquire consent to send marketing materials. This might be
done in a way of a box-ticking during registration on a site or when a customer is
visiting the service for the first time and entering his/her data into the register and
the opt-in proposal is asked verbally. In the opt-in proposal means of
communication should be stated. Mechanisms to opt-out should be developed
such as a hyperlink that unsubscribes your email account from marketing
messages or a procedure in customer support which would do the same but for

other means of communication.

Location-based marketing.

With the development of the Internet of Things and the widespread popularity of
smartphones, location-based marketing became an important tool for marketers
to reach their audience. By just passing by a shop, one may receive an invitation
for a free sample or a discount. e-Privacy Directive (15) only applies to data
revealing the location of terminal equipment and not to the location of a person. It
is important to distinguish these aspects as when a data controller wishes to
process location information, but that information has no relation to the location of
terminal equipment e-privacy rules do not apply meanwhile other privacy
regulations are still in power. Types of location data undergoing collection and
processing should be informed to users as well as the purpose and retention
period in order to get valid consent. Users also should be notified if data is

transferred to third parties for additional services.

Memphis is not using location-based marketing, but if it did, it should have
received prior informed consent which would include the type of data collected
and the purpose of the collection before tying location data to its marketing
processes. Overall location-based marketing is most useful for application
developers or other internet services as they potentially have access to the
location of terminal equipment. In that context, consent might be gathered in the

application itself. It should be noted that users should have the option to refuse
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tracking of their location and that mobile operating systems will ask for separate

consent.

Online Behavioral Advertising (OBA)

Online Behavioral advertising is a web-based form of advertising optimization
which uses observation of behavior on the web over time. That approach helps
reach relevant audiences and increases the effectiveness of the advertisement.
GDPR Atrticle 4 introduces the profiling concept which is described as “any form
of automated processing”, where personal data is used to evaluate, analyze, and
predict an individual's performance”. Based on this analysis OBA processed data
is considered personal data and is subject to GDPR obligations. Thus, prior
informed consent according to GDPR should be acquired. Moreover, IP
addresses can be utilized in conjunction with other information to identify an
individual, in that case the data set is qualified as personal data. OBA is subject
to the e-Privacy Directive with no regard for the data type collected and
processed. Under the e-Privacy Directive (25) usage of OBA requires prior
consent with clear and comprehensive information provided by the controller.
Enforcement of e-Directive depending on the jurisdiction of the country varies as
in some cases control over direct marketing including OBA falls in the hands of
consumer right regulator rather than the Data Protection Authority. Failure to
comply with the Directive or the Regulation may result in fines, administrative

sanctions, or civil and criminal liability.

Memphis is not using location-based marketing, but if it did, it should have
analyzed under what obligation it falls. As in the previous paragraph, consent
should be gathered and close attention to whether personal data is being
produced by tying tracked data including data regarding terminal equipment to

other data sets.
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2.2 GDPR scope

It is important to understand the scope of the GDPR applicability to identify
whether processes fall under it. Article 2 and Article 3 of the GDPR form criteria

under what conditions the GDPR is applicable.

Material scope

Under Article 2 of GDPR, the regulation applies to the collection and processing
of personal data that forms a filing system. It can be achieved either wholly or
partially by automated means. Any processes that contribute or result in the

creation of database containing personal data are in the scope of the GDPR.

Exceptions to GDPR application include the following:

Household and natural person exemption
Prevention, detection, and prosecution of criminal penalties.
EU institutions

E-Privacy Directive

o N -

E-Commerce Directive

In other words, GDPR is applied to all processing of personal data that will form a
database for further unspecified use. Memphis which is collecting data and
storing it for further processing should follow GDPR regulations in all instances. If
e-Privacy or e-Commerce directives have a legal effect on processing or
collection those directives are considered overriding and thus they should be
followed. It should be noted that in some jurisdictions member state laws have

the most power and one should always check what obligations to follow.

Territorial scope
Under Article 3 territorial scope applies to organizations established in the EU, it
is also applicable to extraterritorial and Public International Law. Non-EU

organizations controlling or processing European data subjects are also in the
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scope of GDPR. In the cases of controllers not based in the EU but where

member state laws are applied are subject to International Law.

Memphis is established in the European Union and thus must follow GDPR
regulations. In case other branches are registered separately outside of the EU
as with Memphis, and they collect or process data of European citizens, GDPR

should be followed in relation to those citizens.

Non-EU organizations
GDPR Atrticle 3(2) is applicable to the processing of EU-based subject’s personal
data by a controller or processor outside of the EU in cases where processing is

related to:

1. Provision of goods or service offering with no regard to the fact of payment.

2. Monitoring of behavior in cases where behavior is observed within the EU.

In relation to the first condition, it should be established that the EU language and
EU currency are used in offer or service or goods as well as order placing is

conducted in the EU language and EU customers are referenced.

Memphis should follow the recommendation stated in the previous paragraph. It
is logically more beneficial to address European citizens to European branches of
Memphis as GDPR-compliant processes would be utilized by default. The same
goes for web pages but one should note that in most jurisdictions it is only legal
to conduct sales in local currency. In that situation, it might be worth including a
currency converter that would state the amount in Euros while actual withdrawal
might be conducted in local currency. Customers should be made aware of that

fact.
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2.3 ROPA and data mapping

The complexity and volume of personal data collection and processing invoke a
need for a systematic approach toward personal data handling management
within an organization. Records of Processing Activities, which is also known as

ROPA, and data mapping provide a versatile way of doing so.

ROPA

The purpose of ROPA is to demonstrate compliance to authorities upon request
by providing a snapshot of the organization’s collection and processing practices.
This singular document contains processing activities information from all
departments of an organization including third-party activities. ROPA facilitates
the self-audit process by containing all processing activities which helps to
identify processing risks. ROPAs are commonly presented in the form of an Excel
document incorporating only necessary information that is being updated only
when processing activities change. Under Article 83(4) an organization is subject
to fines if it fails to comply with those requirements. The same obligation is
applied to processors excluding purpose and description of data and data subject
entries. These records should be kept in writing, including electronic form, and be
available to the supervisor authority on request. Although this requirement is not
mandatory for organizations employing less than 250 people unless a high risk is
present to data subjects or if such processing is repetitive. (Osano, no date)
Keeping ROPAs actual is one of the top priorities of a company as they provide
an overview of personal data processing and help identify privacy risks.

(Appendix 1.)

Under Article 30 of GDPR, each controller or controller representative should

maintain records of processing activities which would include the following:

e Controller's name and contact details and if applicable joint controller’s,
DPOQO’s, and representative’s details

e Purpose of processing

e Data subject and data categories description
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e Transfers to third countries or international organizations including
identification of that country or organization. Documented suitable safeguards
required for such transfers.

e Data retention periods, or if these are unknown at the moment then predicted
data retention periods.

¢ |If applicable general security measures are taken to safeguard the data.

Memphis should take advantage of ROPAs not to just comply with requirements
but to use them in internal audits to detect and address privacy-related risks and
keep track of compliance with regulations. Memphis should update ROPAs based
on the fact of process change and be ready to share that documentation with
regulatory bodies on request. Memphis employs more than 250 people and

processes sensitive personal data thus it is subject to that obligation.

Data mapping

Data mapping is a process of documenting and understanding how personal data
is collected, stored, processed, shared, and discarded. In its essence, it is a
combination of data inventory and data flow which provides an overview of
personal data lifecycle within an organization. The creation of data mapping

includes the following entries:

1. Data source identification
All sources of personal data collection should be identified including cookies
and marketing tools.

2. Personal data categories inventory creation
All data categories including names, email addresses, and other categories
should be identified and documented. It should be separately stated whether
the data is sensitive.

3. Data flows definition
How data is shared and processed within departments of an organization
including interfaces of departments, cloud providers communication, and
marketing agencies.

4. Addressing cross-border data transfers
If you transfer data outside of EEA, the country of transfer should be included.
Ensure compliance with GDPR requirements of the transfer to third countries.

5. Purpose of processing identification
The purpose should be documented, and lawfulness compatible with the
purpose proved.

6. Data storage
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Data retention is established, documented, represented in policy, and
followed accordingly. What security measures are in place to protect it in rest,
transfer, and in processing should be documented.

Previously discussed ROPAs can facilitate the creation of road mapping since
they contain significant information about processing activities. Data mapping
helps to identify privacy risks in motion and address them. If an organization is
complex or processes a plethora of data types, it is worth utilizing special tools
rather than spreadsheets. (A Comprehensive Guide to Personal Data Mapping,
GDPR register, 2023) Keeping ROPA and data maps is essential and one of the
first privacy issues an organization should deal with as it provides an invaluable

basis for further privacy risk identification (Appendix 1.)

Memphis should take advantage of data mapping as it provides insights into data
processing in motion compared to ROPAs and helps to determine privacy risks
more efficiently and comprehensively. As Memphis is processing sensitive data

utilization of data mapping is highly recommended.

2.4 Lawful processing criteria

Data processing should be carried out in accordance with the criteria described in
the data protection principles. The author of the thesis emphasizes that
processing should be carried out in a lawful, fair, and transparent manner under
Article 5 of the GDPR and have a legal basis under Article 6 of the GDPR which

was described earlier.

Sensitive personal data processing

Relation to fundamental rights and freedoms as well as risks of prejudice and
discrimination in case of mistreatment requires specific protection to Sensitive
Personal Data. GDPR imposes compliance with Articles 6 and 9 for sensitive
personal data processing. Processing of sensitive personal data is prohibited by

Article 9 in cases that may reveal data subject’s:
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Ethnic or racial origin

Political opinions

Philosophical or religious beliefs
Trade union membership
Sexual orientation

Genetic data

Biometric data

Health data

© © N o o bk~ wbdhd -

Sex life or sexual orientation

As previously discussed, health data is sensitive data. Biometric data which
includes fingerprints is also utilized by Memphis for purposes of identification and

authorization at its physical facility.

Exceptions to sensitive data processing prohibition under Article 9(2) are as

follows:

1. Explicit consent is given by the data subject.

2. Processing is conducted for social security and employment services.

3. Processing is necessary in vital interests, but the data subject is not capable
of giving consent due to physical or legal reasons.

4. Processing is conducted for political, philosophical, religious, or trade union
goals.

5. Processing of sensitive personal data made public by the data subject in a
manifest manner.

6. Processing necessary for the establishment, exercise, and defense of legal
claims or by courts acting in their judicial capacity.

7. Processing is carried out for substantial public reasons with a basis on Union
or member state law proportionate to the aim pursued with due respect

towards the data subject’s fundamental rights, freedoms, and interests.
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8. Processing necessary for preventative or occupational medicine, working
capacity assessment, medical diagnosis, provision of health or social care,
and treatment. Applicable to services based on Union or member state laws.

9. Processing necessary for public interests in the health sector. This should be
done due to the high standards of medical products, services, and devices in
relation to quality and safety.

Memphis is collecting and processing sensitive health data which can lead to the
disclosure of biometric and health data of individuals. But because it is related to
medical treatment activities prohibition does not apply to processing. Produced
prosthetics as well as processes succeeding should be of high quality and
provide safeguards to the client. It is recommended to inform regulatory

authorities of such collection and processing.

2.5 Information provision obligation

Articles 13 and 14 of the GDPR govern provisions of information to data subjects
which gives data subjects the right to receive information from data controllers
regardless of whether data was acquired directly or from a third party. Data
provided to the data subject should be formulated in a concise, transparent,
intelligible, and easily accessible form, using clear and plain local or/and English
language. In cases where a child is a data subject provisioned data should be
written in an easy-to-understand manner. Privacy notices should be reviewed
periodically to ensure compliance, audit conduction, and ROPA updates facilitate
this process. Senior management and business team involvement directs and
provides even more support for achieving effective notice. (Appendix 1.) Direct
data provision under Article 13 imposes provision obligation of the following

information to the individual if data was gathered directly from them:

1. Controller’s Identity and contact details and if applicable controller’s
representative.

2. Controller's DPO contact details if such is appointed.
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Purpose and legal basis for processing.
Legitimate interest of the controller.

Personal data receivers which include processors and subprocessors.

o g o~ W

Any intentions for data transfers to third countries or international
organizations. If such intention exists whether an adequacy decision is

produced by European Commission regarding that transfer.

If sources other than data subject are utilized, Article 14 impose more obligations
for data controllers in addition to obligations to provide the same information as in
the requirements of Article 13(1) and (2) as stated above, to provide categories of
personal data gathered, sources from which it was gathered should be
referenced. If personal data was gathered from publicly available sources, it
should be stated. In cases where the source cannot be identified general

information should be provided.

Memphis should include previously listed information in its privacy notice. It is
recommended to include working hours in contact details if a telephone number
is used for contact. DPO and its obligations to the organization, whether it
represents the organization and handles privacy issues should be stated. The
legitimate purpose stated in the privacy notice and service/goods agreement
should be mentioned. Subprocessors having full or partial access to personal
data and processing it on behalf of an organization should be mentioned if such
is present. Transfers of data including transfers related to the cloud should be
mentioned including the country of transfer and possibly implemented

safeguards.

Data subject’s rights provision
Under GDPR Atrticle 13 it is the controller’s duty to explicitly clearly and
separately from other information inform data subjects about their rights which

include the following:

1. Right to request information processed by the controller.
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2. Right to restrict controllers from processing their data in some circumstances.
3. Right to be notified if their data is subject to a breach.
4. Right to object processing if it is conducted on the basis of legitimate interest

or used for direct marketing.

Memphis should incorporate those rights into service/goods agreements so that
clients are aware of their rights. This will contribute to the transparency principle

and demonstrate open and honest treatment of clients.

Additional information provided by the data controller to ensure fair and

transparent processing includes:

Retention period
Right to complain to data protection authority.

Right to withdraw consent at any time.
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Statutory or contractual requirements to provide personal data and

consequences of refusal to do so.

Memphis should incorporate that information into the privacy notice and
service/goods agreement. It is recommended to provide a basis for a retention
period and include contacts from the data protection body. Consequences of

refusal to provide personal data are usually a refusal to conduct services.

Fair processing notice requirements

GDPR Atrticle 13 imposes data subjects to be informed of data processing in
writing and where appropriate in electronic version. Such notice should be
concise, transparent, easily accessible, intelligible, and in clear and plain
language. This obligation provides a convenient way of achieving transparency
requirements of the GDPR and has other beneficial effects for an organization
such as commercial benefits, increased data subject trust, and reduced

complaints or dispute risks associated with personal data.
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Memphis to ensure fair processing provisions correlating to above stated
requirements can utilize just-in-time notice utilization. Those notices are a digest
of long 10-15 minutes reading long privacy notices that provide all necessary
information in short manageable text in a form of a website pop-up window. Such
notice should have a hyperlink to a full version of the notice. Privacy dashboard
utilization is another option. This feature is often found in the applications settings
tab that informs and manages the utilization of data by an application. Using
alternative formats of information communication is not desirable but can be
utilized. Mostly provisions are made during the data subject’s contact with the
data controller but for other situations such as the new purpose of processing an

email providing key information with a link to the full text can be utilized.

The new purpose of processing

Under GDPR Article 13(3) whether the data controller intends to process data for
purposes not corresponding to purposes stated during data gathering a notice
should be provided to the data subject with a statement of new purpose and any
other relevant information prior to the processing under new purpose starts.
Memphis should notice of new processing purpose in a separate message
addressed to contacts gathered during registration or service agreement. It is
recommended to include conducted compatibility analysis results related to fair
processing obligations in cases where a legal basis other than consent or

member state law is relied upon for new purpose processing.

There are exemptions from the provision obligation that might be imposed by
member state laws (GDPR exemptions from the obligation to provide information,

Data Privacy Manager, 2020):

1. Data subject already has information and data was gathered directly from an
individual, this is not relevant to partitions of information that the individual is
not aware of. In cases where data was gathered from sources other than

individuals, a demonstration of an individual’s awareness is necessary.
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2. Data is subject to professional secrecy obligations regulated by Union or State
Law.

3. In cases where the provision of information is impossible or invokes
disproportionate effort to do so. This heavily relates to processing which
purpose is archiving in the public interest, scientific or historical research
purposes, or statistical purposes.

4. In cases where EU or member state laws are overriding the obligation.

Memphis should keep track of what information is being provided to individuals to
not overlook any not provided information. Close attention should be paid to what
member state laws are applicable and what laws industry laws regulating

exemptions are in effect.

2.6 Security of personal data and reporting on breaches

The lack of proper security measures and protocols can lead to events of the
unlawful flow of personal data across borders, data corruption, or loss which
would have disastrous effects on the controller’s reputation and will lead to fees,
administrative or criminal punishment. Data protection and cybersecurity are not
synonyms, but they have a lot in common which helps to apply privacy principles
to completely different spheres. Appropriate security of personal data achieved
by using technical and organizational means preventing unlawful processing,
accidental or intentional loss, destruction, or damage is imposed by Article 5 (1(f))
of the GDPR. Controls are called appropriate in case an organization’s security
measures can deflect complex technological threats such as malware or denial of
service attacks and other threats as well as correct and restrain negligent
employee behavior or significantly reduce associated risks. Such controls should
be determined by a risk assessment that takes into account the nature of
personal data for processing. Measures against reasonable, foreseeable threats
exploiting business or technological processes and vulnerabilities should be
implemented. Requirements for Article 5 include an obligation of technical and

organizational measures implementations appropriate to the level of security-
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associated risks which is also affected by Article 32. Both the controller and the
processor should understand the full extent of their processing operations under
Article 30 and be able to demonstrate that their security measures are compliant
with Article 24. Records of processing activities that fall under their responsibility
including a general description of technical and organizational security should be
maintained under Article 30(1).

Security of processing
Article 32 imposes the obligation of ke