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The European General Data Protection Regulation (GDPR) replaces the outdated Data Pro-
tection Directive that was introduced in 1995 by the European Parliament. The new directive
will be stricter than the earlier one. The General Data Protection Regulation is a legal outline
for organizations that gather and process the personal data of European residents. The regu-
latory framework provides people with the right to data confidentiality and principles for pro-
cessing personal data, while also imposing hefty fines for organizations that fail to comply
with the law.

The aim of this thesis is to look at how the case company’s subsidiaries” Human Resource
departments are prepared to implement the new legislation. The focus is on whether the sub-
sidiary group companies” HR managers are taking the necessary steps to move towards
adopting the General Data Protection Regulation that was set by the European Parliament
and Council for storing personal data by 25 May 2018. The study will also identify the proce-
dures that need to be developed to comply with the regulation through content analysis.

The questionnaire was created together with the commissioning company’s thesis supervisor
to ensure a clear structure that provides coherent results. The study was thus conducted
through a qualitative research approach, utilizing methods such as questionnaires as a pri-
mary source of information and secondary desk-top data research.

The findings show that the subsidiary group companies” were not ready with the implementa-
tion of the necessary processes towards GDPR compliance. As the case company is central-
ising its operations, an action plan for HR’s policies and procedures is needed towards
GDPR compliance. The HR is recommended to audit its data in order to understand what
documents, policies and procedures are currently compliant with the GDPR.
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1 Introduction

Beginning in 1995 the European Parliament and council adopted the Data Protection Di-
rective which regulated the processing of personal data within the European Union. The
directive has been used for many years and is soon to change. This chapter introduces
the background of the thesis study in hand, how the research process has been created
and a brief introduction to the case company. The research topic, reason for the study and
the investigative questions are clearly stated in this chapter. This chapter also clearly
states the international aspects related to the study, the anticipated benefits, and the key
concepts.

1.1 Background

European organizations are currently undergoing a change in preparation for the General
Data Protection Regulation (GDPR) which was adopted in 2016 and will be enforced on
25 May 2018. After four long years of discussion, the European Commission has set to
replace the Data Protection Directives (DPD) with the General Data Protection Regulation
(GDPR). The changes govern personal data stored by organizations. This could be cus-
tomer data or employee data. (Voigt & Bussche 2017, 2.)

The GDPR aims to harmonize data privacy laws across Europe, in order to protect and
empower all European Union citizens’ information confidentiality and to reform the way
organizations deal with data privacy. Unfortunately, with change, organizations are find-
ing it challenging to comply with the new regulation. Not every entity recognizes the need
for change (Lingard 2017). Organizations, on the other hand, have a lot of work to do in
order to comply with the new regulation, failing to comply with the regulation results in

heftily fined. (European Commission 2016.)

The thesis looks at how the subsidiary group companies are preparing to adapt to the new
GDPR. Gathering this data allows the group HR to get insight on the preparation status of
the subsidiary group companies in order to create a plan, initiate coordinated actions and
to prepare the data protection activities to the required level. This is to ensure a stream-

lined documentation in relation to the GDPR compliance.

Professionally, this study helped the author gain in-depth knowledge on the General Data
Protection Regulations. This, in turn, serves as a stepping stone towards the career path
the author has chosen. The study is a current topic trending within the EU, which is re-
quired to be adapted by all organizations. The thesis research required the author to think
deep, think outside of the box and allowed her to gain in-depth insight on facilitating HRM

processes, as well as the overall field of her interest. The field of study is personally inter-



esting, which serves this research as a bonus and motivation to complete the research

successfully.

1.2 Research Question

The aim of this thesis was to look at how the case company’s Human Resource depart-
ments prepared to implement the new legislation. The author had to investigate whether
the HR managers were taking the necessary steps to move towards adopting to the Gen-
eral Data Protection Regulation that was set by the European Parliament and Council for
storing personal data by 25 May 2018. The results of the study aimed to identify the pro-
cedures that are needed to be developed to comply with the regulation through content

analysis.

The research question is worded as:
What areas of data protection does the case company need to develop further in order to
comply with the GDPR requirements?

The research question is further divided into four Investigative questions (IQ), namely;

IQ 1. What actions have been taken to identify the process and databases that are cur-
rently used for employee data?

IQ 2. What actions have been taken to evaluate the processes and use of secured em-
ployee data systems?

IQ 3. What actions have been taken to commence the demonstration of training and
communication to ensure employee engagement and understanding of the new changes?

IQ 4. What are the recommendations for further GDPR compliance?

Table 1 below presents the theoretical framework, research methods and results chapters

for each investigative question.

Table 1. Overlay matrix

Investigative Theoretical Research Methods Results
Question Framework* (chapter)
IQ 1. What actions HR GDPR frame- Questionnaire 4 and 5
have been takento | work

identify the process (@) i-v

and databases that (b) i-v

are currently used?

IQ 2. What actions HR GDPR frame- Questionnaire 4and5
have been takento | work

evaluate the pro- (@) i-v

cesses and imple- (b) i-v




mentation of a se-

cured data?

Q3. What actions HR GDPR frame- Questionnaire 4 and 5
have been takento | work

commence the (a) i-ii

demonstration of the (b) i-v

government model, (c) i-iv

training, and com- (d) i-iv

munication pro-

gram?

IQ4. What are the HR GDPR frame- Questionnaire and desk-top | 5
recommendations work research

for further GDPR

compliance?

An excel Gantt chart was created to illustrate the thesis research schedule. The chart act-
ed a guiding tool for the author to manager her study and illustrated the duration of each
activity. It further shows how it helped the author stay on track with the research schedule.

(See appendix 2 for the Gantt chart).

1.3 Demarcation

This research primarily looked at the General Data Protection Regulations. The study
concentrated on the steps and measures being taken by the subsidiary group companies
in EU/EEA countries to adopt and comply with the new laws governing personal data. This
study was conducted to ensure that all the subsidiary group companies are taking the
necessary steps to follow the new regulations. The case company need to keep track of
this and provide a report to the European Commission showing that the company is, in
fact, complying with the law. Failing to protect the personal data of employees and
breaching of data protection laws results in hefty fines of 20 million or 4% of the compa-
ny’s annual turnover worldwide. The amount fined is determined by which fine is bigger,
meaning the greater amount is to be fined to a company that does not comply with the

law.

The study primarily looked at how the subsidiary group companies are preparing for the
GDPR and not the requirements set for documenting personal data or what exactly needs
to be kept confidential by the Human Resources (HR). It concludes with suggestions on
how the HR, executives and the management level can adapt to the change. The demar-
cation is so that the study is not too broad. Further studies need to be conducted to look at
the requirements needed to document personal data of employees and whether the legis-

lation change has been a success.




1.4 International Aspect and Link between HR with Study

The topic fulfils the international aspect required by concentrating on nine operating coun-
tries of the case company. The General Data Protection Regulation is an international
legislation that concentrates on all the countries that are part of the EU, regardless of the
companies are operating within the EU zone or not. The international aspect is so that the
study is done by looking at how the different subsidiary group companies are approaching
the change from Data Protection Directive to General Data Protection Regulation.

The General Data Protection Regulation is based on the value of accountability which
directly has an influence on HR work. The link between HR and the GDPR is that the
GDPR is concerned with personal data and the HR works with employee’s personal data.
With the new regulations set through the GDPR, HR needs to comply with the law when
dealing with personal data by: requesting for consent from data subjects, giving the right
to change and deleting data, providing easy access to data for the data subjects, making
sure to store clear data and giving the reason to why the data is being stored as well as

ensure that data is stored in a secure system.

1.5 Benefits

Towards completing a successful thesis and internship for the case company, the author
expected to complete a successful thesis study that can be used to see how the subsidi-
ary group companies have been preparing to adapt to the changes. Regarding the com-
pany management, the study gave insight of the actions being taken to adapt to the
change which is mandatory for the company. The management board can then make de-
cisions to support the operating branches that are for instance not taking the necessary
steps to comply with the new law governing personal data. The employee stakeholders
can get a slight insight of how the HR has been complying with the new regulations, en-
suring that their data is stored accordingly.

This study helped the author gain experience by getting insight on how international com-
panies prepare themselves to deal with change and how they maneuver to adapt to it.
Through the research study, the author gained a grasp on the requirements needed for
obtaining and storing personal data. This is favourable for the author as the GDPR applies
to all the companies operating within the EU, those that are registered and operating in
other countries outside the EU, as well as those that deal with the data of EU citizens.

The field of study was personally interesting, which served this research as a bonus and

motivation to complete the research successfully.



1.6 Case Company

The thesis research was commissioned by an international company: Company X. The
company operates in the chemical industry with several production sites within EU coun-
tries. The company’s products are available worldwide. In 2016, the company recorded a

headcount of a few thousand employees.

Since the company operates within the EU, it must comply with the legislation in relation
to the General Data Protection Regulation. The results of the study will identify the areas
that need to be further supported in the preparation for compliance of the GDPR.

1.7 Key Concepts

General Data Protection Regulation: Which is abbreviated as GDPR is a legal outline
that was set by the European Commission to set guidelines for organizations when gath-
ering and processing personal data of people within the EU. The regulatory framework
provides people with the right for data confidentiality and principles for managing personal
data, while also imposing hefty fines for organizations that fail to comply with the law. (In-
vestopedia 2016.)

Data Protection Directives: Which is abbreviated as DPD is a directive which was set to
regulate the processing of personal data by the European Union Commission, within the
European Union. The directive protects personal data of EU citizens. It was first proposed

by the Organization for Economic Co-operation and Development (Rouse 2018).

Human Resources management: Which is abbreviated at HRM is “a term used to de-
scribe formal systems devised for the management of people within an organization” (En-
cyclopedia 2014).

Personal Data: Is referred to as; information that relates to an identifiable person who can
be directly or indirectly identified based on data factors such as identity number, physical

appearance, bank account information, health etc. (Data Protection Commissioner 2007).

Change management: This is a term used to describe the guidance of how organizations
formulate and support the staff to adapt to change successfully in order to drive a great

outcome and success (Rouse 2018).

Privacy Impact Assessment: Is identified as an analysis tool used to identify and mini-
mise privacy risks of processing personal data. It is also used in minimizing project risks
(Freeman 2016).



Data Protection Officer: Is a designated person in an organization who develops, imple-
ments policies and carries out acts that are needed to meet the General Data Protection
Regulation (Lord 2018).



2 Literature Review

The literature review starts by looking at the idea behind Data Protection Directive from
1995 which is the former law governing data protection. It is then followed by the General
Data Protection Regulation which is yet to be enforced by the year 2018. The chapter fur-
ther explains the different principles behind the General Data Protection Regulation, the
idea behind this new regulation and how to lawfully process personal data. Furthermore,
the chapter shows the GDPR theoretical framework that will be used to analyse the re-
search results. To go in depth of the study and have a purposeful meaning, the author
looks into the Finnish law governing personal data of employees and how the HRM han-
dles employee data in relation with the study topic at hand.

2.1 Data Protection Directive (1995)

The Data Protection Directive from 1995 is the former legislation protecting European citi-
zens' rights concerning personal data (Lynskey 2015, 46). It was first proposed by the
Organization for Economic Co-operation and Development (OECD) (EUR-Lex 1995). The
directive was set to direct the processing of personal data with an official directive of
95/46/EC, within the European Union until the year 2016. It protected personal data of EU
citizens and foresaw the law of transferring personal data outside the EU to ensure full-on
protection of an individual’s personal data. The directive was formed to harmonise the
way data should be processed and stored within member states. However, according to
Lynskey (2015, 47), the member states interpreted the legislation differently according to
their local laws and further states that it is not clear whether the national courts have been
correctly adopting and implementing the Data Protection Directive. Regardless of this,
Lynskey (2015, 46) states that the Data Protection Directive presented several definitions

and purposes that will remain in the General Data Protection Regulation.

The Data Protection Directive consisted of six principles that governed the legislation,

which is as follow:

- Data should always be disclosed with the subjects’ consent.

- The data collected should be used for the purpose it has been collected for and
not for anything else. When collecting and storing personal data, it should be a le-
gitimate, specific and explicit reason and not for any other matter that is dissenting

for those purposes. (Directive 95/46/EC.)



The data stored should be kept secured from abuse. The data is stored by a con-
troller who should ensure that the organizational technical measures protect the
personal data against unauthorised access, altercations, accidents or unlawful de-
structions. (Directive 95/46/EC.)

- The data subjects have the right to access and make a correction to the data
stored. Under the Data Protection Directive, the data subject has the right to ac-
cess his/her information, update or delete the data. The data subject also has the
right to know the reason for processing the data, the recipients and who the data is
disclosed to. (Directive 95/46/EC.)

- Storing of personal data should not be kept for a longer period than its primary
purpose. Data should be deleted once it has reached its expiration period. All the
member states are responsible for securing personal data that should be stored for
longer periods for either statistical or historical use. Compared to the General Data
Protection Regulation, data stored for a longer period should only be for archiving
purposes, statistical or historical purpose according to Article 89 (1) of the Data
Protection Directive. (Directive 95/46/EC.)

2.2 General Data Protection Regulation (2016)

The General Data Protection Regulation chapter gives insight on the legislation governing
personal data. By the end of the chapter, you will understand its purpose, definition, and
principles of the new EU regulation.

2.2.1 Introduction and Definition

The General Data Protection Regulation is a legal outline that was set by the European
Parliament and Council to have guidelines for organizations when gathering and pro-
cessing personal data of people within the EU. The regulation has similarities to the Data
Protection Directive; which is to protect the rights of data subjects who are EU citizens
and to regulate the processing of personal data by organizations (Lynskey 2015, 46). The
regulatory framework provides people with the right to data confidentiality and principles
for managing personal data, while also imposing hefty fines for entities that fail to comply
with the law. (Voigt & Bussche 2017, 2.)

Comparing the GDPR to the DPD, the GDPR is not a directive but rather a regulation
which is implemented to unify the supervisory of data across the EU. The DPD, on the
other hand, sets rules to be implemented differently within different countries. In the

GDPR, personal data is redefined to be information that could be used to identify an indi-



vidual while the DPD allowed different countries to identify personal data according to

their own constitution. (Gross 2016, 1.)

The GDPR was adopted in 2016 and it is set to be enforced on 25" May 2018 by all
member states of the European Union. The new regulation key privacy principles for HR

include:

¢ Fair and lawful processing of personal data.

e Personal data should be acquired for one or more specified lawful purposes.

e The obtained personal data should be adequate and relevant and not for any other
purposes.

e The obtained data should be kept up to date and accurate

e The obtained data should not be kept for longer purposes exceeding the purpose
of its original use and timeframe.

e Secured and reliable technology should be used to store and process personal da-
ta to avoid accidental losses and unauthorized access.

e Personal data is not allowed to be transferred outside the European zone, unless
the area the data is being transferred to has adequate level of data protection
rights.

(Voigt & Bussche 2017, 87.)

2.2.2 Consent

Obtaining data subject consent is as important in the new regulation as it was in the old
directive (Bird & Bird 2017, 14). The General Data Protection Regulation and the Data
Protection Directive share common grounds concerning data consent, although the new
regulation has a wider definition of the term. The data controller who oversees the pro-
cessing of personal data is responsible for obtaining consent from data subjects to collect
their data. This can be done as simple as using a ticking box to show approval (Voight &
Busshe 2017, 94). In addition to this, the data controller is responsible to process the data
obtained in a transparent manner with clear information for the data subject, who should
be able to easily access the data and know what his/her data is being used for (Lynskey,
2015, 14).

According to Article 4 (11) of the EU GDPR defines data consent to be “any freely given,
specific, informed and unambiguous indication of the data subject’s wishes by which he or
she by statement or by a clear affirmative action, signifies agreement to the processing of

personal data relating to him or her”.



According to EUR-Lex regulation (2016, article 6), the data controller is forced to acquire
consent every time the purpose of data processing changes. Entities that process data
after the purpose has changed and haven't received data subjects consent have violated
the law, thus, the “obscure consent” appears to be ruled out (Regulation 2016/679/EU art.
6, EUR-Lex, 2016). Lingard (2017) of the HR zone states that although the GDPR consent
requirements seems to be relevant at first glance. However, relying on a consent-led ap-
proach to gather and process employee-related data, is in her context to be; administra-
tively too complex to manage and possibly difficult in a wider context to the employees
and, as well as the capability to assist in running the organization effectively. Lingard
(2017) further explains that it is normally accepted by the employer to have the upper
hand. With the new legislation, the employee may feel that if he/she refuses to give data
consent to their employer, he/she will put their relationship in jeopardy, meaning that by

law the employee has given consent not willingly.

The new data subject consent and access right included in the GDPR has a major impact
on Human Resources. The organization should be able to prove that they have obtained

the consent of the data subject and that the employees” stored information complies with

the regulation. (Javanainen 2017)

2.2.3 Enhanced Rights

The General Data Protection Regulation has strengthened the rights of individuals that
were in the Data Protection Directive. Data protection controllers need to consider all the
aspects relating to processing data, ultimately being able to demonstrate compliance with
the new regulation and providing answers to data subjects. The strengthened rights in-

clude; access rights, right to be forgotten, right to restrict processing and right to object.

Data subjects have the right to access their data to ensure that it is correct and up to date
and it is the controller’s responsibility to ensure that the data subjects can easily access
their gathered data. Individual's access requests may possibly place a burden on the ad-
ministration with the new regulation as data subjects may feel the right to exercise their
rights (Lingard 2017). The right to be forgotten already exists under the Data Protection
Directive. However, the right is strengthened in the regulation by having the data controller
demonstrate that the entity is complying with the law. Individuals have the right to be for-
gotten if the data is being processed unlawfully, the data is no longer serving the purpose
for which it was collected or the individual has withdrawn his/her consent. (Bird & Bird
2017, 29.)

10



The right to restrict processing replaces the Data Protection Directive right to block. Ac-
cording to the Bird & Bird (2017, 30) guide to the General Data Protection Regulation, if
an individual restricts further processing of personal data, the data controller may continue
to store the personal data only until consent has been given or the processing is neces-
sary for establishment. When the HR processes data automatically, the system used
should have restrictions affected by technical means that block or transfer the data to oth-
er systems and send a notification to the controller who should overlook that the data is

temporarily blocked or moved to a separate system. (Bird & Bird 2017, 30.)

2.2.4 Lawfulness, Fairness, and Transparency

According to the EU GDPR article 5, section 1, states that personal data should be pro-
cessed lawfully, fairly and in a transparent manner. Thus, the processing should only take
place when it is done legally and when consent has been given to do so. With the in-
creased transparency under the GDPR, the data subject should be able to understand
clearly what their personal data is being used for. Therefore, it needs to be transparent
about what their personal data is being used for and to what extent it will be used. The

article further states that processing of personal data needs to be legitimate and explicit.

Voight & Busshe (20017, 88) states that the transparency of personal data requires to:
make data subjects aware of the rules, safety, and risks of processing their personal data.
Thus, explaining how data subjects can exercise their rights too. Moreover, transparency
requires getting confirmation to process data and communicating the process actions. All
information concerning processing should be easily accessible and understood by all indi-
viduals. All data subjects have information rights stipulated in the EU GDPR article 13 to
14, section 5 and data controllers should be able to provide proof of compliance which will

influence the privacy statements and notifications.

2.2.5 Integrity and Confidentiality

Under The General Data Protection Regulation, the legislation requires processing of per-
sonal data to be done with integrity and confidentiality. Processing data should be done in
a manner that ensures data security. Thus, when HR is processing employee data, it
needs to use appropriate technical support to protect data from unauthorised access,
damages or accidental losses. This is one of the main principles in the EU GDPR (Voight
& Busshe 2017, 92)

11



2.2.6 Accountability

The GDPR comprises requirements that administer governance and accountability. These
complement the GDPR’s transparency requirements. While accountability has been for-
mally implied as one of the principles of data protection, the new regulation puts more
prominence to elevate its meaning. Under the new legislation, controllers are held ac-
countable to a certain extent for providing the required materials expected from an organi-
zation to show compliance. (Voight & Busshe 2017, 237.)

The General Data Protection Regulation has integrated the principle of accountability for
entities to demonstrate their actions towards compliance through the use of appropriate
technical and organizational measures. The Human Resources play a role in ensuring that
the handling of personal data complies with the legislation. Measures included ensuring
accountability compliance include: stating the purpose of processing employee data, how
it’s done, for how long and an overall documented process of the procedures, including
the Data Protection Officer who is responsible for the organizations' operations and plan-
ning. (European Data Protection Supervisor 2017, 1.)

When adapting to the new regulation, the HR plays a big role in facilitating the employee
data processes of GDPR. The HR department needs to keep track and collect large vol-
umes and variety of employee information to access the organizations status towards
adapting to the new regulation. Part of GDPR compliance includes selecting a Data Pro-
tection Officer who is responsible for providing electronic copies of where the subject’s
data is stored and for what reason. With this workload, the group HR gathers the status of
the sub-operating countries to follow up the actions taken towards GDPR compliance.
Furthermore, a plan is then set up to initiate coordinated actions to ensure a streamlined

process documentation in relation to the GDPR.

2.3 Data Processing

Under the GDPR, data processing requirements have become tougher. With the newly
defined terms, data processing is defined as operations performed on personal data, ei-
ther manually or by automated means (Regulation (EU) 2016/679). Handling of personal
data such as gathering, recording, forming, configuring, storing and deleting is considered

as processing (Voight & Busshe 2017, 9).

Data controllers need to grasp the concept of storage limitations, data minimization, and
pseudonym data. The EUR-Lex (2016) GDPR states that data should not be stored with-
out a good reason. Moreover, data needs to be processed at minimal, meaning that only

purpose related data should be processed to be regarded as legal processing. Another

12



form of processing data is through pseudonymous data, which protects personal data

from harm.

2.3.1 Data Storage and Minimization

The GDPR EUR-Lex (rec 39) states that personal data should be relevant, adequate and
restricted to what is considered relevant in relation to the processing of data. Data storage
and minimization is part of the Data Protection Directive with a comparable meaning.
However, the GDPR requires a stricter processing. (Voight & Busshe 2017, 90.) Article 5,
section 10 of the Regulation states that it is not an obligation to process data at an ex-
treme minimization, but data should be processed in a minimal manner that is adequate to
the prime reason of processing. Data minimization aims to reduce irrelevant data collec-

tion at the least possible level of purpose processing (Voight & Busshe 2017, 90).

Data storage and minimization can be implemented through the Privacy by Design and
Privacy by Default concept. The principle of storage limitation works in relation to the role
of data minimization. An overload of irrelevant data needs to be deleted without undue
delay. (Voight & Busshe 2017, 91.)

2.3.2 Pseudonymous Data

Pseudonymising of data is one of the ways entities can use to process data in a secure
way that does not link a specific data subject. The GDPR EUR-Lex (2016) states that
pseudonymising can be used as a mean of protecting personal data and entities. Organi-
zations can use this to protect themselves from conceivable data breaches. (EUR-Lex
2016, article 4).

According to the GDPR (Regulation (EU) 2016/769), pseudonymising of data is defined
as, “the processing of personal data in such a manner that the personal data can no long-
er be attributed to a specific data subject without the use of additional information, provid-
ed that such additional information is kept separately and is subject to technical and or-
ganizational measures to ensure that the personal data are not attributed to an identified

or identifiable natural person”.

When data subjects give consent for data processing and the data is so that it is possible
to identify a specific person, the data subject should be able to gain access to his/her data
for rectification or erasure. However, data controllers can deny giving data subjects ac-
cess if the controller is able to demonstrate that the data cannot be linked to a specific

person, therefore, hard to identify a data subject through Pseudonymised data. When data

13



is Pseudonymised and the controller cannot identify a data subject, they don’t have to give

access to a person for rectification or erasure (Regulation (EU) 2016/769.)

2.3.3 Breaching Of Data

An organization may have an incident whereby data has been lost, changed without con-
cern, disclosed without authorisation or otherwise stored and processed without data sub-
ject concern. The EUR-Lex (Regulation (EU) 2016/769) then states that in such situations,
it is obliged for data processors to notify the data controllers without undue delay. The
data controllers are then responsible to notify the supervisory authorities within 72 hours
of becoming aware of the incident. If the timing is not met, the data controllers are respon-
sible to give reasons to the supervisory authority. All breaches need to be reported to the
supervisory authorities. Data controllers are held liable to communicate and notify the data
subjects about the personal data breach. (Bird & Bird 2017, 38.) Failure to meet the
GDPR requirements risks the organization to be fined a fee of up to €20 000 000 or 4% of
the organizations worldwide annual turnover, whichever is higher (EUR-Lex 2016, article
5).

According to Hooson (2017, 2), most of the data breaches that occur in organizations are
caused by employee negligence. There have been cases reported whereby organizations
have not destroyed data that should ve been destroyed. All entities need to be attentive
and aware of their actions to comply with the General Data Protection Regulation.

14



Consent from
employees to
process data

Employee right Employee right
to secured to rectify and
confidential data delete data

HR GDPR

o framework

information to receive a

about notification

processing of when data
employee data changes

Employee right

Limit the use of
automated data
Easier access to to ensure
confidential data accurate
processing of
data

Figure 1. HR GDPR framework (Council of the European Union 2015).

The above HR GDPR framework works as a guiding tool in comparing the research ques-
tion and studied theory to the findings. Every bubble surrounding the HR GDPR frame-
work is a principle regulation that the HR needs to follow to comply with the GDPR. This
framework will be used to see the status of the operating companies in relation to the

framework.

2.4 Data Protection Directive Vs General Data Protection Regulation

The replacement of the Data Protection Directive has been made to be stricter. With the
GDPR, the new legislation binds all member states with an explicit new definition of terms
and concepts which are regulatory, while the old legislation acted as a directive to be im-
plemented through national legislation. However, the General Data Protection Regulation
still has a lot of similar terms adopted from the Data Protection Directive.

Table 2 below presents the difference between the Data Protection Directive and the
General Data Protection Regulation.
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Table 2. DPA vs GDPR

Area of comparison

Data Protection Di-
rective

General Data Protection Regu-
lation

Data subject rights

Right to erasure, rectifi-
cation, and right to copy
of data by payment.

Explicit rights to data erasure
and rectification. No required fee
for copy of data.

Consent

Consent free given,
informed and specific.

Clear confirmation from data
subject with the ability to with-
draw.

Accountability

Limited accountability

Fully explicit accountability

Data Protection Officer

There is no need for a
Data Protection Officer.

A Data Protection Officer is
needed by an organization with
over 250 employees.

Data Breach

No need to report data
breaches.

Data breaches need to be re-
ported within 72 hours to the
supervisory authority.

Penalty

A fine of 500 000 or 1%
of the organization’s
annual turnover.

A fine of 20 million or 4% of the
organization’s annual turnover.

2.5 Finnish Law on Personal Data

The Finnish law governing personal data looks at the general rules of processing personal

data, the data subject rights, storing and securing personal data. Chapter 1, Section 1 of

the Personal Data Act (523/1999) defines personal data as information of an individual’s

personal matters and characteristics where this information can be traced to the data sub-

ject. The act applies to data controllers who process personal data in the Finnish territory.

Like the Data Protection Directive, the Finnish law has similar laws governing personal

data. Chapter 2, Section 5 of the Personal Data Act (523/1999) states that processing of

personal data should be done lawfully, carefully and in a way that the data is secured from
harm. The data should be processed in an appropriate and justifiable manner, providing a

reason for processing data. The Finnish law gives rights to data subjects. Chapter 6, sec-

tion 24 of the Personal Data Act (523/1999) states that when personal data is collected,

the data controller should give information of the processing of data. This information,

such as the controller’s representative should be provided at the time of collecting and

recording the data. Moreover, data subjects have the right to access and rectification, re-

gardless of the privacy provisions. All data subjects have the right to access their data
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stored in Finland, however, the controller may charge a minimal provision fee of access to
the data. The data controller is responsible to rectify or erase personal data, either by own
initiative or by request of the data subject without undue delay. If the data controller recti-
fies or erases data, he or she should notify the data subject and the recipients whom the
data is disclosed to. Chapter 7, section 32 of the personal data act (523/1999) states that
entities are responsible to carry out technical measures for securing personal data from
unlawful destructions, accidents, and unauthorised access. According to chapter 9, sec-
tion 39 of the Personal Data Act (523/1999) Data that is no longer relevant for operations
and processing should be erased and destroyed without undue delay. The data protection
Ombudsman in Finland has the right to access personal data regardless of confidentiality

provisions.

2.6 Human Resources: Handling Employee Data in Relation with the Law

Entities typically store different employee information, often regarded as personal data
files as a way of documenting the employee’s relationship with the organization. Addition-
ally, the Human Resources is required to handle and process personal data according to
the national legislation. Organizations collect a substantial amount of personal information
from their employees and use the collected data for a variety of purposes: from assessing
vacancy applications during on boarding process to administrating payroll and employee
benefits within the HR department (Winthrop, P & Pittman, S 2011).

There are several HR processes that deal with the employees” personal information.
Some of the HR data processes include the recruitment process, the appraisal and com-
pensation process and the exit management process. To make an example of the re-
cruitment process, minimal data is usually obtained from job candidates. When an em-
ployee is hired, the employee gives more of his/her information to the employer. The HR
department then processes this information into the organizations files. During processing
of data, the Human Resource is responsible for maintaining the confidentiality of the em-
ployees” data. As a result, handling of employee data in HR is complex and should be
handled attentively that the data is kept accurate and secured. The Human Resource de-
partment is responsible for creating policies and procedures for handling the employees’
data. Under their action plan of processing and storing personal data, the HR department
ask themselves the following questions; what personal data will they process? Why is the
data being processed? Where is the data stored? Whom has access rights and for how
long will it be retained? (Addlesshaw Goddard 2017.)
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The Human Resource Management is not only responsible for keeping the employees
sensitive data and managing it, but it is also responsible for protecting the information
under the national laws governing confidentiality (HR Insight 2013). When creating privacy
policies for HR processes, the HR needs to identify what information is supposed to be
kept confidential and follow the necessary procedures to keep the employees” information

private.

There is sensitive data that needs to be kept confidential at all times. An employee’s sen-
sitive data is regarded to be data that relates to the data subject. This data includes crimi-
nal records, sexual life, political beliefs and, or ethnic origins. Under personal information,
the HR protects the employees”; social security number, marital status and the date of
birth. When evaluation of performance takes place the following are considered to be con-
fidential; the warning and disciplinary notices, performance review and promotions. Fur-
thermore, the department is responsible or payroll, compensation and benefits. When
processing under those acts, the following information is regarded as confidential data;
salary, authorisation for withholding pay, bonuses and benefit information. Health and
medical information is also processed by the HR. The employees’ information need to be
kept secured and confidential under the local national laws governing personal data confi-
dentiality. Information such as the medical exam details and the insurances of the em-
ployee need to be kept secured at all times. Information under investigation records such
as the employees’ violation of policies, complaints of harassment or safety issues is also
regarded to be sensitive, and therefore, should be kept confidential. (HR Insight 2013;
Liontis 2017.)

Employee data management is a lever for fostering a dialogue between the HR, trade
unions and employee representatives. Meaning that when the HR handles employee data,
they should be attentive to the information that the employees consider to be sensitive
and private. A question may arise of; who secures data in an organization? Ultimately, in
an organization the Information and Technology Department is considered to secure data,
but the Human Resource Department is where the employee data is managed. The HR
has majority of access to manage the data while, IT is concerned with the protection of
data, whereby, the access rights to the data and security is enforced by the IT depart-

ment. (Lestrange 2015.)

Access to personal data is usually restricted to HR, Executive officers, and Management
level. The HR department has a data controller who is responsible for processing and

handling employee data in a lawful and confidential manner. Data can be stored in digital
software systems, physically in the supervisor’s office, payroll office or the organizations

vice presidents office. Employees can access their personal files to rectify or block their
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data from being processed. If an employee choses to block their data from being pro-
cessed in HRM, this may be challenging for the organization to run their records smoothly
and could possibly end in job loss. (Webster 2013, 61.) Furthermore, according to the
Finnish Personal Data Act (523/1999), No data older than 10 years should be stored. After

10 years, the data needs to be disposed.

There are three direct stakeholders in HR. The stakeholders are the owners, the employ-
ees and the external parties. These stakeholders are involved in some of the HR opera-
tions. Processing of employee data needs clear guidelines of what is being processed,
what type of information is being processed, how much of an employee’s data is being
transferred and who is responsible for getting certain information. Owners of entities usu-
ally have access to all the company’s data, including that of employees. This however
does not imply to all entities. Some entities have strict regulations on the amount of data
owners have of employees for security reasons. There are certain employees who are
responsible for handling and processing employee data. Not all the employees have ac-
cess to data. Moreover, some entities operate with external parties such as recruitment
agencies. The HR and external agencies share relevant and minimal information of em-
ployees or potential employees. This is done within the strict laws of transferring data to

external parties.

There are several challenges within the HR department when it involves data entry. First-
ly, there is a need to understand that there are two ways of entering and processing data,
namely; manual entry and digital entry. Manual data entry and processing can be tricky
and mind numbing. It usually involves transferring data from a physical state to digital,
systematic based documents where other procedures are involved as well. With evolving
technology, organizations and HR departments use less of manual data entry and more of
computers through advanced technology. This is because there are challenges to manual
data entry. Challenges such as money loss from less efficiency, human errors, misinter-

pretation and time consuming. (Biels 2015.)

To avoid mishaps, HR carries out training programs for its staff and senior managers. The
program involves training the attendees for data protection requirements. It gives the at-
tendants a solid understanding of the legal requirements with practical practice for the HR
function in the organization. Furthermore, the training includes analysing data protection
principles, understanding HR related data protection requirements, apprehend the evolv-
ing practices of data protection and how the law influences HR practises. (Cork Chamber
2017.)
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3 Methodology

This chapter looks at the research design, research question, the investigative questions
and the research method used. It further explains the data collection process, the risks of
the research and how they are managed. The possible reliability and validity of the study
research in hand are later discussed at the end of the chapter.

The research question has been created based on the company needs to understand
where more support could be given towards successfully complying to the GDPR. From
the research question, four investigative questions have been formed to assist in formulat-

ing an answer to the research question.

3.1 Research Design

The research was designed carefully to the need of the case company. After developing
the questionnaire, the author needed to keep in mind of the issues that may arise. One of
the issues considered during the study is the fact that the GDPR only concerned EU coun-
tries. Therefore, only the subsidiary HR group companies received the questionnaire. An-
other consideration was the time frame the respondent had to answer the questionnaire.
The respondent had two weeks to send their response back to the author. This time frame
allowed the respondents to contact the author for further questions and to make sure that
there is enough time between the time responses are received, analysed and the GDPR
legislation enforcement date. The development of the questionnaire and the study
timeframe was calculated and planned that everything goes smooth and accordingly. Be-

low is the planned research method, stating every phase and stage.

Research phase Phase 1 Phase 2
< Study provided thesis topic > <Study case company and materiaD
Respondent C HR Managers in different countries

Data collection method C N —— )
( Analysis between current statuses with GDPR >
Relationship to 1Q ( 102 ) ( 103 )

= D
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Figure 2. Research Method

The research study started when the case company provided a topic of interest in phase
1, followed by studying the company’s” processes through secondary data research and
the theory related to the study in phase 2. The candidates for the questionnaire were HR
managers from different subsidiary group companies who were responsible for employee
data and were preparing for GDPR. The form of data collection method used is both qual-
itative and quantitative status questionnaire that gave the candidates an option to choose
from which indicates their status towards GDPR. When the qualitative data was gathered,
a deductively based analytical procedure further took place where a conceptual frame-
work was used for the gathered data to create an explanation building as a form of deduc-
tive based analysis (Yin 2003). The HR GDPR conceptual framework was used to analyse
the gathered data.

This thesis included a secondary data research. The literature was extracted from sources
such as articles, books, journals, and reports. Valuable and reliable internet sources were
used to study the background of the GDPR and they were used to provide the theoretical
framework of the thesis study. The literature was properly reviewed and chosen critically
to provide information that is accurate and relevant.

3.2 Data Collection

The questionnaire was designed based on the several GDPR requirements that are co-
herent to the literature review. It was done this way to get clear information on various
processes and steps taken. The key points in the investigative questions are: identifying,
evaluating and implementing which is a general process used in change management.
Every question is answered by choosing from the available 3 options- ready, in progress
or not ready. This indicated whether the HR has already completed the activity, is current-
ly working on it or has not started with any actions. The guestionnaire design and struc-
ture enable a clear reporting structure for the entity. The thesis is a research-based study
through content analysis. See appendix 1 for the status questionnaire. Table 3 below

shows the status questionnaire design frame.
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Table 3. Design of status questionnaire

Investigative question (1Q) 1-3 Status Questionnaire
IQ 1. Identification a)i-v
b)i-v
IQ 2. Evaluation a)i-v
b) i- v
IQ 3. Implementation through com- a) i- i
pliance demonstration b) i- v
c)i-iv
d)i-iv

The first investigative question looked at identifying the current processes being used by
HR managers when handling employee data. This for an example helps to identify ar-
chives containing employee data that need to be deleted as a regulation of data minimiza-
tion principle. The GDPR requires the employee data to be stored in a secured system.
Therefore, the second investigative question looks at the actions taken by HR managers
to ensure employee data protection. The third investigative question aimed to see whether
the HR managers have begun training and communicating the explicit changes of han-
dling employee data.

Because the study was conducted through both qualitative and quantitative research ap-
proach, utilizing methods such as questionnaires as a primary source of information and
secondary desk-top data research, results provide more meaningful content. Qualitative
research is explained to be research done to obtain data that has not been quantified and
can be used as a product of other research strategies (Saunders & Lewis, Thorrnhill 2009,
482). The data obtained through quantitative research can further be analysed through a
deductively or an inductively analysis. The study suits best to be analysed through the
deductive analysis whereby it creates an explanation building. For the data to be useful
and have its means understood, an analysis of the qualitative data is conducted using

conceptualization. (Yin 2003.)

The data was collected through purposive sampling, which means that the candidates
were chosen on a basis of those that the GDPR effect (Recker 2013). The GDPR applies
to all EU and EEA countries that hold data of EU citizens. However, global companies
handling EU citizen’s employee data need to comply with the regulation. Given the wide
territorial scope of the case company, the population has been sampled to those in the EU
and EEA. After sampling the population, HR Managers from nine countries remained to be
the target research of the case company. Without sampling, the population would have

been too large to conduct the research and the data obtained would’ve been irrelevant
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from those subsidiary group countries that are not part of the EU/EEA. Moreover, the re-

sults would have held no purpose.

A week after sending out the questionnaires, a reminder was sent to the HR Managers to
respond in time. Out of the nine questionnaires sent to the subsidiary group company HR
Managers, only five responded, having a 78% response rate. Reason being that the two

outstanding responses were too busy occupied with other work. This was communicated

to the commissioning company group HR.

A status questionnaire was used for the data collection. This questionnaire was sent to
nine HR managers across different sub-operating countries to look at how these manag-
ers are preparing for the GDPR and at what stage they are at, at doing so. Since the HR
managers are responsible for the handling of employee data, they were our candidates to
bring answers as to what stage they were at adapting to the change. The informants were
motivated by informing them about how their input and co-operation is vital for the compa-

ny in avoiding hefty fines.

The questionnaire was created on an excel file that was sent by e-mail to the HR manag-
ers. This is the best option to obtain the data as it is a secured form to obtain data for the
commissioning company, which I'm currently working for as an intern. The company's pri-

vacy and regulation policies state that internal data should remain secured.

The questionnaire was designed carefully to the need of the company. It was well struc-
tured and acted as a guiding step towards adapting to the GDPR. The results of the study
were then be analysed. This identified the areas that needed support towards the regula-

tion compliance.

3.3 Risks and Risk Management

Since the research included a secondary data research, some sources were outdated with
bad articulation of the article, non- factual or not of value to the study (Saunders, Lewis, &
Thornhill 2012, 82). To minimise these risks, the author searched for high-quality sources
that are reliable. This was done by using materials from the EU GDPR organization site,
material that is not older than 3 years. Other materials that was used had to be of high-

quality books that provided the theory of the study.

One of the risks this study faced is a low response rate. The author tried to avoid this by
sending a reminder to the candidates and motivating them to respond, informing them that

their response is of importance to the company. During this stage the author was not wor-
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ried about this risk as she was made assure that the HR Managers always respond on

time and they know their role in working towards the GDPR compliance.

3.4 Reliability and Validity

To make this study reliable, a well-structured questionnaire was created depending on the
interest of the group HR. The results were be obtained through primary research and
evaluated with secondary data. The data obtained was be referenced correctly according
to the Haaga-Helia UAS referencing guidelines and the data was interpreted with academ-
ic integrity. All the other necessary information such as figures and appendices are clearly
stated to allow a further study.

The author trusts that she has not made any mistakes starting from the development of
the questionnaire to the analysis of the results. The questionnaire was developed together
with the HR group Manager, were by it has been changed a couple of times for it to be
more precise and generate understandable, purposeful results. Moreover, the author fol-
lowed the guiding principles to a successful research, following the legislation components

needed to build and analyse the study.

Looking at the response rate of the questionnaires, the five responses received were from
the top performing subsidiary group companies. Out of the five that responded, Germany
was the only country that stated that all their HR operations already follow the General
Data Protection Regulations, which was unexpected. For some of these status responses,
documents were shared on the company’s SharePoint to show validity of their operations.
Thus, the results and the discussion are only valid for the case company and its subsidi-
ary group companies that have responded. The countries that did not respond to the
guestionnaire included; the Balkan countries, Norway, Poland and Denmark. After evalua-
tion, the responses looked to be of quality and truthful considering the time of response
and the attached documents. Since the case company chose to be anonymised, the doc-
uments sent as an attachment to the questionnaire could not be added to the thesis report
as it would directly link the thesis study to the case company, which is not the plan. The

documents however showed to be resourceful and informative during this study.
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4 Results

In this chapter, the author presents the results from the respondents. The results will be
presented by starting with the identification, evaluation and then the implementation
through compliance demonstration 1Q. The author will present the most relevant and sig-
nificant findings.

4.1 HRM Status towards GDPR Reguirements

There are a lot of requirements to be considered when following the GDPR. The first
phase has to do with identifying the processes and the databases the company is current-
ly using. The following steps usually require an evaluation of the processes and systems
used. This enable s the company to figure out what is important, relevant and what should
be deleted or updated. The company therefore moves to documenting their processes,
policies and creates their government model. During the last phase, the company trains
their employees and tests their new procedures. This is the format used to create the
guestionnaire and present results stated below.

4.2 Identifying the Processes and Databases

Investigative question 1 (a) looked at identifying and analysing the status of the current
processes in each country. Finland, Sweden, Estonia, and Lithuania stated that they are
currently in the process of listing all processes and systems containing personal data, as
well as listing all the parties who have access to the employees' data. All the countries
have been asked to identify physical archives containing personal data, Estonia and Lith-
uania show that they have already identified these while Finland and Sweden are yet to
complete the process. However, all the countries have indicated that theyre in the pro-

cess of identifying their electronic archives that contain the employees' personal data.

Investigative question 1 (b) looked at analysing data content that is considered to be rele-
vant for the new organizational setup. Finland, Sweden, and Estonia stated that they are
in the process of ensuring the ownership and validity of each identified process containing
personal data, while Lithuania shows to be ready. The General Data Protection Regula-
tion states that a data privacy coordinator should be selected and named. Finland, Esto-
nia, and Lithuania have identified their data privacy coordinator while Sweden is in the
process of selecting one. All the countries show that they re in the process of cleaning out
unnecessary achieves and systems containing outdated personal data, except for Lithua-
nia who has already done this. Lithuania identified to have not started anonymizing per-

sonal data that will be shared outside the HR department, while the rest of the countries
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show that they’re in the process of doing so. Unnecessary systems need to be discontin-
ued. Finland and Estonia are in the process of getting rid of unnecessary systems, Swe-

den has not started while Lithuania has already done so.

Overall, comparing all the countries in IQ1, Lithuania shows to be ahead of the other
countries. Their HR manager shows to be ready for most of the processes needed to be

completed in the identification and analysis stage.

4.3 Evaluation of Data Processes and Implementation of Secured Data

The investigative question 2 focused on the evaluation and implementation phase. 1Q 2
(a) looked at identifying the current status of each country’s streamline and validation of
the necessary processes and databases containing the employees' personal data. Both
Finland, Sweden, and Estonia indicated that they're in the process towards completing
the phase. Lithuania, on the other hand, indicated that they've not started yet. IQ 2 (b)
looks into privacy and protection. Finland and Estonia are the only countries showing that
they're in the process of changing their software to an automated database storage. Swe-
den and Lithuania indicated that they have not started yet. Estonia shows to have the pri-
vacy and protection phase in progress, whilst Finland, Sweden, and Lithuania have not

started yet.

4.4 Demonstration of the Government Model

The third investigative question looks at the HR manager’s readiness to demonstrate
GDPR compliance and follow up development plans for improvements. Under communi-
cation, all the countries have indicated to have not started with the translation and compli-
ance of the five main privacy policies of employee data. Moreover, none of the countries
started with creating a communication plan that ensures organization awareness. Under
the training stage, Finland and Sweden show to be in the process of HR and managers
training. The remaining countries haven't started yet. All the countries also indicated that
they’ve not started with assistant service training, informing the employee's representa-
tives about the employees' processes and creating an employee awareness campaign for

handling personal data.

The results in investigative question 3 a and b indicate that other than Germany, all the
countries have not started preparing the documents needed in cases of data breaches, if
the employee asks for their data to be removed or show what data the company is hold-
ing, outsourcing processes of personal data and starting to gather new personal data.
Moreover, all the countries have not started working on the governance model that en-

sures ongoing practices that personal data is up-to-date, roles and responsibilities to ana-
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lyse change have been designated and the creation of internal audit practice model to

monitor the organizations GDPR compliance is in place.

Overall, the results show that most of the countries were not yet ready and were going

through the process of stabilizing and adopting the General Data Protection Regulations.

In hopes of GDPR compliance, the organization needs to be ready by 25" May 2018. The

author believes that there is enough time for the organization to organise everything in

accordance to the new regulation.

Table 4. Compilation of key results per investigative question

Sub-1Q’s

Estonia Finland Germany | Lithuania | Sweden

Identifying processes

In progress | In progress progress | In progress

Analysis of data

In progress | In progress In progress

Validating Processes

In progress | In progress In progress

Privacy protection

In progress

Communication plan

Training of employ-
ees

Documenting pro-
cesses

Government model
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5 Discussion

In this chapter, the author presents data from the previous chapter in relation to the theory
provided in chapter 2. Based on the findings, the author will then draw a conclusion to the
recommended steps for HR towards GDPR compliance and offer suggestions for further
research. Finally, the author assesses her personal learning on the study topic, the devel-
opment the study created and how the study plays a role in the career path she has cho-

sen.

5.1 Key Results

With the first investigative question, the author aimed to get the status of the HR Manag-
ers on identifying the current processes and databases that were existing in the company
for processing personal data. This is the first phase of change management. Hence, the
General Data Protection Regulation requires entities to take account whether processing
of personal data is compatible with the initial purpose of collecting the data. This is re-
ferred to the theory provided in chapter 2.3. Majority of the countries indicted to be in the
process towards fulfilling the identification and analysis phase. With the limited timeframe

remaining, it raises a question of whether the operating countries will be ready on time.

The organization is required to analyse data content which is considered to be relevant to
the current organization set up. Hence, all the countries were in the process of owning
ownership of data processing, cleaning archives and discontinuing unnecessary systems.
In relation to this, a Data Protection Officer was needed to oversee the data protection
strategies in the organization to ensure compliance with the General Data Protection
Regulation requirements. The officer should Pseudonymise relevant personal data to en-
sure that it can’t be linked to a specific person. The selection of a Data Protection Officer
and the pseudonymising of personal data referrers to the theory chapter 2.2.6 and 2.3.3,

which clearly states the requirements.

The privacy protection design and default questions were created to see how active the
countries are to implement privacy for the data subjects. The results indicated that the
subsidiary group companies were not started with the act of privacy protection by design
and default. This could be that the data protection by design is considered to be challeng-
ing because it follows a new legal view that is regulated by the General Data Protection
Regulation. Moreover, the data controller needed to measure and create techniques that

effectively protect the data subject rights. This is done before and during implementation.
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The new regulation requires a restriction on automated processing of personal data. Look-
ing at the results obtained, officers responsible for processing personal data need to be
vigilant when it comes to automated processing. The operating entities need to ensure
that during their adaptation phase, the automated software used is examined and altered
were necessary, remembering that the employees have the right to subject to decisions
made solely on automated processing. Since all the countries have indicated to have not
started or in the process of privacy protection by design and default, HR Managers and
those handling employee data should keep in mind the employees’ rights to be forgotten
(refer to theory in chapter 2.2.3). This means that when data no longer serves its initial
purpose, it should be deleted unless data consent is given by the data subject. This pro-

tects the employees from having their data processed for unnecessary transactions.

Furthermore, transferring employees” data outside the EEA continues to be prohibited
under the new regulation. However, the requirements from the Data Protection Directive
remain the same with slight changes. These changes are to be considered by HR. The
transfer of employee data is only acceptable where there is an approved code of conduct.
(Find reference to this in chapter 2.2.1).

The last investigative question looks at the status of demonstrating the General Data Pro-
tection Regulation compliance, as well as a follow-up development. Entities handling per-
sonal data are responsible for documenting their compliance and providing proof to the
European Union Council. From the provided information all the operating countries have
not started demonstrating their compliance. The countries, however, need to have a Pri-
vacy Impact Assessment. The Privacy Impact Assessment will aim to identify and diminish
the non-compliance risks which the GDPR provides guidance for this process. It is a re-
quirement processing activity before the GDPR is commenced. In reference to the theory

in chapter 2.2.6, entities are held accountable for all their actions.

Moreover, entities are required to keep documented records of all their employee data
processing activities. In case of data breaches or employees asks about their data, con-
trollers should be able to obtain records and provide them when needed. Furthermore,
data breaches should be recorded and communicated without undue delay. A communi-
cation plan should be developed and communicated with the data subjects and the Euro-

pean Data Protection Board.
On an overall basis, the subsidiary group companies seem not to be ready for the en-

forcement date of the General Data Protection Regulation. An operation strategy to get all

the countries on the same wavelength to adopt the regulation quick needs to be devel-
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oped. The author believes that there is enough time to plan and implement a successful

plan before May 2018.

5.2 Recommended Steps for HR towards GDPR Compliance

As the case company changes its operations to be centralised, an action plan for HR's
policies and procedures was needed towards GDPR compliance. Firstly, the HR is rec-
ommended to audit their data in order to understand what documents, policies and proce-
dures are currently compliant to the GDPR. For the documents and procedures that are
not; need to be terminated and erased. This refers to the theory provided in chapter 2.3.
To move on, a competent Data Protection Officer then needs to be identified. The DPO
ensures GDPR organizational compliance.

Furthermore, the HR Manager and the DPO need to understand the legal aspects for pro-
cessing different types of personal data. One type of personal data is that which is sensi-
tive. Sensitive personal data such as the employees’ political opinions, sexual life or reli-
gious beliefs etc. need to be processed differently according to the conditions provided by
the regulation.

It is then recommended for the HR to develop and implement the following policies:

¢ Data Retention and Disposable Policy- as part of the GDPR requirements, data
should not be retained for more than its initial purpose. The case company should,
therefore, be able to demonstrate that data has been retained for an appropriate
period of time. This can be demonstrated by creating a retention policy with a time
frame and disposable procedures known as the data destruction procedures. Ac-
cording to the Finnish law, employee data is allowed to be stored up to ten year.
After ten years the data then needs to be disposed. The HR Specialist is usually
responsible for monitoring this procedure. Disposing documents can be done in
two ways; either by shredding physical archived documents — which is to secure
the safety of the personal data or by deleting digital stored documents out of the
company’s software.

e Subject Access Request Policy- new policies should be updated and created ac-
cording to the GDPR requirements. This policy is created for those responsible for
handling access requests and responding in a timely manner. According to the
regulation, the company then needs to select a Data Protection Officer who is re-
sponsible for compliance when developing and implementing policies and proce-

dures for handling personal data. The DPO works together with the HR manager in
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communicating the development and implementation of policies regarding pro-
cesses of handling personal data.

o Data Breach Plan and Notification- the Data Protection Officer is responsible for
creating a well-developed procedure plan. This procedure plan is nheeded to en-
sure that data breaches are handled accordingly and in line with the GDPR re-
quirements. The plan includes training the employees on how to act when theyve
been aware of the data breach, communicating the data breaches with the man-

ager and carrying out the disciplinary policy acts when data has been breached.

It is important to understand that the regulation has significantly enhanced the employees'
rights. HR is therefore responsible for processing the data accordingly. Processing the
employees' data should be done with the data subject’s consent. A detailed set of infor-
mation is then provided to the data subject stating the purpose of processing the data and
the retention period. The data processors should also remember the employees' rights to
be forgotten and rectified. With that being said, a systematic procedure is recommended
to give the data subject access rights to their information whereby they could rectify the
information or chose to be forgotten. This is in reference to chapter 2.2.2 and 2.3 that
gives insight on data consent and processing.

After evaluating the policies, upgrading them and creating compliant procedures, the DPO
needs to create a communication plan. This communication plan consists of whom the
policies and changes will be communicated with, when the communication will take place,
the key message and the best channels used to communicate. The HR manager and the
DPO will then need to organise a training for organizational teams about the changes

coming into force.

Moreover, it is important for HR to recognise that the regulation does not provide a full set
of rules to be followed. It is, therefore, recommendable that they remain aware of the na-
tion's laws especially those that are related to employee and HR data. The HR Manager is
then responsible of assigning who has the competencies to act as a Data Protection Of-
ficer when designing, monitoring the data procedures, evaluating and correcting all the

processes related to this.

5.3 Further Research

As a recommendation for further study, the author suggests further research into how Eu-
ropean companies have adapted to the General Data Protection Regulation successfully.
Looking into what was challenging during adaptation and how to overcome the challeng-

es. A more detailed research is recommended on the guiding steps or a detailed checklist
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to adapting to the regulation. Furthermore, this study could be fostered into the study of a

detailed GDPR compliance document.

5.4 Personal Learning

For this final section, the author will be reflecting on what has been learned during the
study, what she has developed and how the study has contributed to the career path she
has chosen. The author had a great opportunity to learn more about one of the current

topics trending around Europe in the EU law.

During the study, the author learned more about the EU data laws that govern personal
data. This was not only from a HRs perspective but as well as the technical and third-
party involvements. She learned of the needed requirements when processing personal
data, what improvements have been enhanced for the data subject’s rights and how to act
when one becomes aware of data breaches.

Moreover, the author learned that during big organizational changes its best for the opera-
tions to be centralised in order for all the subsidiary group companies to follow the same
instruction accordingly, on time and successfully. This enables a unified organization with
similar standards throughout. The author also learned that it takes a lot of work to plan,
organise and implement policies and changes. Talking about planning, the author learned
to view and think outside of the box during data collection and analysis. As the author re-
ceived a response from the HR, she had to critically view information in order to build a
concrete foundation for future research. The study turned out to be more useful and fruitful

than expected by learning more about the case company and how tasks are carried out.
Studying business and choosing to specialise in Human Resources, this study played a

significant role in the career path the author has chosen. It gave a broad outlook on un-

derstanding not only the national laws but those of the EU as well.
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Appendices

Appendix 1. Questionnaire

1. Identification
and analysis

a. ldentification

of processes and databases that are currently existing in the company

for processing personal data by HR function

i. List all processes that include personal data (Attach in separate doc-
ument)

ii. List all systems that contain personal data, list all parties who can
access employee data or process data for(Attach in separate docu-
ment)

iii. Identify all interfaces between HR and business where personal
data is given or possibly stored outside HR's databases

iv. Identify all physical archives containing personal data

v. Identify all electronic archives containing personal data

rent organizatio

b. Analysis of the data content and which of those are considered relevant for the cur-

n set-up

i. Ensuring the ownership and validity of each identified process con-
taining personal data

ii. Naming of HR Data Privacy Coordinator per country

iii. Cleaning of unnecessary archives and systems containing outdated
and not relevant personal data

iv. Anonymization processes for data that will be needed to be shared
outside HR for further data processing purposes in business

v. Discontinuation of unnecessary systems

2. Evaluation and implementation

a. Streamlining

and validating necessary processes and databases containing personal

data of employees

i. Create documentation about the processing activities per identified
main registers

ii. Identify the needed HR and business roles who will have access to
data per each lifecycle phase

iii. Ensure a streamlined personal data management lifecycle that will
describe the maintenance, anonymization, blocking and deletion phas-
es of personal data (see attached ppt. example)

iv. Create required descriptions per each sub-register containing per-
sonal data per each identified process

b. Privacy prote

ction by design and by default

i. Negotiate and ensure the needed software changes and/or automa-
tion steps for the databases (if required)

ii. Ensure documented roles and process for access management
practices

iii. Ensure the maintenance process and up-to-date register description
per database

iv. Sign an Annex to an agreement with each Service Provider for the

36




processing of personal data (attached model contract annex)

v. Sign an additional data transfer agreement, in case the data is pro-
cessed outside of EEA (EU + Norway + Switzerland), to be coordinat-
ed with Legal

3. Demonstrate compliance and follow-up development

a. Communi-

cation
i. Translations and compliance of 5 main privacy policies of employee
data > information shared in Arena and other relevant locations
ii. Create a detailed communication plan to ensure organization
awareness

b. Trainings

i. HR trainings

ii. Assistant services trainings

iii. Manager trainings and instructions about what data they are al-
lowed to store (where, how, for how long)

iv. Discussions and informing the Employee representatives about the
Employer's processes of gathering personal data of employees

v. Employee awareness campaigns to build trust for the handling of
personal data

c. Documentation and instructions on how to act in case of

i. suspected data breach (to be notified to authorities within 72 hours)

ii. a person asks to remove their data or to show what data the compa-
ny is having of them

iii. outsourcing processing of personal data

iv. starting to gather new personal data

d. Govern-
ance model

i. Ensure with ongoing practices that the personal data is always up-to-
date and in place according to GDPR

ii. Create internal audit practices to monitor the organization”s compli-
ance to GDPR

iii. Create a model to follow changes to laws and regulations

iv. Ensure roles and responsibilities to analyse, evaluate and imple-

ment changes whenever neccessary per process
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Appendix 2. Thesis activities timeline as a Gantt chart

SISAU} [BUI} 3Y3 U1 pUBH| T'6 syse3ayi0| £
Buusea) jeuosiad| €8
Auedwio ay3 woJ) yoeqpaay Buluieiqo| g
suoepuaWWodY| 1'g suoisnjpuo)| 9
sBulpulj Asy unlm| 72
Buishjeuy| 12 s)nsay| §
sishieuy Ssds| 79
Q13N S5dS339| 19 sishleuy eleq| ¢
Aipijen pue Ayjiqersy| +'s
(puz 1sT) S3uapuodsal 03 uoy Bulpuss| €'
SUORENLI| PUeYSIHf 7'
Juawwwod Auedwod Suunsu3| 1§ uoi3|j0) eleq| §
13139] J3n0d pue wioj 03 yoeqpasy| 7
13019] J3n00 pue wioy jo usisaq| Ty wioy Aaming| ¢
¥d(9 8ulpuelsiapun| §°¢
(dQ puipuelsIspunf '€
ylomawesy |eairai03y3 ayy Sunum| €€
ainjesayl| aoinos Suipeay| 7€
aunjesayl| 92nos duipuidf 1°¢ aweyy oayy | €
JuswaBeuew ysty| Sz
§1daou0a A3y pue syjauaq patednnuy| ¢
129dse [euopjeu.ul pue uoneeWaQq| €7
21doj 153y} pue Auedwod ase)| 7'z
uomanpoaul| 1z punoisyoeg| ¢
7 doysyJom spoyajy| 97
¢ uoissas uisiape sisayl| ST
1 doysyiom spoylsiN| T
7 uoIssas Juisiape sisay] | €7
T UOISSas BuIsiape sisay) | 7T
233 Suipeuo)| 17 | Aoueynsuoy g uonennodaN| 1
1 ysexgns| ‘o YSeL|'oN

Y93 Jepusje)

(LLNYO) LYVHIIIL SAILIAILDY SISTHL

38




	1 Introduction
	1.1 Background
	1.2 Research Question
	1.3 Demarcation
	1.4 International Aspect and Link between HR with Study
	1.5 Benefits
	1.6 Case Company
	1.7 Key Concepts

	2 Literature Review
	2.1 Data Protection Directive (1995)
	2.2 General Data Protection Regulation (2016)
	2.2.1 Introduction and Definition
	2.2.2 Consent
	2.2.3 Enhanced Rights
	2.2.4 Lawfulness, Fairness, and Transparency
	2.2.5 Integrity and Confidentiality
	2.2.6 Accountability

	2.3 Data Processing
	2.3.1 Data Storage and Minimization
	2.3.2 Pseudonymous Data
	2.3.3 Breaching Of Data

	2.4 Data Protection Directive Vs General Data Protection Regulation
	2.5 Finnish Law on Personal Data
	2.6 Human Resources: Handling Employee Data in Relation with the Law

	3 Methodology
	3.1 Research Design
	3.2 Data Collection
	3.3 Risks and Risk Management
	3.4 Reliability and Validity

	4 Results
	4.1 HRM Status towards GDPR Requirements
	4.2 Identifying the Processes and Databases
	4.3 Evaluation of Data Processes and Implementation of Secured Data
	4.4 Demonstration of the Government Model

	5 Discussion
	5.1 Key Results
	5.2 Recommended Steps for HR towards GDPR Compliance
	5.3 Further Research
	5.4 Personal Learning

	References
	Appendices
	Appendix 1. Questionnaire
	Appendix 2. Thesis activities timeline as a Gantt chart


